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In the New Digital Age:

Youcannothave Government without
eGovernment
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Connectedness

... IS the defining characteristic of our
time ¢ eg, Government 2.0
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The Internet

Originally developedsatrusted environment
No protection or restrictions
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The problem

The Internet was builvithout a way to
know who and what you are connecting

A tired solution
Based on a patchwork afentity one-offs

Thistypically involved:
WA registrationprocess
wlssuing otredential
w Presentationof credential
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The Identity Management Hydra
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Too much reliance
on managing
organisational ris

Individuals 1osing
control over th
digital identities

——

than necessary is

Lack of interopew exchanged

Failure to match Tracking of individualS Cen
digital identity to th nrelated to identity Ing'a honey pot
appropriate context anagement of information

" &

Key reason whyt is not safe tb play in the digital world:
Too muclpower in the hands of entitiesther thanthe individual
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Some key principles for Digital Identity

w User control over their digital entities| usBftcentricQ
F LILINR | OKE AyauSIR 2F | WRA

w Minimising the identifying or other information about a pers
to only what is needed

w Minimising the number of parties having access to identifial
Information

wo9aulofAaKAY3I 062 6 & 0NHzad
the user

oCurrent Issues and Solutions in Identity Manageraé
M Crompton & R McKenz
www.PriveyConference2010.0

Jerusalem, Israel, 27 October 20
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What we really want gg

AThe goal imot to identify the
person, but to ascertain that he or
she isreliable/can be trusted

AWe want to be in control

ASometimeS we want
to knowwhois on
the other end
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It is not about who you are ...

... It Is aboutmanaging risk

... hence It is about he claims that you and the
organisation need to verify

For example:

You must be 21years old
to enter this site.

exit enter
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32|]| International Conference
of Data Protection
and Privacy Commissioners

27-29 October 2010, Jerusalem, Israel

PRIVACY: GENERATIONS

Laws of Identity

3 Justifiable Parties

4 Directed Identity
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We now have a wellespected approachnd
the technologies to deliver it
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. Proactivenot Reactive:
Preventativenot Remedial

""“*mwnﬂ“i"‘"

2. Privacy as th®efault Privacy by Design

The 7 Foundational Principles

3. PrivacyEmbeddednto Design e

Cntaria, Canada

. . I FPrivacy by Disign is 2 concept that 1 developed back in the 90's, to address the ever-growing and systemic
4. Full Functionality: PositivBum S
. y' ) FPrivacy by Diesign asserts that the future of privacy cannat be ammdml:l]b]mmphanﬂwﬂl g;u|.nt ory

framewarks; rather, privacy sssurance must ideally become an crganization’s default mede of aperatian

n Ot Z e rGS u m Tnitially, deploying Privacy-Enhancing Technclogies (PETs) was seen as the salution, Toda ay, we un nderstand
that & more substantial approach is required — extending the use of PETE ta taking o positive-sum, oot 2

zera-um, approach.

Frivacy by Design now extends ta a *Trilogy™ of encompassing applicatiors: 1) IT systerns; 2) accourtable
business practices; and 3) physical design and infrastructure.

. .

Endto-End Lifecycle Protection [Jesesi s

[} with special vigour to sensitive du ch as medical information and fnancial data. The strength l'prn.q
protection requirements tend to be commensurate with the sensitivity of the data.

Thie objectives of Prisscy by Design — ensuring privacy and personal contral over ane's information and, for
arganizations, gaining a sustainable competitive advantage —may be accamplished by practicing the follewing

6- VISIbIlIty and Transparency :l_-jn::;m'enmkeacli\re;Prewnmh'@nmREﬂ'IE'dia'

The Privgcy by Design (PO approach is characterized by proactive rather than reactive measures. It
anticipates and prevents privacy invasive events before they happen. PhD does nat wait for privacy risks to

.
‘materialize, nor does it offer remedies for resolving privacy infractions once they have occurred - it aims to
. IV y provent them from ocourring, In short, Privdey by Design comes before-the-fact, not after.
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How do weeliminate the many
credentialswhich individuals
currentlymanage?

Twomain approaches) 2 0 K gA UK WRAZIAGL f

w Centralised identity management with
one system and one credential

w Federated identity as usually conceived
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The solutions are real

azigo

your data defines you. Own it.
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The Information Card Ecosystem it
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1 Made up from various components:
Aldentity Issuer
AEnd user selectar to choose card

ARelying party for example, online portal
AClaim value providers

A Authentication providers (optional)
¢ Out of band information
¢ Out of wallet knowledge

AMinimal disclosure technology (optional)
¢ For enhanced privacy
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Person using the

cards via the ::‘,jr‘f)r\‘/ti'(%r

selector (online

or on desktop)
Website/service
or application
being
accessed/used

AVOCO

sSecure




Avoco CloudCard Selector

v Universal access to identities
BFrom laptop, desktop, mobile device, IPad, etc.

1 True zero footprint for end user
1 No end user maintenance

} Strong security
BRP specifies which selector is used
BENd user anti - phishing / out of band authentication

1 Extended authentication support
+ API to allow auto creation of accounts

— AVOCO



Making the right way,
the easy way

APrivacy and security without

usabilitywill not work

77 7
7;461,‘*,". 4

Taregh

AToo often, the right way has
been the hard way (and the

wrong way was too easy!)
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A Technologys one tool of Privacy by Design
anotheris Privacy Impact Assessment

Al tL! auasSffa 0KS auoz2Ne.
perspective and helps to manage privacy LJ O U

Privacy Impact Assessment Gui@dfice of the Privacy Commissioner

Data*Flow-Model Diagram
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What is a PIA good for?

w Prevention is better thakure¢ identify and
manage riskbeforethey happen

w Consultation with stakeholders
w Assists in broader project management

w Transparency leads to public trust and
acceptance
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PIAs are becoming widely used

Alncreasingly utilised in the UK, Canade
New Zealand and Australia

AIAPP preconference session on PIAS |
Washington DG of 77 attendees, 90%
were from the private sector

At L!a y2 f2y3IsSNI |
good businessense
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More PbD tools: law and policy

w New developments on the horizon: &>

¢ asingle set of Australian Privacy Principles

C redrafting the Privacy Act
¢ addressing the impact of new technologies

CAUNBYIGKSYAYI | YR Of I NA Té
powers and functions
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Down with the digital gods !

AW{ Ay3t S az2dNDS &N
work

ABuild technologies and governance
mechanisms based on grains of truth

ABuild twoway trustg key to citizen
engagement with government
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