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Privacy Is about:

e context
e control

e freedom of choice

e |dentity Integrity
e TRUST




ID management Is also
about trust & control

— Individuals don’t know who they can
trust with their information

— Organisations / governments want to
know who they can trust

— Individuals have a right to have
control over their identity and
iInformation




Is total ID management
just science fiction?
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Or possibly an emerging reality:

Employee thumbprint system in bars/cafés (SMH Radar, 17 March 2004)

US School cafeteria fingerprint

Iceland DNA project

Total Information Awareness (TIA) project




ldentity management: the next big push
for government and business

Response to:

— Identity fraud

identity theft or identity takeover

border control and traveller identification
iIndividual convenience
better customer service for individuals

more and more complex IT networks




Commonwealth

- IMSC/CIOC/AWG:
e-authentication

- Customs:
SmartGate

. PSMA: G-

- DEST: CHESSN

- Customs: Advance
Passenger Info

- DIMIA: Extend use of
biometrics

- Cross-agency data matching

- Document verification service

- ACPR ID Crime Policing

Strateqgy
- AFP: Identity Crime Task Force

- CrimTrac National DNA DB

- DFAT: biometric passport

- AEC&HIC: match
Electoral Roll/Medicare

- Common POI framework

- AGD: Whole-of-
Government ID Fraud
process

. C(_antrelin_k_: _
voice verification?

- ACPR: ID Crime Working Party

- AUSTRAC: Cost of ID Fraud
Report
- ACC: Identity Protection

. NOIE: e-

FC=, - Unique Health Identifier
authentication

- NEVDIS

- Bankers:
Fraud taskforce

- Macquarie Bank:
info brochure

Private
Sector

- VIC: Victoria Online

NAE portal

Reaisters (prev ID Fraud Register)

- SA: ID theft

amendments

(awaiting assent)

- ACT: Smartcard
proposal (2000) ?

- QLD: Smartcard
driver licence

Authentication and

Identification initiatives
In Australia




Recent “Red Herring” Solutions

— One number per person
— Australia Card

— Some biometrics: same body =
same person. Can that go wrong?

— Mass data matching projects

abandoned after privacy criticism

— (e.g. US: Total Information
Awareness; MATRIX;
Canada: cradle to grave database

proposal)




One number per person leads
to total survelllance

— Same person with the same number,
easy to “zip together” personal
Information

Do we want info from banks,
libraries, video shops, and takeaway
food outlets zipped together with
government identifiers?

If it can be zipped
together, it will be —
eventually

























The Big Picture

Strong push for identity management

Get it wrong — society significantly worse off

Get it right — trust & control

The debate must start now, before it's too late

Privacy — a fundamental human right







