
Malcolm Crompton

Identity Management, 
Privacy & how global 
cooperation would
benefit these important 
research areas

INCO-TRUST Workshop on International 
Co-operation in Trustworthy Systems

Madrid, Spain
1 April 2009

http://www.iispartners.com/


Coming to an organisation near youé

ONLINE MARKETING
ValueClick To Pay $2.9 Million To Settle FTC Charges
According to an agency press release, The Federal Trade Commission (FTC) will 
collect $2.9 million from online advertiser ValueClick, Inc., in the largest settlement to 
date based on the 2003 CAN-SPAM Act.

DATA BREACH
California Lawmaker Wants To Toughen Breach 
Law
State Senator Joe Simitian has drafted two new bills 
designed to stiffen California's data breach law, 
including one that would outline new guidelines for 
breach notice requirements and that would require 
consumer notification letters to be brief and clearly 
understood.

The impostor in the ER

Medical identity theft can leave you with 
hazardous errors in health records 



Coming from a Government somewhere...



Policing, accountability & government...



And the online world has 
changed the rules

ÅPrivacy principles ineffective in the 
face of the tidal wave of new 
technology

ÅCapacity to range through vast 
amounts of information

ÅDigital footprints allow behavioural 
targeting

ÅNot just individuals who can 
pretend they are someone else

http://www.youtube.com/
http://www.facebook.com/
http://www.myspace.com/
http://www.skype.com/


Change is accelerating ...

Å281 exabytes (281 billion gigabytes; 1EB =1018 bytes) of digital data 
created & copied in 2007, cf 5 EB in 2003; ~10x bigger again by 2011

IDC Report on The Diverse & Exploding Digital Universe, Mar 2008

ÅñMore information has been produced and stored in the past five years, 
than at any time in human historyò

BBC News Online Magazine , 3 Nov 2003

ÅñAnalysts envision a time when the [RFID] system will be used to 
identify & track every item produced on the planetò

Katherine Albrecht, Founder of CASPIAN (Consumers Against Supermarket 
Privacy Invasion and Numbering), 2002

http://www.emc.com/leadership/digital-universe/expanding-digital-universe.htm
http://news.bbc.co.uk/1/hi/magazine/3230665.stm
http://www.nocards.org/AutoID/overview.shtml
http://www.nocards.org/AutoID/overview.shtml


And now the cloud

http://www.iispartners.com/


ñManagingò 
ñidentityò: 
problem or solution?



Identity? 

... a very personal concept

http://www.iispartners.com/


ÅIdentity fraud, identity theft, 
identity takeover?

ÅBorder control?

ÅTraveller identification?

ÅThe bottom line?

ñManagingò ñidentityò:

Whose risks are you managing? 

Whatôs your concern?


