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The inherent challenge for
any government: which hat?

nNGovernment 1 S not
provider, of course. It also discharges
important roles including providing for
national security, law enforcement and
regulation about which individuals have
little (legal) choice even if they might
have consequences that are adverse to
their 1 ndividual | N

Safe to play, a trust framework for The Connected Republic
A Point of View from the Global Public Sector Practice,
Internet Business Solutions Group, Cisco Systems
www.iispartners.com/Publications/index.html
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This page provides you with the Conditions of Use and Access for Medicare Australia's Online Services.
Online Services include Online Services Inbox and email, where you opt-in to these services.

If you choose to accept the Conditions of Use and Access by clicking on the "I agree" button, you will
continue with your access to Medicare Australia's Online Services.

If you click the "I don't agree™ button, you will be exited from Online Services and you will not be able
to continue to access Online Services.

You may print the Conditions of Use and Access at any time by clicking on the "Print" button.

For your privacy and security reasons, you will be "timed out” if you do not click on a field, enter
information or scroll up or down the page at least once every ten minutes.

Using Online Services is voluntary. You can access or provide information to Medicare Australia over the
phone or in person at any time, even if you have accessed and used Online Services.

Online Services Conditions of Use and Access

The following Conditions of Use apply to your access and use of Online Services, including Online
Services Inbox and email (where you opt-in to these services).

Your responsibilities
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Online Services Conditions of Use and Access

The following Conditions of Use apply to your access and use of Online Services, including Online
Services Inbox and email (where you opt-in to these services).

Your responsibilities

13

You agree to provide true and correct information to Medicare Australia and you declare that all
information you provide to Medicare Australia through Online Services is true and correct. Using
Online Services does not change any of your obligations to provide true and correct information
to Medicare Australia.

You must not provide false and misleading information. Doing so may result in prosecution and
civil or criminal penalties.

Providing false and misleading information through Online Services that results in an
overpayment will be treated in the same way as providing incorrect information on a form or in
person.

You agree to:
a. keep your Passwords and your Secret Questions and Answers confidential;
b. not permit any other person to use your Password; and
¢. change your Passwords regularly and when prompted.

You agree that your access to Online Services depends on telecommunications and Internet
service providers and other external factors, and that Medicare Australia does not guarantee the
availability of Online Services during the specified operating hours.

You agree that you are responsible for any damage to your computer, systems or software
caused by any virus, irrespective of the origin of the virus.

You accept the Conditions of Use every time you use Online Services, including acceptance of any
changes to the Conditions of Use, in circumstances where it is reasonable to assume that you are
aware of the changes.

You are responsible for accessing notices and information provided by Medicare Australia on the
Online Services website.

Online Services Inbox and email

9.

You agree to be bound by clauses 10 to 12, in addition to the other Online Services Conditions of
Use and Access, when you opt-in to the Online Services Inbox and/or email (that is, by providing

vour aareement and/or consent to the use of the Online Services Inbox and/or email). Clauses 10
I
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Medicare Australia Responsibilities

13. Medicare Australia is not liable for the accuracy of any information provided by you and where you
do not provide information that is true and correct in all respects.

14, Medicare Australia is not responsible for any failure in relation to any payments and/or electronic
communication with you where you do not provide correct bank account details and/or email ‘
address.

15. Medicare Australia will not send you emails with embedded URLs and will not include links to
Medicare Australia's website or to other websites in any email to you.

16. Medicare Australia assumes that any transaction using your Online Services account details,
1 which includes using your Medicare card number and Password, is undertaken by you.

17. Medicare Australia may cancel your access to Online Services if:

a. Medicare Australia believes that your access has been used to perform an unauthorised
| transaction, or

b. if you are no longer eligible to access Online Services.

18. Medicare Australia may make changes to Online Services at any time and with or without notice
to you.

19. Medicare Australia may notify you of changes to Online Services through information and notices
available to you when you access Online Services.

20. To the extent permitted by law, Medicare Australia is not liable to you for any claim, loss, liability
or expense incurred by you in your access and use of Online Services.

General conditions

21. The Conditions of Use are governed by the laws of the Australian Capital Territory. Medicare
Australia and you submit to the jurisdiction of the courts of the Australian Capital Territory.
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Lost community trust
because of:

A Hidden agendas i lack of

SOON JUST ONE CARD COULD REPLACE THEM ALL. transparency

LliledAustralia? Gove‘mmept is przp((;)sing to int;odut}ela single card in 2008 for people to access A . .

S ———— Centralisation of very

e e e Y ¥ sensitive information

T eI e Ry s G A Inad equate governance
Authorised by the Australian Government, Capital Hill, Canberra. an d accoun t a b | I | ty

The old website: A De fa_-CtO CQmpU|80ry
www.accesscard.gov.au deSp|te claims

To find out the answers to your questions, call 131 792 from 8am to 8pm



http://www.accesscard.gov.au/

Fears over smart card as privacy breaches revealed

Public servant snoops

Tanya Giles and
Peter Mickelburough

HUNDREDS of public ser-
vants have been caught spying
on the private information of
citizens in federal and state
government agencies.

Most of the 1000-plus victims were
never told details of their private
lives, including personal, financial,
health, police and emergency re-
cords, had been invaded.

A Herald Sun survey of 15 key
federal and state departments and
agencies, which hold up to 100 mil-
lion secret files on individuals, found
650 public servants were sacked or
sanctioned for snooping on their
clients in the past year.

The revelation comes as Canber-
ra pushes ahead with controversial
plans to replace 17 health and

welfare cards with a single
smart card.

The Herald Sun found confiden-
tial files were breached at VicRoads,
Victoria Police, Corrections Victoria,
Centrelink, Medicare, the tax office
and the Emergency Services Tele-
communications Authority.

The breaches occurred despite
strict policies designed to protect
private information.

The Herald Sun
found Medicare

investigation
investigated 23

breaches in 2005-06, referring one
case of alleged fraud and theft to
federal police.

Thirteen Medicare workers remain

under investigation, four have been
sacked, five have resigned and one
has been counselled.

Medicare spokesman Peter Sexton
said Medicare was beefing up secur-
ity, including audits and tighter
controls on access to records.

Other new privacy intrusion cases
included VicRoads, which holds
7.5 million files.

VicRoads probed 21 complaints in
2005-06, leading to two resignations
and two reprimands.

VicRoads spokeswoman Kara
O’Dwyer said all staff were warned
not to use, release, disclose or study
people’s files for unofficial reasons.

Victoria Police has acted against 19
staff after high-profile leaks of more
than 800 files from its LEAP database.

Fourteen police were fined, three

were put on good behaviour bonds,
three were demoted and one was
reprimanded.

Other privacy breaches last year
included:

FIVE staff at the Department of
Human Services counselled over “in-
advertent’ breaches.

Sun-Herald, 14 Oct 2006

THREE corrections staff who looked
at records of inmates and a prison
officer whistleblower.

ONE allegation against a WorkCover
employee that could not be sub-
stantiated.

The tax office last month sanc-
tioned 24 staff for privacy breaches.
Four were sacked, 12 resigned, two
were fined and six had their pay cut
or were demoted.

Two were prosecuted under the Tax

Act, with one sentenced to commun-
ity service and the other fined.

The worst offender was Centrelink,
which last month admitted 111 staff
were sacked or had resigned for
looking at welfare recipients’ files.

Centrelink has disciplined 585 staff
for wrongly accessing customer re-
cords on 790 occasions since 2004.

Labor’s human services spokes-
man, Kelvin Thomson, said the
breaches should ring alarm bells for
Australians.

Mr Thomson said Human Ser-
vices Minister Joe Hockey, who is
responsible for Centrelink and the
smart card, must show how he
would protect privacy.

Mr Hockey said rigorous controls
to ensure maximum privacy were
being developed for the smart card.
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half (45%) of the respondents say there is at least one retail business that
they trusted at one time but no longer trust. Of those people, nearly all
(94%) say they spent less money with that company, resulting in an
average 87% decrease I n spending

Craig Rogers, Yankelovich Partners, Press Release on The State of Consumer Trust Report
8 June 2004
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Survey after survey shows the impact

Research into Community attitudes towards Privacy in Australia
2007, 2004 & 2001, OPC Australia

nPol | : Ameri cans f ear | D t hef

CNN Money, 18 July 2005

Attitudes and Behaviors of Online Consumers: A Study of Five
g(l)t(l)egsééslydney, Singapore, Bangalore, Seoul, New York), NUS,

The New e-Government Equation: Ease, Engagement, Privacy
and Protection, Hart-Teeter Research in US, 2003

Privacy and data-sharing: The way forward for public services,
UK Cabinet Office, 2002

TRUSTe-TNS 2008 Study: Consumer Attitudes about
Behavioral Targeting
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The trust deficit T Impact

AWe avoid engagement

AWe defend i minimise or falsify our
responses

AWe call for more law regardless of
Impact

AOpportunities missed to develop close
relationships

ASolutions go on the scrap heap

ANew security vulnerabilities T more
Information collected than needed
creates the ID fraud honey pot

INFORMATION
INTEGRITY
SOLUTIONS



http://www.iispartners.com/

INFORMATION
INTEGRITY
SOLUTIONS

The Trust Deficit & the great risk shift:
Cloud as next instalment?

AWedbve been doing e
i A significant contributor to the The

Global Financial Crisis Great
Risk

i The life blood of many online Shift
service models JACOD S HACKER
I Separates risk taker from risk bearer

A Will Cloud to add to this risk, asking end user to _
di scover which company di d

A THE common thread to all discussions
A Self regulate or wait to have it imposed?
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And now Govt 2.0
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Governments
are also

transforming

www.theconnectedrepublic.org

A Network as platform
A Empower the edge
A Power of us
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FIXMYStreEt Report a problem All reports Local alerts Help Contact k
5 Ciety.,
Report, view, or discuss local problems
(like graffiti, fly tipping, broken paving slabs, or street lighting)
New Get FixMyStreet on your iPhone
Enter a nearby GB postcode, or street name and area: Go
How to report a problem Photos of recent reports
|. Enter a nearby GB postcode, or street name and area
2. Locate the problem on a map of the area
3. Enter details of the problem
4. -

We send it to the council on your behalf

FixMyStreet updates Recently reported problems
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