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Privacy Is on the move
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¢ Explosion in new technology

¢ The rise of privacy to the top of the leadership agenda
¢ Regulatory environment volatile
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w Social networking

w Location based services
w Behavioural targeting

w Mobile banking

w The Cloud
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Privacy topping the agenda globally
Al Y ARSI ¢ K2 Q4§politidalclkangé!l & O2
AData breach rates huge and NOT slowing down
¢ Australia lagging on reporting but unlikely to last

ACloudc more information crossing boundaries

AConsumers edgy
C increasing risks including ID theft
C practices such as behavioural targeting
ABusinesg interest in flexible, internationally consistent la
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Both sides of Atlantic engaged. And beyond

seier . ¢ Key thinkers and regulators
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Stuffups + change in mood =
tough reqgulation at all levels
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g/ianeCReding VicePresident Justice, Fundamental Rights and
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Regulatory workg Article 29 Review Accountability Project
FIFOATAUIUSR 0e CNJ)YOSQa RIFGF LIN
Commission Nationale d'Informatique et Libertés, France (CNIL)
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A regulator insightc Peter Hustinx (EDPS)
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exercising existing rights.

w Future as based on implementing stronger incentives to do the right thin
by privacycommercial reality + regulatory incentive

w Globalisatiorand global data flows will also be very important
International regulation along lines of tiéadrid declaration
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w Importance of ensuring effective accountability

w Really gettingrivacy right: not just seeking compliance with privacy Iaw
0dzi RSY2YAauNIOAYy3I GKIFIOG WrHEf YSI
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http://www.edps.europa.eu/
http://www.privacyconference2009.org/media/Publicaciones/index-iden-idweb.html
http://www.openforum.com.au/content/ec-thinking-privacy-definitely-move
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United States

w The US Department of Commerce and the Federal Trade
Commission (FT®)SAAYYAY3I 02 | ailz a

wJon Leibowitz, FTCChalf dzZSa U A2y Ay 3 Wy 2 (
modeIcOzyadzf 0 Ay 3 Q)\I - WNR dzy R U

http://lwww.ftc.gov/bcp/workshops/privacyroundtables/
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Summing up the regulatory trends

Search is on for a better approach to privacy regulation

In the meantime

w Expect more law or tougher enforcement at critical points
WIELISOUO Y2NBE WNBIf LINRJI O&Q
aSNIAOSaQ
C pro-active e.g. privacy impact assessment
C some reactive e.g. data breach notification

w Stronger sanctions & allocation of liability will be part of the
Incentive framework.
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Another view of the way forward

w Less process but more accountability & a helping hand fro
0 SOKy2f 23& AaNM¥zZ Sa yR 022f &

cOna ONBSY |t SNIIa &l ydzRISE

¢ Effective messagingt A 8 OSNI f y20AOSE
cues

6Redrawing the Route to Online Privacy b, ¢A Y S a3
See also:

0T he data deluge Businesses, governments and society are 0
starting to tap its vast potential> ¢ KS 902y 2 YA &



http://www.nytimes.com/2010/02/28/technology/internet/28unbox.html
http://www.economist.com/opinion/displaystory.cfm?story_id=15579717
http://www.economist.com/opinion/displaystory.cfm?story_id=15579717

Australia?
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IDAM?

w A state of fluxg possibly accelerating

¢ More sector specific, government issued identifiers, et
Individual Health Identifier (IHI), National Student ID

number (in addition to existing Federal & State) ?
¢ Bank initiatives; 2 factor authentication, mobile banking

w Digital God or a more subtle way?

¢ Government and others investigating probabilistic,
reputation based approaches

¢ Use of more information already held

¢ Australia a global leader in its response to AML/CTF?
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A state of fluxg Privacy Regulatory
Environment?

wAustralian Law Reform Commission on Privacy
¢ Tinkering with the framework?

¢ Delivering more comprehensive credit reporting
wGovernment response Privacy law changes on the way
wRelated Consumer law changeegesponsible lending

wOffice of the Information Commissionedohn McMillan
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Govt. response; credit reporting overview

w Aim is to reduce complexity/overlap
w Specific credit reporting provision only where standard is to

be stronger/weaker than the National Privacy Principles

w Provisions are generally in the Privacy Act proper rather tha
regulations

w General framework pretty much the samesome of the
changes sought, and recommended by the ALRC, not take
up by the Government

w Major changeg; no longer will CRAS be si
databases Y2 NBE O2 YLINBKS
permitted




INFORMATION
INTEGRITY
SOLUTIONS

What can be reported

Response: Accept




