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International Trends in privacy 
protection

!ǳǎǘǊŀƭƛŀΩǎ ŎǊŜŘƛǘ 
reporting law changes ς
now + more

Managing the change for 
best advantage



Privacy is on the move

ω{ƻƳŜǘƘƛƴƎ ǿƛƭƭ ƘŀǇǇŜƴ Χ ōǳǘ ǿƘŀǘΚ 

ωEmerging themes:

ςExplosion in new technology 

ςThe rise of privacy to the top of the leadership agenda

ςRegulatory environment volatile



9ȄǇƭƻǎƛƻƴ ƛƴ ƴŜǿ ¢ŜŎƘƴƻƭƻƎȅΧ

ωSocial networking

ωLocation based services

ωBehavioural targeting

ωMobile banking

ωThe Cloud

ω....

http://www.iispartners.com/


Privacy topping the agenda globally 

Å!ƴ ƛŘŜŀ ǿƘƻΩǎ ǘƛƳŜ Ƙŀǎ ŎƻƳŜ ςpolitical change

ÅData breach rates huge and NOT slowing down

ςAustralia lagging on reporting but unlikely to last

ÅCloud ςmore information crossing boundaries

ÅConsumers edgy

ςincreasing risks including ID theft

ςpractices such as behavioural targeting

ÅBusiness ςinterest in flexible, internationally consistent law



Both sides of Atlantic engaged.    And beyond

Key thinkers and regulators 
with questions & ideas 

Stuff ups + change in mood = 
tough regulation at all levels 

Nationally & 
Internationally ς
business, regulators 
engaged in finding better 
solutions 

http://www.apec.org/
http://www.oecd.org/


European Developments
VivianeΟReding Vice-President Justice, Fundamental Rights and 
Citizenship 

ά²Ŝ ƴŜŜŘ ǘƻ ǎǘǊŜƴƎǘƘŜƴ ǎǳōǎǘŀƴǘƛŀƭƭȅ 
ǘƘŜ 9¦Ωǎ ǎǘŀƴŎŜ ƛƴ ǇǊƻǘŜŎǘƛƴƎ ǘƘŜ ǇǊƛǾŀŎȅ 
ƻŦ ƻǳǊ ŎƛǘƛȊŜƴǎέ 

Strong research agenda ςFramework Program 7

Regulatory work ςArticle 29 Review, Accountability Project 
ŦŀŎƛƭƛǘŀǘŜŘ ōȅ CǊŀƴŎŜΩǎ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ǊŜƎǳƭŀǘƻǊΣ 

Commission Nationale d'Informatique et Libertés, France (CNIL).

http://cordis.europa.eu/fp7/ict/programme/home_en.html
http://www.huntonfiles.com/files/webupload/CIPL_Accountability_Phase_II.pdf
http://www.huntonfiles.com/files/webupload/CIPL_Accountability_Phase_II.pdf
http://www.cnil.fr/


A regulator insight ςPeter Hustinx (EDPS)
ωwƛƎƘǘǎ ƻŦ ǘƘŜ ŎƛǘƛȊŜƴ ǿƻƴΩǘ ŎƘŀƴƎŜ ƳǳŎƘ ςemphasis on easier access to 

exercising existing rights.

ωFuture as based on implementing stronger incentives to do the right thing 
by privacy:commercial reality + regulatory incentive 

ωGlobalisationand global data flows will also be very important ς
international regulation along lines of the Madrid declaration

ωά[ŀǿ ǎƘƻǳƭŘ ƴƻǘ ƭŜƎƛǎƭŀǘŜ ƻƴ ǘŜŎƘƴƻƭƻƎȅέ ςoperationaliseprivacy by 
ŘŜǎƛƎƴΣ ƛƴŎƭǳŘƛƴƎ ƳƻǊŜ ΨǇǊƛǾŀŎȅ ōȅ ŘŜŦŀǳƭǘΩ ǎŜǘǘƛƴƎǎ

ωImportance of ensuring effective accountability 

ωReally getting privacy right: not just seeking compliance with privacy law 
ōǳǘ ŘŜƳƻƴǎǘǊŀǘƛƴƎ ǘƘŀǘ Ψŀƭƭ ƳŜŀǎǳǊŜǎ ƘŀǾŜ ōŜŜƴ ǘŀƪŜƴ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ 
ŎƻƳǇƭƛŀƴŎŜ ǿƛƭƭ ōŜ ŀ ǊŜǎǳƭǘΩΦ

For more, see blog: ά9/ ǘƘƛƴƪƛƴƎ ƻƴ ǇǊƛǾŀŎȅ ŘŜŦƛƴƛǘŜƭȅ ƻƴ ǘƘŜ ƳƻǾŜΦΦΦέ

http://www.edps.europa.eu/
http://www.privacyconference2009.org/media/Publicaciones/index-iden-idweb.html
http://www.openforum.com.au/content/ec-thinking-privacy-definitely-move


United States 

ωThe US Department of Commerce and the US Federal Trade 
Commission (FTC)ōŜƎƛƴƴƛƴƎ ǘƻ ŀǎƪΣ άƛǎ ǘƘŜǊŜ ŀ ōŜǘǘŜǊ ǿŀȅΚέΦ

ωJon Leibowitz, FTC Chair ςǉǳŜǎǘƛƻƴƛƴƎ ΨƴƻǘƛŎŜ ŀƴŘ ŎƘƻƛŎŜΩ 
model ςŎƻƴǎǳƭǘƛƴƎ Ǿƛŀ ΨǊƻǳƴŘ ǘŀōƭŜǎΩ

+/- using data, behavioural targeting etc 

ID management, accountability +

Technology issues ςcloud etc

http://www.ftc.gov/bcp/workshops/privacyroundtables/

http://www.ftc.gov/
http://www.ftc.gov/


Summing up the regulatory trends

Search is on for a better approach to privacy regulation

In the meantime

ωExpect more law or tougher enforcement at critical points

ω9ȄǇŜŎǘ ƳƻǊŜ ΨǊŜŀƭ ǇǊƛǾŀŎȅΩ ŀƴŘ ǘƘŜ ŜƳŜǊƎŜƴŎŜ ƻŦ ΨŀǎǎǳǊŀƴŎŜ 
ǎŜǊǾƛŎŜǎΩ

ςpro-active e.g. privacy impact assessment

ςsome reactive e.g.  data breach notification

ωStronger sanctions & allocation of liability will be part of the 
incentive framework.



Another view of the way forward

ωLess process  but more accountability & a helping hand from 
ǘŜŎƘƴƻƭƻƎȅ άǊǳƭŜǎ ŀƴŘ ǘƻƻƭǎέ

ςOn-ǎŎǊŜŜƴ ŀƭŜǊǘǎ άŀ ƴǳŘƎŜέ ōŜŦƻǊŜ ǇǳōƭƛǎƘƛƴƎ 5h. ƻƴƭƛƴŜ

ςEffective messaging -άǾƛǎŎŜǊŀƭ ƴƻǘƛŎŜέ ŀƴŘ ŀƴǘƘǊƻǇƻƳƻǊǇƘƛŎ 
cues 

άRedrawing the Route to Online PrivacyέΣ b¸ ¢ƛƳŜǎΣ ну CŜō нлмл

See also:

άThe data deluge Businesses, governments and society are only 
starting to tap its vast potentialέΣ ¢ƘŜ 9ŎƻƴƻƳƛǎǘΣ нр CŜō нлмл

http://www.nytimes.com/2010/02/28/technology/internet/28unbox.html
http://www.economist.com/opinion/displaystory.cfm?story_id=15579717
http://www.economist.com/opinion/displaystory.cfm?story_id=15579717


Australia?



IDAM? 

ωA state of flux ςpossibly accelerating

ςMore sector specific, government issued identifiers, et 
Individual Health Identifier (IHI), National Student ID 
number (in addition to existing Federal & State) ?

ςBank initiatives ς2 factor authentication, mobile banking 

ωDigital God or a more subtle way? 

ςGovernment and others investigating probabilistic, 
reputation based approaches 

ςUse of more information already held   

ςAustralia a global leader in its response to AML/CTF?



A state of flux ςPrivacy Regulatory 
Environment? 

ωAustralian Law Reform Commission on Privacy 

ςTinkering with the framework?

ςDelivering more comprehensive credit reporting

ωGovernment response ςPrivacy law changes on the way

ωRelated Consumer law changes ςresponsible lending

ωOffice of the Information Commissioner ςJohn McMillan



Govt. response ςcredit reporting overview 

ωAim is to reduce complexity/overlap

ωSpecific credit reporting provision only where standard is to 
be stronger/weaker than the National Privacy Principles

ωProvisions are generally in the Privacy Act proper rather than 
regulations

ωGeneral framework pretty much the same ςsome of the 
changes sought, and recommended by the ALRC, not taken 
up by the Government

ωMajor change ςno longer will CRAs be simply default 
databases ςƳƻǊŜ ŎƻƳǇǊŜƘŜƴǎƛǾŜΣ ΨǇƻǎƛǘƛǾŜΩ ǊŜǇƻǊǘƛƴƎ ǿƛƭƭ ōŜ 
permitted



What can be reported 


