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Privacy notices are the windows to how organisations collect, use, share and
protect the information that pertains to individuals. As information processes have
become more complex, privacy notices have become very long, mirroring this
complexity. The effect has been to obscure the content that individuals need to know
when making judgments about with whom they will do business. The lack of clarity
has been an impediment to online commerce.

This article describes a framework for assuring that notices are easy both to
understand and follow as well as to complete. These objectives are achieved by
layering up to three documents as part of a notices package. This approach,
supported by an ad hoc group of civic, business and government participants, has
been adopted by the European Union’s Art 29 working party in Opinion WP100,
issued in 2004. The initial layer, to be used when collecting information where space
is tight, alerts the individual to the collection, the major purpose of the collection,
and where they can go for additional information. The second layer, condensed
notices, assist the individual in understanding a company’s practices and comparing
them to other companies’ practices, while the third layer, longer notice, acts as a
complete guide for compliance purposes.

We start this article with a brief review of the Australian legal context as set out in
the National Privacy Principles (NPPs) that apply to private sector organisations in
Australia under the Privacy Act 1988 (Cth) and the APEC Data Privacy Framework
adopted by APEC Ministers in November 2004.1

It is our belief that multi-layered notices will help educate consumers in APEC
economies (including Australia) as to how information that pertains to them is
managed.

APEC privacy framework notice principle

The APEC privacy framework includes a notice principle that states:

Personal information controllers should provide clear and easily accessible statements
about their practices and policies with respect to personal information ...

A successful privacy notice is a prerequisite for all privacy regimes. To align
notices with the international standard, the principle states that a compliant privacy
notice should include:

e the fact that personal information is being collected;

e the purpose for which personal information is collected;

e the types of persons or organisations to whom personal information may be
disclosed;

the identity and location of the personal information controller, including
information on how to contact them about their practices and handling of
personal information; and

the choices and means that the personal information controller offers individuals
for limiting the use and disclosure of, as well as accessing and correcting, their
personal information.
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Privacy Act’s NPP
notice principle

NPP 1.32 has a similar requirement,
namely: ‘At or before the time (or, if
that is not practicable, as soon as
practicable after) an organisation
collects personal information about an
individual from the individual, the
organisation must take reasonable steps
to ensure that the individual is aware
of” a series of basic elements about who
is collecting the information, the
purpose of the collection, and with
whom the information will be shared.

Current notices often too
complex

Privacy authorities worldwide have
found current privacy notices to be less
than successful. Privacy notices were a
focus of the 25th International Data
Protection Conference held in Sydney in
2003, and were noted in the European
Commission’s review of the
implementation of the EU privacy
directive. The acting US Comptroller of
the Currency (regulator of national
banks) made notices the subject of her
speech given on 12 January 2005.
These authorities believe that the
current privacy notices are often too
long and complex, and that individuals
often do not have knowledge about
information practices after reading
these long notices. Independent
research by Yankelovich,3 ‘Privacy &
American Business™* and others sup-
ports these findings.

Information processes tend to be very
complex, and the descriptions of how
information is collected, used, shared
and protected often match the
complexity of the subject matter. An
analogy might be helpful. Think about
the system of waterways that not only
drain a geography, but also support
agriculture, transportation, fisheries,
power generation and recreation. Try
describing the path a raindrop follows
in making its way from the drainage
ditch to a stream, creek, river and
finally the sea. It would be hard to
write a description in a very short,
easy to read document, especially if
one wanted to describe all the potential
uses and users that might touch that
drop.

Similarly, information that pertains to
us is personal and its potential uses

complex, yet we want some sense of
what is going on. With this in mind, in
2001 the Center for Information Policy
Leadership (CIPL) in the USA and its
member companies began work on
making privacy notices more effective
for individuals with the aim of
enhancing public trust and
participation.

Lessons from food label

research
CIPL first looked at the research

conducted in the 1980s to inform the
creation of nutritional food labels. That
research tells us the following.

¢ Notices must be short. Consumers
get lost if presented with too much
information. Notices should therefore
discuss no more than seven discrete
topics.

¢ Notices must use language that is so
common that individuals are not
required to translate what they read
into what they understand. The
words must be those that they use
with their neighbours.

e Notices must rely on long and short
term memories working together. The
notice seen yesterday must help
consumers understand the notices
they see today. A common format
that makes use of a common graphic
interface accomplishes this objective.
The research suggests a privacy

notice that is easily recognisable as a

privacy notice; is in a common format

so individuals may easily find the
information important to them; is in
everyday language; and is short, having
limited elements.

Using layering to accomplish
readability and completeness
To fully define a complex
organisation’s information practices a
notice must also be complete. How
does one reconcile completeness with
something that is short and easy to read
and understand? Increasingly,
organisations find that the answer lies
in multi-layers. A multi-layered notice
has two or more layers that work
together to give the individual complete
information in a manner in which one
can understand information use and
make choices. Layered notices were
first suggested by CIPL in December
2001 at a workshop sponsored by US
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financial services regulatory agencies.

This approach became the subject of a

resolution adopted by international

data protection commissioners in

September 2003,5 and was further

refined by a March 2004 workshop

that included government, civic society
and business interests. The conclusions
from that workshop were captured in
the ‘Berlin Memorandum’.6 The

‘Article 29 Committee’ of data

protection commissioners from the

25 EU Member States adopted this

approach on 7 December 2004.7
The European data protection

authorities suggest a notices system

comprised of three layers:

e short notice — detailing the party
collecting information, the principal
purpose, and where to go for more
information and choices;

condensed notice — a snapshot of an
organisation’s information practices
in a common, graphic format; and

full notice — all information required
by data protection laws or codes of
conduct.

The short notice would be used when
collecting information where space is
an issue, like a mobile phone. On a
PDA, for example, it might look like
Example 1.

CIPL has developed a basic template
for the condensed notice that was
used in the examples included with the
EU common position, and that is
currently in use at a number of
websites.

The condensed notice can be used on
websites or in hard copy for off-line
transactions. The complete notice would
be provided on request, could be
hyperlinked online, and would include:
e scope — the parties covered by the
notice;

personal information — information
collected directly from the individual
and from third parties;

uses and sharing — a summary of
uses by the organisation collecting
the information and others;

choices — the choices that
individuals have, to limit sharing and
gain access to the information held
by the organisation, and how to
exercise those choices;

contacts — how to reach the
organisation for the more complete
notice; and
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ASIACO Privacy Notice

®We collect information to
market to you and service
your account,

®To get afull privacy notice
or exercise preferences call

0800 333333 or go to
www.asiaco.com and click
on privacy.

Example 1. A mobile phone displaying
a short notice.

e other important information —
information important to the
individual, including seal programs$
and other systems for accountability.
These categories are flexible enough

to cover all the notice categories

suggested by notice requirements such
as those in the APEC privacy
framework or the NPPs.

Major global companies are already
posting notices in this format. The most
notable is IBM, which has its condensed
notice in this format for every one of its
home page sites in every language it
uses. See for example the privacy notice
linked from <www.ibm.com/au>,

2 IBM Privacy - Australia - Microsoft Internet Explorer

Edit ‘iew Favorites Tools  Help

Home Products Services & solutions

Privacy

Privacy details

Cookies

Related links

transactions.

wishes,

access request@us.ibm.com

I About IBM | Privacy | Contact

Example 2. IBM’s condensed notice.

@ hikkp: ] e ibm, com/privacyfauf

<www.ibm.com/cn> or
<www.ibm.com/fr>. Other examples
include MSN, in most languages, and,
in Australia, Ninemsn at
<www.ninemsn.com.au> and
<WWW.pg.com>.

The IBM condensed notice looks like
Example 2.

The advantage of multi-layered
notices is that a single document is not
being asked to achieve multiple
objectives. The short notice notifies the
consumer that information is being
collected. The condensed notice gives
the individual a snapshot of an
organisation’s information practices,
the options available to that person,
and means of exercising those options.
The complete notice defines purpose
limitations and provides complete
information on the organisation’s
information practices. Importantly, as
noted earlier, the notice also provides
links to more detailed information. The
condensed notice must facilitate, not
hinder, the individual who wants to
read and understand the full notice.
The total package communicates clearly
while being complete. Compliance
would be determined not by a single

Support & downloads

IBM Privacy practices on the web

In general, you can visit us on the Internet without telling us who you are or giving us personal
CTRUSTe information. There are times when we may need information from you, for instance: to process an
order, to correspond, to provide a subscription or in connection with a job application. We may
supplement this information to complete a transaction or to provide better service,

+ To fulfill your requests by us or by others involved in fulfillment.
+ To contact you for custorner satisfaction surveys, market research or in connection with certain

+ By IBM and selected organisations for marketing purposes if you have permitted such use,

- In a non-identifiable format for analysis {e.g., Clickstream Data).
+ To develop our business relationship if you represent an IBM Business Partner or Vendor,

«when we collect information from you, you may tell us that you do not
want it used for further marketing contact and we will respect your

= You rmay also turn off cookies in your browser.

IBM is a member of TRUSTe {www truste.ora), IBM abides by the EU/US
Safe Harbor Framework, To correct inaccuracies in IBM's record of your
personal information respond to the sender or contact IBM at Usa

For IBM's complete notice see 1BM'

Australia [chan

My account

This staternent applies to IBM Web Sites
Worldwide,

Questions about this
statement or about
IBEM's handling of your
information may be
sent to:

rvcy@us.ibm.com, or
Privacy, IBM

1133 westchester Ave,
White Plains, NY 10604




element, but rather by the total
package.

Focus group testing

The template based notices have been
tested with focus groups in the US,
Germany and Hong Kong. The US
research was led by P&G and
conducted in Cincinnati, Ohio. That
research, conducted over two years
(2002-03), found that consumers:
¢ believed that long notices were

obscuring important information;

and

e preferred a template that allows them
to compare the practices of different
companies.

The research in Germany and Hong
Kong was conducted by MSN in 2004.
That research determined that Hong
Kong residents are too busy to read
long notices, and therefore prefer the
shorter, more graphically interesting
template based condensed notice.
Germans feel compelled to read long
notices, but find them too long and
complex. They too prefer the template
based notice.

Where are we now?

The Privacy Commissioner only a few
weeks ago repeated the endorsement of
multi-layered notices in her report on
the review of the private sector
provisions of the Privacy Act, titled
‘Getting in on the Act: The Review of
the Private Sector Provisions of the
Privacy Act 1988’ (the Review).? In
particular, in recommendations 19-20
she recommends that:

19. The Australian Government should
consider amending NPP 5.1 to
provide for short form privacy
notices. This could also clarify the
obligations on organisations to
provide notice, and to clarify the
links between NPP 1.3 and NPP 5.1.

20. The Office will encourage the
development of short form privacy
notices. It will also play a more
active role in assisting businesses to
develop their notices by developing
template notices for different
sectors, in consultation with them,
and by issuing examples of both
satisfactory and unsatisfactory
notices.

Submissions to the Review, 10
including from the Law Council of
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Australia, also supported short form
notices.

The privacy working group of the
Electronic Commerce Sub-Group of
APEC was again very supportive of
multi-layered notices when it met in
Hong Kong on 3 June 2005, and the
concept was seen as a very practical
early step by participants in the first
implementation seminar held in the
previous two days and attended by over
80 participants from 15 of the APEC
economies.

IBM has published the IBM XML
Asset Package for Privacy Notice
Highlights v.1 as free assistance to
businesses wanting to help create,
translate and manage their privacy
highlights document as an XML
document. It is available online at
<www.ibm.com/webmaster/news/
privacynoticehighlights.html>.

Now is the time for business to take
up the challenge. Regulators worldwide
have repeatedly endorsed the
multi-layered notice as good practice.
Improved communications with
customers can only win (not lose)
business. There is undoubtedly first
mover advantage in any one market such
as financial services, or the components
in it such as financial advice or
retirement savings products. Assistance in
implementing these notices is already
available and the Privacy Commissioner
has indicated that her Office will

endeavour to provide more. @

Marty Abrams is the Executive
Director of the Center for Information
Policy Leadership. Details are available
online at <www.hunton.com/
Resources/Sites/general.aspx?id=45>.

Malcolm Crompton is the Managing
Director of Information Integrity
Solutions, and was Federal Privacy

Commissioner until 2004. Details are
available online at
<www.IISpartners.com>.
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privacyfrmwk.html>.
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3. ‘A crisis of confidence: rebuilding
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8. For an explanation of web seals,
see Crompton M and Cavoukian A
“Web Seals: A review of Online Privacy
Programs’ at <www.privacy.gov.au/
publications/seals.html>; see also
<www.truste.org>.

9. Available online at <www.privacy.
gov.au/act/review/index.html>.

10. All are available online at
<WWW.privacy.gov.au/act/review/
reviewsub.html>.

For the latest up to date information on new product titles, existing
business and legal publications, ordering online and much more,

contact us at: www.lexisnexis.com.au

website

@ ............................................................................................................................................................ vol @ no @ May/June 2005



LZ LQ L\//{D\/ LAW BULLETIN

Cybersnooping employers to fall
under the gaze of NSW laws

Maree Norton, Andrew Cardell-Ree and Julian Riekert ALLENS ARTHUR ROBINSON

Workplace surveillance in NSW is
about to change, and change significantly.
If the Workplace Surveillance Bill 2005
(NSW) becomes law, employers will be
permitted to conduct ‘cybersnooping’
activities only in accordance with a
published computer monitoring policy of
which employees are made aware. A
failure to notify employees of surveillance
plans in this way will constitute an
offence, unless the employer first obtains
the express authority of a magistrate.

Draft exposure Bill released
in 2004

Existing workplace surveillance laws in
NSW! regulate how an employer can use
video cameras to conduct surveillance of
its employees, but do not apply to
surveillance conducted using computers or
tracking devices. In June 2004, a draft
exposure Workplace Surveillance Bill (the
Draft Bill) was introduced to the NSW
Parliament, proposing to regulate all
manners of surveillance in the workplace
(including email and computer use). The
extension of the regulatory regime to
cover computer surveillance is particularly
controversial, given that such surveillance
is common in Australian workplaces.? At
the time of its release, NSW Attorney-
General, Mr Bob Debus, said that the
Draft Bill would not place a blanket ban
on email surveillance, but would instead
force employers to carry out email
surveillance ‘ethically and sensibly’ and
prevent ‘unscrupulous employers snooping
into the private emails of workers’.3

Following a period of consultation with
major stakeholders, a revised Workplace
Surveillance Bill (the Bill) was tabled in
the NSW Parliament on 4 May 2005. The
Legislative Review Committee has not
identified any issues with the Bill, which is
expected to become law in early June
2005.

Employees, workers and
volunteers ‘at work’

The Bill regulates surveillance ‘at work’,
which includes surveillance conducted at
an employer’s usual place of business and
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at any other place where an employee,
volunteer or person engaged through a
labour hire arrangement performs work
on behalf of another (including the vehicle
of a person whose work involves driving).
If passed into law, the Bill will affect all
entities that monitor the work activities of
individuals in NSW.

The presumption of unlawful
surveillance

The Bill proposes to extend the
existing video surveillance regime to all
forms of surveillance in the workplace,
including surveillance of email and
internet use and the use of tracking
devices, such as global positioning
systems. In short, the Bill presumes that
surveillance is unlawful unless it is
conducted in one of two sets of
circumstances, as set out below.

Overt surveillance
Overt (or ‘notified’) surveillance will be

lawful in NSW without further authority

only if an employer provides employees
with at least 14 days’ written notice of the
surveillance before it begins.# Such notice
must include details about the surveillance
such as:

e the kind to be carried out (camera,
computer or tracking);

e how it will be carried out;

e when it will start;

o whether it will be continuous or
intermittent; and

o whether it will be for a specified limited
period, or ongoing.

The Bill also imposes the following
specific notice requirements, depending
on the nature of the proposed
surveillance.

e As is the current case, video
surveillance and security cameras must
be clearly visible and accompanied by
signs notifying people that they may be
under surveillance in the relevant area.’
Such signs must be situated at all access
points to the area under surveillance.

e Computer surveillance must be carried
out in accordance with the employer’s
computer surveillance policy and (in

language sure to be the subject of

litigation) the affected employee must

have been notified of that policy
beforehand ‘in such a way that it is
reasonable to assume that the employee
is aware of and understands the
policy’.6

e Tracking surveillance must be
accompanied by a notice informing
occupants that the movements of the
vehicle are subject to surveillance.”

Again, such signs must be clearly visible

on the vehicle.

Any surveillance that does not meet all
the requirements of notified surveillance is
deemed to be covert surveillance, which is
unlawful without the approval of a
magistrate.

Covert surveillance

To conduct covert surveillance lawfully,
an employer must first obtain from a
magistrate a ‘covert surveillance authority’
(an Authority). A magistrate cannot grant
an Authority unless the employer
demonstrates a reasonable suspicion that
an employee is involved in an unlawful
activity while at work.8 The employer
must also set out the steps that have
already been taken in an attempt to detect
the unlawful activity.” Any covert
surveillance must be conducted for the
sole purpose of establishing involvement
in unlawful activity and must be overseen
by a court appointed ‘surveillance
supervisor’.10 Covert surveillance must not
be undertaken to monitor work
performance.

The Bill does not consider the meaning
of ‘unlawful activity’. Under the existing
workplace video surveillance laws upon
which the Bill is based, breach of an
employer’s policy does not amount to
unlawful activity, and hence is not a
sufficient basis for the granting of an
Authority. There is no suggestion that the
position will change if the Bill is made
into law.

Offences and personal liability
Employers who conduct surveillance
without either meeting the notified



surveillance requirements or obtaining
an Authority are deemed to have
engaged in unlawful activity, and may
be subject to fines of up to $5500 per
offence. A defence is available only if
the covert surveillance was carried out
for the purpose of ensuring workplace
security in circumstances where there
was a real and significant threat, and
the employer notified employees in
writing of the intended surveillance in
advance.!1

Directors and others involved in the
management of a company are taken to
have committed an offence if they
knowingly authorised or permitted the
contravention. Such individuals may be
personally convicted even if proceedings
have not been brought against the
company.12

Other aspects of the regime

The Bill prevents automatic blocking
of emails or access to websites,
including the blocking of emails and
websites ‘merely’ because they promote
or relate to industrial matters.13

Implications — policies and
procedures
If the Bill is passed in its current
form, all employers who do business in
NSW will need to formulate carefully
worded policies and procedures to meet
the requirements of notified
surveillance. In his Second Reading
speech, the NSW Attorney-General
stated that the notice requirements were
‘not onerous’.!* Despite this, the
requirement that employees who are
subject to computer surveillance be
notified of the employer’s policy ‘in
such a way that it is reasonable to
assume that the employee is aware of
and understands the policy’!3 is
uncertain, and likely to be the subject
of litigation. The Bill does not give any
indication of what this requirement
entails, although Mr Debus has hinted
at the sorts of notice systems that might
satisfy the requirements:
An example of such a system for a large
employer is one including induction and
training courses and regularly emailed
reminders. An example for a small
business is individual discussion of the
employer’s policy with each employee
and placing the policy on a work
noticeboard.16
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While the Draft Bill suggested that
live, on-screen, pop-up reminders might
have been a requirement of notified
computer surveillance, much criticism
was levelled at the practicability of that
suggestion, which has subsequently been
left out of the revised Bill.

Implications — relying on

evidence of wrongdoing?

The Bill sets out two circumstances in
which information gathered as a result
of unlawful surveillance may still be
relied upon.

e Where covert surveillance is
conducted without an Authority, the
information collected may only be
disclosed to a member or officer of a
law enforcement agency for a purpose
that is related to the detection,
investigation or prosecution of an
‘offence’.17

e Information obtained in circumstances
where the cl 21 defencel8 is available
can only be admitted in evidence in
disciplinary or other legal proceedings
against an employee where the
desirability of admitting the evidence
outweighs the undesirability of
admitting evidence obtained
unlawfully.

Otherwise, the Bill generally prevents
employers who engage in unlawful
surveillance from relying on evidence of
wrongdoing that the surveillance
uncovers, with potentially far reaching
consequences for employers.

Consider the example of an employee
dismissed for storing material on the
employer’s computer system that is
deemed to be inappropriate by a policy
which was not notified to the employee.
If the employee claims unfair dismissal
and the Industrial Relations
Commission finds that the absence of
training means that the employer’s
computer monitoring does not amount
to notified computer surveillance, what
then? If the employer cannot rely on the
surveillance results, how can it establish
the misconduct or a valid reason for the
dismissal?

What if the wrongdoing was
discovered as the result of routine
surveillance that the employer
conducted without an Authority in
circumstances where no defence is
available? Will an employer be able to
rely on the results of such surveillance in

defending an unfair dismissal claim?
The reference in cl 36(3) to ‘law
enforcement agency’ suggests that the
use of the term ‘offence’ in that clause
refers to a criminal offence.
Consequently, the exceptions allowing
reliance upon unlawfully obtained
surveillance material in that clause may
not apply in relation to a breach of an
employer’s internet policy, for example.
The only hope for employers in such
circumstances may be to argue that the
term ‘surveillance’ contains a temporal
element, meaning that information
gathered through ‘after the event’
interrogation of a computer hard drive
may not be caught by the Bill. Beyond
this, it seems that employers in NSW
will have little choice but to comply with
the notified and authorised surveillance
regimes once the Bill is passed. ®

Maree Norton, Lawyer, Andrew
Cardell-Ree, Senior Associate, and
Julian Riekert, Partner, Allens Arthur
Robinson.

Endnotes

1. Workplace Video Surveillance Act
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English Court of Appeal advances
protection of private information

In what has been described as a
‘landmark’! decision, Michael
Douglas, Catherine Zeta-Jones v Hello
Ltd,? the England and Wales Court of
Appeal on 18 May 2005 took a
significant step forward in the
development of what has been called
the tort of misuse of private
information.

There were a number of appeals and
cross appeals from the decision of the
trial judge on the merits of the
Douglases’ claim for the protection of
commercial confidentiality and privacy
in relation to photographs taken at
their wedding. This article focuses on
the significant outcome: the dismissal
of the appeal by Hello! magazine
against the trial judge’s finding in
favour of the Douglases and the
underlying reasons for that decision.

The decision reflects the rapid
development of the recognition of a
basis for aspects of privacy protection
in England during the period
beginning with the decision of a
differently constituted Court of
Appeal3 to discharge the interlocutory
injunction granted against the
publication of unauthorised
photographs taken at the Douglases’
wedding, until the 2005 decision. In
the meantime, according to the Court
of Appeal, the decision of the House
of Lords in Campbell v MGN* and the
European Court of Human Rights’
decision in von Hannover v Germany’
had advanced the recognition of
privacy® to the extent that, if the
earlier Court of Appeal had considered
those decisions, ‘it would have reached
the conclusion that the Douglases
appeared to have a virtually
unanswerable case for contending that
publication of the unauthorised
photographs would infringe their
privacy’.”

The Court also dealt with a number
of other issues with commercial
implications for celebrity figures and
the media which are dealt with briefly
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after discussion of the central privacy
issue.

Facts

The Douglases married at the Plaza
Hotel New York on 18 November
2000. There was intense media interest.
In the UK, Hello! and OK! magazines
provide gossip and rumour about
royalty and celebrities, predominantly
through photographs, with an average
weekly circulation of almost 500,000
copies each.

After approaches by both magazines,
the Douglases entered into a contract
with OK! for a combined fee of
£1,000,000. OK! was granted
exclusive rights to publish photographs
selected and approved by the
Douglases. There was also agreement
about security to ensure privacy, and
sophisticated measures were taken to
ensure that family and friends who
were invited to the wedding were
properly identified. Despite all the
precautions, a paparazzo obtained
entry to the wedding reception and
surreptitiously took photographs.

When the Douglases and OK!
magazine became aware that Hello!
had obtained unauthorised
photographs of the wedding and was
preparing to publish them, an ex parte
application for an interlocutory
injunction was made and granted. On
appeal to the Court of Appeal two
days later, the interlocutory injunction
was lifted.

Both magazines then proceeded to
publish within days of one another,
respectively, the unauthorised and
authorised photographs.

The trial of the actions brought by
the Douglases and OK! magazine
subsequently commenced and a
judgment on liability issues was given
on 11 April 2003.

The trial judge’s findings
The trial judge found that:
e the Douglases were entitled to
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damages and a perpetual injunction

against Hello! in the jurisdiction on

the basis that the publication of the
unauthorised photographs
constituted a breach of confidence,
effectively because the reception was

a private event;

* OK! was entitled to damages from
Hello! on substantially similar
grounds where the breach of
confidence was more in the nature of
a trade secret; and

e the economic torts of deliberate
interference with business or
conspiracy to injure, either by lawful
or by unlawful means, were not
available to OK! against Hello!.

The trial judge rejected the
Douglases’ argument that damages
should be calculated on the basis of a
notional licence fee and awarded them
£3750 each for the distress caused by
the publication of the unauthorised
photographs, and £7000 between
them for the cost and inconvenience of
having to hurriedly select authorised
photographs to be published in OK!,
so as to narrow the gap between that
publication and the slightly earlier
publication in Hello!. OK! was
awarded £1,026,706 as its loss of
profit from the exploitation of the
authorised photographs and a small
sum in respect of wasted costs.

The trial judge was hesitant about
whether the Douglases could base
their claim on a separate head of
privacy, saying that the law of
confidence provided them with an
adequate remedy, and if it did not then
Parliament should act to fill the gap.

The appeals

There were appeals and cross
appeals against the trial judge’s
decision by most parties. Hello!
challenged the trial judge’s decision
that the Douglases were entitled to
relief on the basis either of breach of
confidence or a right to privacy, and
OK!’s right to damages. The Douglases



appealed against the amount of
damages awarded to them and the
rejection of the notional fee basis for
their damages.

The Court of Appeal, in a
unanimous judgment delivered by Lord
Phillips MR, summarised the trial
judge’s findings on the central issue.
His Honour had noted the stimulation
of the development of actions for
breach of confidence and privacy
following the introduction of the
Human Rights Act 1998 (UK). His
Honour also concluded that breach of
confidence rights can be shared with
others where appropriate; in this case,
shared with OK! as a result of the
exclusive licence agreement.

The trial judge described the basis of
the Douglases’ case as ‘one of either
commercial confidence or of a hybrid
kind in which, by reason of it having
become a commodity, elements that
would otherwise have been merely
private became commercial’. The Court
of Appeal agreed, saying that the
Douglases’ claim was based on
invasion of their privacy and damage
to the commercial interests in
exploiting that private information.
The grant of the exclusive licence to
OK! was designed to preserve a
residual confidentiality or privacy in
relation to the wedding.

Hello!’s arguments on appeal
On appeal, Hello! argued that the
trial judge’s approach, in finding a
hybrid right, was incorrect. The
Douglases had a personal right in the
nature of a privacy right which would
be infringed by publication of
photographs of the wedding only if
that publication would be ‘highly
offensive to a reasonable person’.
Further, it was a non-transferable right
which was lost when transferred to
OK!. It was also argued that once the
photographs were published by OK!
any privacy rights ceased because that
publication placed the photographic
information in the public domain.
Then a further argument was put
that any damages assessed should
reflect the values protected by the
relevant legal principle, that is to
say, privacy values, and not be
assessed on the basis of confidential
information.

L: L{ L\//\j G\/ LAW BULLETIN

A rapidly developing
area of English law

The Court of Appeal agreed that the
Human Rights Act had acted as a
catalyst for the development of privacy
rights by importing the requirements of
the European Convention for the
Protection of Human Rights and
Fundamental Freedoms 1950 (the
Convention) into English domestic law.
The judgment notes that when the
legislation was introduced into
Parliament it was made clear that
judges would develop law protecting
privacy, having regard to the
requirements of the Convention.

An important question about the
impact of the Convention had been
asked by the author of a ‘lucid article’:
does the Convention require states to
provide a privacy remedy?8 That
question was answered by the decision
in von Hannover v Germany, a
complaint brought by Princess Caroline
of Monaco about published
photographs in German magazines
taken of her engaged in ‘private’
activities in public places. In that
decision the European Court of Human
Rights recognised an obligation on
Member States to protect individuals
from unjustified invasions of private life
by other individuals or organisations, if
necessary, by enacting legislation.

In subsequent English decisions, as
noted by Lord Phillips MR, the courts
had not been prepared to give the
Human Rights Act “full, direct,
horizontal effect’.? His Honour quoted
Lord Nicholls in Campbell v MGN to
the effect that, in England, ‘unlike the
United States of America, there is no
over-arching, all-embracing, cause of
action for “invasion of privacy™’.10

It is in that part of his judgment in
Campbell v MGN that Lord Nicholls
went on to describe the adaptation of
the law of breach of confidence to one
aspect of invasion of privacy, the
wrongful disclosure of private
information, as the tort of misuse of
private information.

The impact of the Human
Rights Act

Lord Phillips MR concluded, on the
basis of his discussion of the impact of
the Human Rights Act, that ‘insofar as
private information is concerned, we

are required to adopt, as the vehicle for
performing such duty as falls on the
Courts in relation to Convention rights,
the cause of action formerly described
as breach of confidence’. While that
required the Court to give effect to
Art 8 and 10 rights as set out in the
Convention, and to have regard to
relevant decisions by the European
Court of Human Rights, particularly
when considering what information
should be protected as private under
Art 8, his Honour noted:
We cannot pretend that we find it
satisfactory to be required to shoehorn
within the cause of action of breach of
confidence claims for publication of
unauthorised photographs of a private

occasion. 11

The law of confidence

The Court of Appeal’s judgment
outlines the development of the law of
confidence in England from Albert v
Strange'? onwards, and in particular its
application to ‘private’ photographic
information.

As recently as 1991, photographs of
a celebrity in a hospital bed recovering
from a serious head injury, taken as a
result of unauthorised access by
journalists, could not be protected by
the law of confidence.13

But some four years later, as noted by
Lord Phillips MR, Laws ] made the
following obiter comments:

If someone with a telephoto lens were to
take from a distance and with no
authority a picture of another engaged
in some private act, his subsequent
disclosure of the photograph would, in
my judgment, as surely amount to a
breach of confidence as if he had found
or stolen a letter or diary in which the
act was recounted and proceeded to
publish it.14

When the earlier and differently
constituted Court of Appeal came to
consider the discharge of the
interlocutory injunction in November
2000 it was, according to Lord Phillips,
the first time a detailed analysis of the
effect of the Human Rights Act on the
protection of privacy had been carried
out by an English court.

While the impact of the Human
Rights Act had certainly developed the
action in breach of confidence beyond
the commercial and employment
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relationships with which it was
historically concerned, the Court of
Appeal ‘discharged the injunction on
the basis that the OK! contract had
substantially weakened the Douglases’
claim to relief based on invasion of
privacy and that damages or an
account of profits was likely to
provide an adequate remedy should
breach of duty be established at the
trial’.13

The basis of the Douglases’
privacy right
The Court of Appeal agreed with the
findings of the trial judge that:
¢ the wedding was intended to be a
private occasion;
¢ photographs were surreptitiously
taken with the knowledge that the
person taking them was not invited
and not welcome; and

e those responsible for purchasing the
photographs for publication in Hello!
were aware that taking them
involved ‘at least a trespass or some
deceit or misrepresentation on the
photographer’s part’.

The applicable test from the House
of Lords decision in Campbell v MGN
was as follows:

What the House was agreed upon was
that the knowledge, actual or imputed,
that information is private will
normally impose on anyone publishing
that information the duty to justify
what, in the absence of justification,
will be a wrongtul invasion of
privacy.16

The Court of Appeal also noted that
in applying the test, both Arts 8 and 10
of the Convention are engaged: there is
no presumption that an initial balance
is made in favour of freedom of
expression under Art 10.

Hello!’s argument that the law of
New York, the place of the wedding,
should be taken into account was
rejected. The publication of the
unauthorised photographs took place
in England. The Douglases’ claim for
invasion of privacy was therefore to be
determined according to the English
law of confidence.

Hello! also argued that once the
Douglases had entered into the
exclusive licence with OK! with a view
to publishing authorised photographs,
they could no longer claim that the
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events of their wedding were private or

confidential. While agreeing that this

may in some cases be an accurate
statement, the judgment notes that the
publication of photographs could be
distinguished from the publication of

other personal information about a

person’s private life.

In the latter case, once the
information has been published there
may be no useful purpose in
prohibiting further publication. But in
the case of photographs, the Court of
Appeal made a number of separate
points:
¢ photographs convey more than

information and intrude on privacy

by focusing on intimate personal
detail;

e there will be a fresh intrusion of
privacy when each additional viewer
sees an ‘objectionable’ photograph;

e photographs portray, not necessarily
accurately, personality and mood;

e authorising the publication of
selected photographs would not
reasonably exclude an individual’s
right to be distressed about the
publication of unauthorised
photographs taken on the same
occasion; and

e ‘[t]he objection to the publication of
unauthorised photographs taken on a
private occasion ... is that they
disclose information that is
private’.17
The fact that the Douglases entered

into an exclusive licence with OK! did

not negate their claim that the wedding

was a private occasion. By extending
the law of confidence in this way,

individuals whose private life is a

valuable commodity are able to

manage publicity as part of their trade

or profession. Information about a

celebrity is therefore a trade secret, and

granting an injunction against
publication of such information or
damages rests on the commercial
damage caused by the infringement of
the monopoly right to make such
private information public.

The recognition of this right of
celebrity, according to the Court of
Appeal, broke new ground. It was
analogous to the protection of trade
secrets in equity where they had been
divulged in breach of a confidential
relationship.

Based on the authorities it referred

to, the Court of Appeal concluded

that they reflect the following

principles:
Where an individual (the owner) has at
his disposal information which he has
created or which is private or personal
and to which he can properly deny
access to third parties, and he
reasonably intends to profit
commercially by using or publishing
that information, then a third party who
is, or ought to be, aware of these
matters and who has knowingly
obtained the information without
authority, will be in breach of duty if he
uses or publishes the information to the
detriment of the owner.18

The right created —
non-proprietary and
non-transferab{e

The Court of Appeal overruled the
trial judge’s decision that OK! was also
entitled to damages in relation to the
publication of the unauthorised
photographs by Hello!. Private
information in such circumstances
cannot be treated as property that can
be owned and transferred. As a
consequence, OK! only had an
exclusive licence to exploit the
photographs commercially for a nine
month period.

The unauthorised photographs
invaded the privacy which the
Douglases had chosen to retain by
selecting and authorising the
publication of certain photographs.
The Douglases had the right to
protect this area of privacy or
confidentiality. The Douglases’ right to
protect their private information
through legal action did not extend to
OK!. In any case, the licence
agreement expressly retained all rights
not expressly granted by the Douglases
to OK!.

OK! has announced that it will seek
leave to appeal to the House of Lords
on the issue of its entitlement to
damages for loss of profits.

Claim based on
economic torts

OK! argued its case for damages
alternatively on the basis of what are
known as the economic torts. While it
is not the intention to discuss that area
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of the claim in this article, the Court of
Appeal agreed with the trial judge that a
claim based on them failed, ultimately
because OK! could not establish
Hello!’s intention to inflict economic
harm on OK!.

The Australian position
Although there do not appear to be
any decided cases on point, surveillance
devices legislation in Australian States

and Territories would appear to
provide protection against unauthorised
photographs in situations like that of
the Douglases” wedding. For instance,
the WA Surveillance Devices Act 1998
creates criminal penalties for the
installation, use or maintenance of
optical surveillance devices and the
publication or communication of a
record of a private activity.!® The
penalty for individuals is $5000 or
imprisonment for 12 months, and for
body corporates, $50,000.

The Surveillance Devices Act 1999
(Vic) and the Surveillance Devices Act
2000 (NT) contain similar provisions to
the WA Act. The Surveillance Devices
Bill 2004 (Cth) is currently before
Federal Parliament.

Permanent injunctive relief would no
doubt issue on proof of the elements of
these offences. Further, in those
Australian States and Territories which
have enacted surveillance devices
legislation, the established prohibition
against publication would apply
without the need for a court to
undertake a balancing test like that
required in England as a result of the
protection of freedom of expression in
Art 10 of the Convention.

Conclusion

Although the Court of Appeal’s
decision will attract critical comments
from those, like Jonathan Morgan, who
argue that until Parliament ‘grasps the
nettle’ and recognises the ‘direct
horizontal effect’ of the Convention in
English domestic law ‘so ensuring the
full protection of human rights’, there
should be ‘a bold and open engagement
with the questions by the courts’.20

Indeed, as noted above, the Court of
Appeal was not comfortable with ‘shoe
horning’ claims in relation to the
publication of unauthorised
photographs of private occasions into
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the cause of action for breach of
confidence. But, at the same time, the
judgment makes clear that English law
has moved forward in the protection of
privacy. The Douglases had ‘a very
strong claim’; one which may quite well
have been ‘clear enough to justify
summary judgment in their favour’, and
one which was clearly a case for the
issue of permanent injunctive relief.

Nevertheless, the Court of Appeal’s
clear and unambiguous finding that the
primary remedy for an appropriate
breach of the tort of misuse of private
information is permanent injunctive
relief will encourage plaintiff public
figures that their privacy is protectable
and deter efforts by the English media
to publish unauthorised photographs
of public figures in private situations.

The shaping of a right of privacy in
English law based on Art 8 of the
Convention will produce further layers
of complexity. In an article?! written
after the decision in Campbell v MGN,
Mark Warby QC comments that privacy
broadly protects not only the misuse of
private information but also rights of
autonomy and self-determination. In the
case of celebrities he notes:

So long as the public is not misled or
harmed, it may be asked why the
famous should not be entitled to exercise
their human right to self-determination
by picking and choosing which aspects
of their lives they show to the public
[emphasis in original].

It has been recently reported?? that
another forthcoming celebrity marriage
between Peter Andre and Kate ‘Jordan’
Price is the subject of an exclusive
arrangement with OK! for the sum of
£2,000,000. The report notes that the
agreement depends on no wedding
pictures being published before their
appearance in OK!, and further that Price
and Andre will safeguard the agreement
(and their fee) by hiring former SAS
soldiers to ensure that there are no
unwanted, unauthorised photographs.

Following the Court of Appeal’s
decision in favour of the Douglases, the
celebrity couple known as ‘Dosh and
Pecs’ are in a much better position to
keep their private information private
and to protect their wedding day
windfall fee. @

Tony Wilson, Special Counsel, Freehills.
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Privacy and the employee records
exemption: a case of ‘employer

beware’

The Privacy Act 1988 (Cth) was
amended in 2001 to regulate for the first
time the way private sector organisations
collect, use, keep secure and disclose
personal information through the
introduction of the National Privacy
Principles (NPPs).! There was much
debate both leading up to and following
the passing of the amendments between
those who considered that the Privacy Act
did not go far enough to protect
individuals from the misuse of their
personal information and those who
considered that the Privacy Act simply
imposed another layer of administrative
burden on private organisations, already
drowning in increased administration as a
result of GST, the other legislative
newcomer.

Perhaps partly in response to this
criticism, the Government introduced two
key exemptions which exempt most small
businesses and employee records from the
operation of the Privacy Act. The
employee record exemption was a
particularly hard fought victory for
opponents of the Privacy Act. In effect, the
Privacy Act exempts an act or practice of
an organisation, that is or was an
employer of an individual, from the
operation of the Privacy Act so far as the
act or practice is directly related to a
current or former employment
relationship between the employer and the
individual, and is an employee record held
by the organisation and relating to the
individual.

However, the employee record
exemption has not been without criticism,
such as from those who say it encourages
employers to be lax with the way
employee records are dealt with. In
addition, there is a perception that the
employee record exemption is not as all
encompassing as some employers think,
and that some employers may be
breaching the Privacy Act by misusing
employee records.

The recent decision of the New South
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Wales Administrative Decisions Tribunal
(NSWADT), NW v NSW Fire Brigade,? is
an example of misuse of an employee
record. While the decision considered the
provisions of the Privacy and Personal
Information Protection Act 1998 (NSW)
(the NSW Privacy Act), the case has
implications for employers who are
subject to the Privacy Act.

Facts of the case

NW worked for the Sutherland Shire
Council (the Council). NW had received
permission from the Council to serve as a
firefighter with the NSW Fire Brigade (the
Brigade). However, the Council became
suspicious that NW was working for the
Brigade on days when he had called in
sick to work at the Council.

Following a number of absences, a
manager at the Council sent a written
request to the Brigade seeking details of
NW’s attendance at the Brigade in order
to see if ‘there is a correlation between
[N'W’s] time off work [with the Council]
and his obligations to the [Brigade]’.

On receiving the request, a human
resources manager at the Brigade arranged
to inspect the occurrence book. The
occurrence book recorded matters such as
calls for assistance and records of
attendance for duty, including the names
of officers attending. The manager
compiled details of NW’s attendance and
sent an email containing the relevant
information to the manager at the
Council. Upon receiving the information,
the Council conducted an investigation
into NW’s conduct and terminated NW’s
employment.

Relevant legislation

Following the termination, among other
things, NW commenced an action against
the Brigade for contravention of the NSW
Privacy Act.3 The NSW Privacy Act sets
standards for dealing with personal
information and applies to NSW State and
local government agencies. Relevantly, the

NSW Privacy Act provides that a ‘public
sector agency that holds personal
information must not disclose the
information to a person (other than the
individual to whom the information
relates) or other body, whether or not such
other person or body is a public sector
agency’.4

The NSW Privacy Act defines ‘personal
information’ as:

information or an opinion (including
information or an opinion forming part of
a database and whether or not recorded in
a material form) about an individual whose
identity is apparent or can reasonably be
ascertained from the information or
opinion.’

This definition of personal information
is almost identical to the definition of
personal information under the Privacy
Act.

The decision

The Brigade relied on two grounds.
First, that the conduct was not affected by
the NSW Privacy Act because the
information fell within the ‘publicly
available publication’ exception.¢ In the
alternative it relied on its second ground:
that the disclosure was permitted because
it was covered by an exception to the
general prohibition on disclosure of
personal information.

The Brigade failed on its first ground, as
it was found that the occurrence book was
an internal administrative document.

Second, the Brigade relied on an
exception created by the NSW Privacy
Commissioner that a relevant agency need
not comply with s 18 of the NSW Privacy
Act if non-compliance is reasonably
necessary for the proper exercise of any of
the agency’s investigative functions or its
conduct of any lawful investigations (the
Investigation Exception).”

After considering the proper
construction of the exception and
reviewing arguments in relation to the
issue previously considered at first instance
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and on appeal,8 the NSWADT found that
the plain meaning of the Investigation
Exception requires that the same agency
must be performing the ‘investigative
functions’ or conducting the ‘lawful
investigations’. Consequently, the Brigade
contravened the NSW Privacy Act and
breached NW’s privacy when it disclosed
personal information about NW derived
from the occurrence book to the Council.

Wider implications

The decision in this case has
implications both for organisations
subject to the NSW Privacy Act and for
employers who are subject to the Privacy
Act. In this case, the NSWADT held that
the Brigade was not entitled to rely on the
Investigation Exemption because the use
of the personal information was not for
an investigation being conducted by the
Brigade. Employers should not assume
that the employee record exemption will
protect them in respect of any use of
employee records. This is clearly not the
case, as can be seen from applying the
principles in NW v New South Wales Fire
Brigades.

If the decision in NW v New South
Wales Fire Brigades had been decided in
the context of the Privacy Act, the use
and disclosure of NW’s employee record
by the Brigade would not have been
directly related to NW’s employment with
the Brigade. Therefore the employee
record exemption would not have been
applicable. This may raise an issue for
employers whose employees are
employed or perform roles with other
organisations. It might therefore be
prudent for employers to ensure that,
where employees hold other jobs or roles,
the employee’s contract of employment
clearly provides for the exchange of
information relating to the employee.

However, another area where this issue
may raise concern is during the due
diligence process for the sale and
purchase of a business. It remains
common practice during due diligence
processes for vendors to disclose
employee records and other personal
information to prospective purchasers to
allow the carrying out of due diligence
investigations.

The Office of the Federal Privacy
Commissioner has published an
information sheet to assist organisations
in this area.? The information sheet
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touches on a vendor’s obligations when

disclosing information about employees

to a prospective purchaser. It provides:
Where the vendor organisation discloses
personal information about employees,
the disclosure will fall within the
employee record exemption if the
information disclosed directly relates to a
current or former employment
relationship between the employer and the
individual and to the employee record
held by the organisation. The disclosure
must also relate directly to such
employment relationship. Examples
would be where the disclosure is necessary
to enable the prospective purchaser to
assess whether or not to employ particular
individuals from the vendor organisation.

Following the decision in NW v New
South Wales Fire Brigades, the issue is
whether a disclosure of employee records
by a vendor employer to a prospective
purchaser to enable the prospective
purchaser to assess whether or not to
employ particular individuals is directly
related to the employment relationship
between the employee and the vendor.
There is an argument that where the sale
of a business is occurring by way of an
asset sale, the disclosure of employee
records by a vendor to enable a
prospective purchaser to decide whether
to employ particular individuals is not
directly related to the employment
relationship between the vendor and the
employee. Arguably the disclosure is
related to the prospective employment
relationship between the prospective
purchaser and the employee, and
therefore neither vendor nor purchaser
could rely on the employee record
exemption.

Where a sale of business is occurring
by way of a share sale, the disclosure of
employee records by the vendor is
arguably directly related to the employee’s
employment with the employer, and
would therefore be covered by the
employee record exemption. Prior to
completion of the share sale however,
prospective purchasers could not rely on
the employee record exemption. In the
information sheet, the Commissioner has
stated that:

Since due diligence investigations must be
conducted confidentially to protect the

interests of the organisations involved, the
Commissioner takes the view that, even if

personal information is recorded by a

prospective purchaser, it would generally
be reasonable at this time for the
prospective organisation to take no steps
under NPP 1.5 to advise the individual
about whom personal information is
collected of the NPP 1.3 matters. Taking
no steps would only be reasonable 