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Coming to a business near youé

ONLINE MARKETING
ValueClick To Pay $2.9 Million To Settle FTC Charges
According to an agency press release, The Federal Trade Commission (FTC) will 
collect $2.9 million from online advertiser ValueClick, Inc., in the largest settlement to 
date based on the 2003 CAN-SPAM Act.

The impostor in the ER

Medical identity theft can leave you with 
hazardous errors in health records 

DATA BREACH
California Lawmaker Wants To Toughen Breach 
Law
State Senator Joe Simitian has drafted two new bills 
designed to stiffen California's data breach law, 
including one that would outline new guidelines for 
breach notice requirements and that would require 
consumer notification letters to be brief and clearly 
understood.



Coming from a Government somewhere...



But where is the 
individual when 
we ñmanageò 
ñidentityò?



Identity? 

... a very personal concept

Wait till you hear Dick Hardt

http://www.iispartners.com/


ÅIdentity fraud, identity theft, 
identity takeover?

ÅBorder control?

ÅTraveller identification?

ÅThe bottom line?

ñManagingò ñidentityò:

Whose risks are you managing? 

Whatôs your concern?



The internet has changed the 
rules

ÅPrivacy principles ineffective in the 
face of the tidal wave of new 
technology

ÅCapacity to range through vast 
amounts of information

ÅDigital footprints allow behavioural 
targeting

ÅNot just individuals who can 
pretend they are someone else

http://www.youtube.com/
http://www.facebook.com/
http://www.myspace.com/
http://www.skype.com/


Donôt take my word for it ...
ñ... technology will outpace in its capacity, the imagination of even 
the most clever law makers. ... 

ñOf course that is not a reason to do nothing. To do nothing is to 
make a decision.ò

Justice Michael Kirby, High Court of Australia
IIA Dinner speech, 21 February 2008

http://iia.net.au/index.php?option=com_content&task=view&id=617&Itemid=32

ñ... the Commissioner believes that the time has now come to start 
a new debate. This recognises the pace of technological change ... 
[and] .. a growing feeling that the [EU] Directive is becoming 
increasingly out-dated ...ò

Information Commissioner UK
Invitation to Tender ïReview of EU Data Protection Law, 14 April 2008

www.ico.gov.uk/upload/documents/pressreleases/2008/invitation_to_tender_1404081.pdf

http://iia.net.au/index.php?option=com_content&task=view&id=617&Itemid=32
http://www.ico.gov.uk/upload/documents/pressreleases/2008/invitation_to_tender_1404081.pdf


This isnôt lost on the individual ...

The Great Trust deficit:

ñYou donôt trust me, so 

why should I trust you?ò
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The trust deficit ïImpact 

We avoid engagement

We defend ïminimise or falsify our 
responses

We call for more law regardless of impact

Opportunities missed to develop close 
relationships

Solutions go on the scrap heap

New security vulnerabilities ïmore 
information collected than needed creates 
the ID fraud honey pot

http://www.iispartners.com/


Three key dynamically 
related elements

Fair risk
allocation

Control

Accountability

www.TheConnectedRepublic.org

http://www.theconnectedrepublic.org/


Culture & History 
also important

Why are many of the countries based on 
Anglo cultures so fussed about IDM?

Take Scandinavia

ÅCitizens appear more willing to trust 
government with their identity

ÅHigh levels of trust through history of 
openness ïFOI & stronger 
accountability?

ñUse Cases for 
Identity Management 
in E-Governmentò 

Robin McKenzie, 
Malcolm Crompton, 
Colin Wallis, 
IEEE Security and 
Privacy, vol. 6,  no. 2,  
pp. 51-57,  Mar/Apr, 2008

http://doi.ieeecomputersoci
ety.org/10.1109/MSP.2008.51

http://www.iispartners.com/
http://opac.ieeecomputersociety.org/opac?year=2008&volume=6&issue=2&acronym=security
http://doi.ieeecomputersociety.org/10.1109/MSP.2008.51


Implications for 
identity management
ÅUser centric

ÅMust foster mutual trust

ÅItôs no longer novel: 
ïLSE ñIdentity Projectò

ïKim Cameronôs ñLaws of Identityò

ïUK Sciencewise ñTrustGuideò

ïOPC Australia & IIS

http://is2.lse.ac.uk/idcard/
http://msdn2.microsoft.com/en-us/library/ms996456.aspx
http://www.trustguide.org.uk/
http://www.privacy.gov.au/news/speeches/sp1_04p.html
http://www.iispartners.com/user_centric_id.pdf


The old website:

www.accesscard.gov.au

Case study: Australiaôs failed Access Card

Lost community trust 
because of:

ÅHidden agendas - lack of 
transparency

ÅCentralisation of very 
sensitive information

ÅInadequate governance 
and accountability

ÅDe facto compulsory 
despite claims


