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Introduction

Whether your business and its products and services sell will eventually depend on whether the
buyers trust you.

Respect for people and personal information about them is crucial to building this trust.

This paper explores trust in the online world, the impact of loss of trust. The paper then looks at
frameworks for building and maintaining trust.

The challenge: Trust

Customer trust levels are falling. Over 90% of Australians think that organisations are asking
for irrelevant information or collecting data for other than the stated purpose and they think this
is an invasion of their privacy.1 Both the Yankelovich and Westin surveys,2 released in mid
2004, indicate that customers are moving from simply resenting this to taking action, including
by taking business elsewhere. In the private sector, this can reduce the impact of a marketing
campaign by 20%.°

Financial institutions face additional challenges such as:

¢ Anti Money laundering law, which regulates when they can trust the customer;*
* Perceptions of declining customer service through automated, depersonalising services,
made worse with a veneer of unsought personalisation that only irritates

Law makers and policy makers are expected to respond, but how they should do so has been

very controversial. International cooperation in the fight against Spam’ is generally considered
a step in the right direction but rarely considered sufficient. The recent spate of data losses by
data aggregators and banks in the USA has led to the US Congress looking at new legislation

to protect personal information, but it is being criticised for taking too little action too late.®

See both the 2004 and 2001 Community Attitudes Towards Privacy surveys commissioned by the
Federal Privacy Commissioner of Australia, online at www.privacy.gov.au/business/research/index.html

The State of Consumer Trust Report, Yankelovich Partners, www.yankelovich.com, available online at
www.compad.com.au/cms/prinfluences/workstation/upFiles/955316.State_of Consumer_Trust Report
- Final for Distribution.pdf; and

Consumer Privacy Activism Survey, commissioned by Privacy & American Business, headlines online
via

www.pandab.org at www.pandab.org/pabsurvey04pr.html

Based on Ponemon'’s Trust Surveys, as reported by Computerworld on 28 December 2004, online at:
www.computerworld.com/printthis/2004/0,4814,98448,00.html

The Financial Action Task Force (FATF) ‘Forty Recommendations’ and the Basel Il accord; see:
www.fatf-gafi.org/document/28/0,2340,en 32250379 32236930 33658140 1 1 1 1,00.html and
www.bis.org/bcbs/index.htm

See, for example, the FAQ What is the Australian government doing to stop spam? It has been issued
by the Australian Communications and Media Authority, online at:
www.acma.gov.au/ACMAINTER.4784448:STANDARD:1925545571:pc=PC_2913

See, for example, “Data leaks stunt e-commerce, survey suggests”, MSNBC, 15 June 2005 online at:
www.msnbc.msn.com/id/8219161
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The huge security breaches’ in the USA over the last year have had a massive impact on

consumer confidence. The latest surveys8 measure the impact on online activity:

e 30 percent of consumers report reducing their overall use of the Web, while 25 percent say
they no longer make online purchases

e 29 percent say they shop online less frequently than before;

* Consumers are willing to share more personal information about themselves with marketers
when they have a trusted relationship. Specifically, 22% of respondents are more willing to
share banking information; 21% will share reading interests; 19%, data about special events
or anniversaries; and 17%, areas of interest or hobbies;

* Consumers want to rule over their online experience. 84% said they would like control over
the types and frequency of Internet advertisements sent from a specific marketer;

* 64% of consumers say that if they had control over the types of online communication they
received, they would be more likely to trust the marketers that sent it to them;

* 56% of consumers feel respected when marketers attempt to understand their interests;

* Consumers do not want to be tracked online. Only 20% (the lowest number) would let a
marketer share information in order to track their buying behaviour and project future buying
decisions.

Although there is variation between economies, consumers everywhere eventually reach a level
of concern where they no longer accept a situation of low security and regular loss of privacy
though inappropriate use and sharing of information, even if Iegal.9 At that point, loss of trust is
costing your business money.

All of this is made worse when there is real, direct harm caused. The most dramatic example at
the moment is Identity Fraud and the tools used to undertake identity theft. These tools include
old fashioned theft and burglary and new techniques such as ‘phishing’, ‘pharming’ and very
recently ‘spear phishing’.

Estimates of the losses caused by Identity Theft are proving to be very hard to generate
accurately. Some claims include:

* The cost of identity related fraud in Australia during 2001/02 is estimated to be $1.1 billion
(AUD) per annum, according to some 2003 SIRCA Research

e 27.3 million victims of identity fraud in US over last 5 years costing over $50 billion (USD),
according to the 2003 US Federal Trade Commission (FTC) survey

The Privacy Rights Clearing House has documented over 50 million identities compromised since the
ChoicePoint data breach of February 2005
www.privacyrights.org/ar/ChronDataBreaches.htm

“Consumers Still Don’t Trust the Internet”, iMedia Connection, 14 November 2005, online at
www.imediaconnection.com/global/5728.asp?ref=http://www.imediaconnection.com/content/7275.asp
“Report: ID Theft Haunting Bank Customers”, Internet News, 11 November 2005, online at
www.internetnews.com/stats/print.php/3563566

“Web Users Increasingly Wary”, MediaPost Publications, 27 October 2005
http://publications.mediapost.com/index.cfm?fuseaction=Articles.showArticleHomePage&art _aid=35558
“Identity Theft Still Threatens Online Banking”, DMNews.com, 21 Oct 2005, online at
www.dmnews.com/cgi-bin/artprevbot.cgi?article id=34497&dest=article

“Internet Marketing, Privacy Survey Finds Relevancy the Key”, Dotomi, 3 February 2005, online at:
www.dotomi.com/new/newsevents/articles 5.html#article6

One of the best cross-economy consumer surveys on privacy is “Attitudes and Behaviors of Online
Consumers: A Study of five Cities”, presented by M. Rivera Sanchez (National University of Singapore)
to the 26™ International Conference on Privacy and Personal Data Protection, 14-16 September 2004,
Wroclaw, Poland, online at http://26konferencja.giodo.gov.pl/data/resources/RiveraSanchez pres.pdf
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» Losses from phishing etc, cost $2.4 billion (US) in last 12 months to May 2004, according to
Gartner, 2004

» Losses from global phishing attacks in 2004 totalled $400 million (US), according to the
publication Financial Insights, 2004

In short, trust is a two way challenge, yet most organisations think only about one part of the
challenge: when they can trust others.

Privacy Principles — a framework for building trust

Any framework aimed at the protection of personal information should reflect the various stages
of an ‘information life cycle’. Most of the frameworks in existence today are based on the
concept of transparency and individual control.

The quintessential framework was promulgated by the OECD in 1980. One of the most recent
is the APEC privacy framework. It was first adopted by APEC Ministers in November 2004 and
further endorsed with an action plan in November 2005."

Thus a privacy framework usually advises that an organisation should:

* give notice to the person about whom it is collecting personal information, or even obtain
consent to do so

* only collect the minimum information necessary to carry out its functions or provide the
service involved

* identify the primary purpose of collection and limit its uses and disclosures of the personal
information to that primary purpose or related purposes

* keep the information secure, complete, accurate and up to date, sometimes being required
to subject itself to compliance audits

¢ allow individuals to see all the information held about them and obtain correction of errors
and sometimes be able to require deletion of unwanted information

* deidentify or destroy personal information no longer in use.

Governments in our region are increasingly seeing a role for themselves in creating trust in the
handling of personal information in the wider economy and in their own handling of personal
information.

Some economies in the Asia Pacific region have had broad based privacy law in place for some
years, including Hong Kong,"" New Zealand,'* Australia’™ and Canada.” Other economies
have introduced such laws more recently, with privacy law in Japan commencing on 1 April this

“OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data”, adopted by
OECD member countries on 23 September 1980, online at:

www.oecd.org/document/18/0,2340,en 2649 34255 1815186 119820 1 1 1,00.html; and “Ministers
Approve APEC Privacy Framework to Strengthen E-commerce and the Protection of Personal
Information”, News Release from Asia-Pacific Economic Cooperation, 16 November 2005 with links to
the Framework itself, online at

www.apec.org/apec/news media/media_releases/161105 kor minsapproveapecprivacyframewrk.ht
ml

The Personal Data Privacy Ordinance; see www.pco.org.hk
Privacy Act 1993; see www.privacy.org.nz/top.html

Privacy Act 1988; see www.privacy.gov.au/act/index.html; broadbased privacy laws are also in place at
the State/Territory level in New South Wales, Victoria, Tasmania and the Northern Territory; see
www.privacy.gov.au/privacy rights/laws/index.html

Privacy Act 1980 and Personal Information Protection and Electronic Documents Act 2000; see
www.privcom.gc.ca/legislation/index_e.asp
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year. Korea also has sectoral law and is currently debating the introduction of more broadly
based privacy law. Mexico currently has legislation under very active consideration.

The United States up to now has been different. It has chosen to take a ‘sectoral’ route, making
different rules for different sectors of the economy and letting each of the 50 States by and large
make their own rules. The huge data security breaches of the last year combined with the
increasing burden on business of complying with so many laws that are often inconsistent has
resulted in increasing calls of “enough!” One of the most recent was a call led by Microsoft,
Hewlett-Packard and eBay for comprehensive Federal privacy Iegislation.15

Arguably, the APEC privacy principles are the most up to date of any set of privacy principles
that have wide endorsement. The APEC privacy framework is also the only framework that has
been developed with the needs of our region specifically in mind. The APEC region is one of
the world’s most diverse. It is also one of the fastest growing regions in economic terms but
needs to preserve its economic advantages. This calls for a new approach that may be
hindered by older thinking.

Very importantly, the APEC privacy framework seeks to implement a solution that is efficient for
business to follow but effective for protecting consumers when personal information about them
moves between APEC economies. This is a very difficult balance to find. International and
national frameworks developed outside the region have not always managed to find this
balance.

Mexico has played a leading part in the development of the APEC privacy framework through
the leadership of Jesus Orta Martinez, Deputy Director General of Digital Economy in the
Ministry of Economy. He currently chairs the Economic Commerce Steering Group of APEC.

The APEC privacy principles in full are set out in Appendix |.

Using a framework of privacy principles to build trust in your
company and its products and services

Security and Privacy — working together

Fundamentally, respecting privacy is simply risk management. The task is very similar to
managing security in your company and its products and services.

However, there is one significant difference:
* Security = the company’s perspective on risk management of information
* Privacy = the individual’s perspective on risk management of information.

Often, these perspectives coincide. For example, neither the bank nor the bank customer want
to suffer fraud from Identity Theft, but their point of view may be different if only one party is
bearing the risk and the cost.

'® “Microsoft Advocates Comprehensive Federal Privacy Legislation”, Microsoft PressPass,

3 November 2005, online at
www.microsoft.com/presspass/press/2005/nov05/11-03DataPrivacyPR.mspx
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This issue has been explored often over the years, including a major paper jointly produced by
the Information and Privacy Commissioner of Ontario and Deloitte."

Nevertheless, many businesses have made a very big first step by realising this relationship
between security and privacy and planning their risk management strategies accordingly.

Built in is better than built on

The second big step is to ‘build in’ privacy as part of the design of any product or service. ltis
both cheaper than any ‘built on later’ solution and almost always more effective. Many large
firms are now explicitly doing this, for example Microsoft’s Trustworthy Computing initiative,"”
Hewlett-Packard’s ‘Design for Privacy’ initiative'® or the large investment by IBM in a range of
initiatives. '

Identity Management is the key to privacy

For too long, organisations have expected everybody else to believe that they were totally
trustworthy without having to prove it, while assuming the exact opposite of everybody else.
Hence the customer has seen increasingly hostile security sign on procedures that can serve to
reduce trust rather than build trust. The approach has also created huge vulnerabilities that are
now being exploited by such attacks as ‘phishing’ because they often depend on individuals
being unaware that they are not dealing with the organisation that they intended.

The answer is mutual authentication and mutual respect in all processes of identity
management. Identity management processes should feel more like a hand shake between
equals. It should not feel like a security guard’s pat down search.

The result of any identity management process should also leave each party in mutual control of
the information and processes, strongly backed by the technological design. By contrast, most
traditional identity management designs have essentially required the individual to trust that the
organisation with which they are dealing will behave in a secure and honourable way because
the underlying technology offers the individual no such assurance and in fact gives the
organisation greater power than previously to match and exchange information very cheaply.

Recent work can now tell us what good identity management looks like. Federated Identity
initiatives have made a good start, but more is needed.”® The work of Kim Cameron at
Microsoft with his Laws of Identity, 2! the London School of Economics report? and work by the
Office of the Privacy Commissioner in Australia®® have developed very similar approaches.

® “The Security-Privacy Paradox: Strategies to address Issues and Misconceptions”, Information and

Privacy Commissioner of Ontario, 11 August 2003, online at:
www.ipc.on.ca/scripts/index .asp?action=31&N [ID=1&P ID=14571&U ID=0

Trustworthy Computing at Microsoft can be seen online at
www.microsoft.com/mscorp/twc/default. mspx

“Protecting privacy: Building in safeguards for personal data”, Hewlett-Packard article, September 2005
online at:
www.hp.com/hpinfo/newsroom/feature_stories/2005/05personaldata.html

See for example the IBM Redbooks that address privacy design issues online at:
www.redbooks.ibm.com/cgi-bin/searchsite.cgi?query=privacy or the IBM Privacy Research Institute,
online at www.research.ibm.com/privacy

See for example the critique by Stefan Brands, “Liberty Alliance Architecture Analysis”, 8 August 2004,
online at: www.idcorner.org/wp-content/libertyanalysis.pps

“The Laws of Identity, Kim Cameron, Identity and Access Architect, Microsoft, May 2005, online at:
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnwebsrv/html/lawsofidentity.asp? r=1

20

21
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Failure to address identity management from the perspective of the individual has been a major
inhibitor of progress in this area.

Look at the law

Mexico currently has a number of laws that impact on the collection, use and disclosure of
personal information but does not have a general privacy law. There have been a number of
proposals to introduce a general privacy law in recent years. Given world wide trends, it is safe
to assume that there will be a general privacy law in Mexico in the next few years. A business
developing products and services now will need to consider how to ‘future proof’; them against
possible change in the law so that they remain legal if general privacy law is introduced.

Business with an eye to the future may also wish to work with government officials and elected
representatives to help ensure that any general privacy law is efficient for business, provides
safety to the consumer and is consistent with emerging global standards. The recent position
taken by Microsoft, Hewlett-Packard and eBay mentioned earlier is an example of businesses
elsewhere taking such an initiative.

There is extra work for a business that expects to export

When a business is moving personal information between economies, the challenge to comply
with all the laws involved can be very great indeed.

Such a business is well advised to seek sound, professional advice at an early stage when
developing new products and services.

Privacy Impact Assessment work in your favour

Bearing all these considerations in mind, a systematic approach is needed to developing new
products or services. Many governments now require Privacy Impact Assessments of new
proposals. The concept applies equally to any private sector initiative. A privacy impact
assessment is a good design tool, can improve the eventual design and address consumer
concerns. The controversy about RFID chips may well have been significantly reduced if proper
Privacy Impact Assessment had been in place from the very beginning.**

The governments and privacy commissioners of the USA, Canada, New Zealand and Australia
have all published guidance on the conduct of Privacy Impact Assessments.”

When conducting such exercises, it is very important to look at all aspects of ‘3PT’ - people,
policies, procedures, and technologies, not just technological aspects alone.”®

22 «p Cards - UK's high tech scheme is high risk”, London School of Economics News Release,
27 June 2005, online at:
www.Ise.ac.uk/collections/pressAndInformationOffice/newsAndEvents/archives/2005/IDCard_FinalRep
ort.htm

% “Proof of ID required? Getting Identity Management Right”, Malcolm Crompton, Federal Privacy
Commissioner, March 2004, online at:
www.privacy.gov.au/news/speeches/sp1_04p.pdf

% The Wikipedia entry on RFID is fairly balanced account of the debate, available online at:
http://en.wikipedia.org/wiki/RFID

% gee for example “Managing Privacy Risk — An Introductory Guide to Privacy Impact Assessment for
Australian Government and ACT Government Agencies”, Office of the Federal Privacy Commissioner,
Australia, online at www.privacy.gov.au/government/officers/news/index.html
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It is especially important to conduct any assessment against a full Privacy Framework such as
the APEC Privacy Framework.

Start somewhere easy

The first encounter that many consumers have with the products and services offered by a
business is often a series of written statements. Too often, this material is unreadable except
by people who are experts or have lot of time to read very long documents. This problem is
particularly bad when business tries to tell people about what will happen to personal
information about them in Privacy Notices.

There is now a solution available. Business, regulators and consumers have recognised the
problem and have taken action. They have developed a solution through Multi-Layered Privacy
Notices.

Under this approach, a business can display a Condensed Notice that gives the highlights of its
privacy policy in a predictable, structured format. The Condensed Notice must link to the full
policy if the Condensed Notice itself does not provide the full policy.

The approach first came to world wide attention when data protection and privacy
commissioners endorsed it at their International Conference in 2003.%” Business, regulator and
consumer interests worked on the issues further and developed the Berlin Memorandum.? It
was further considered in detail and endorsed again by the European data protection
commissioners in the so-called Article 29 Committee. APEC and OECD also favour the
approach.

Leading businesses and other organisations around the world are adopting this approach.

As a result, people in Mexico can read a Condensed Privacy Notice that is less than one page
long from Proctor and Gamble (www.pg.com/privacy/spanish/privacy notice.html), TIMSN
(http://privacy2.msn.com/es-mx/default.aspx) and IBM (www.ibm.com/privacy/mx). More will
follow: businesses proud of their privacy policy are leading in this way. Elsewhere in the world,
the US Postal Service has published a Condensed Notice
(www.usps.com/homearea/docs/privpol.htm?from=home&page=0080privacy), as has the
leading government portal in Australia, www.Australia.gov.au.

The approach is deceptively simple. If the business has a simple, honest approach to dealing
with personal information, it will find that writing a Condensed Notice will be fairly easy. Ifitis
not possible for a business to develop one fairly easily, it may be a sign that the business needs
to re-think its privacy policy.

% For example, see “Privacy by 3PT®: A Management Model”, Corporate Privacy Group,
www.corporateprivacygroup.com/CPG _3PTMGMTMODEL.pdf

2" The Resolution adopted by Commissioners at the 2003 International Conference of Data Protection and
Privacy Commissioners and supporting resources are online at:
www.privacyconference2003.org/resolution.asp

% The Berlin Privacy Notices Memorandum resulted from a workshop held in Berlin in March 2004 who
brought with them the perspectives of the consumer, business and regulator. The Berlin Memorandum
is online at:
www.hunton.com/files/tbl_s47Details/FileUpload265/681/Berlin_Workshop Memorandum_4.04.pdf
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Conclusion

Treating consumers without respect is a short term strategy. World wide, the market is
responding against businesses that do not respect the personal information about consumers is
likely to continue. Even if the change in this direction is slow in a particular economy, poor
privacy protection of personal information may inhibit that economy from offering outsourced
data processing services.

The best approach to designing products and services is to work within a recognised Privacy
Framework such as the APEC Privacy Framework and consider:

Security and Privacy — working together

Built in is better than built on

Identity Management is the key to privacy

Look at the law

There is extra work for a business that expects to export

Privacy Impact Assessments work in your favour

Start somewhere easy



Appendix |
APEC information privacy principles

as set out in the APEC Privacy Framework®
I — Preventing Harm

Recognizing the interests of the individual to legitimate expectations of privacy, personal
information protection should be designed to prevent the misuse of such information. Further,
acknowledging the risk that harm may result from such misuse of personal information, specific
obligations should take account of such risk, and remedial measures should be proportionate to
the likelihood and severity of the harm threatened by the collection, use and transfer of personal
information.

Il — Notice

Personal information controllers should provide clear and easily accessible statements about
their practices and policies with respect to personal information that should include:

a) the fact that personal information is being collected;
b) the purposes for which personal information is collected;
c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on
how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting
the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either
before or at the time of collection of personal information. Otherwise, such notice should be
provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the
collection and use of publicly available information.

29 .
Online at
http://203.127.220.112/content/apec/news media/media_releases/161105 kor minsapproveapecpri
vacyframewrk.downloadlinks.0001.LinkURL.Download.ver5.1.9
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/Il - Collection Limitation

The collection of personal information should be limited to information that is relevant to the
purposes of collection and any such information should be obtained by lawful and fair means,
and where appropriate, with notice to, or consent of, the individual concerned.

IV — Uses of Personal Information

Personal information collected should be used only to fulfil the purposes of collection and other
compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;
b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements
of legal effect.

V - Choice

Where appropriate, individuals should be provided with clear, prominent, easily understandable,
accessible and affordable mechanisms to exercise choice in relation to the collection, use and
disclosure of their personal information. It may not be appropriate for personal information
controllers to provide these mechanisms when collecting publicly available information.

VI — Integrity of Personal Information

Personal information should be accurate, complete and kept up-to-date to the extent necessary
for the purposes of use.

VIl — Security Safeguards

Personal information controllers should protect personal information that they hold with
appropriate safeguards against risks, such as loss or unauthorized access to personal
information, or unauthorized destruction, use, modification or disclosure of information or other
misuses. Such safeguards should be proportional to the likelihood and severity of the harm
threatened, the sensitivity of the information and the context in which it is held, and should be
subject to periodic review and reassessment.

VIIl - Access and Correction

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the
personal information controller holds personal information about them;

11



b) have communicated to them, after having provided sufficient proof of their identity,
personal information about them;

i. within a reasonable time;

ii. ata charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as
appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

i. the burden or expense of doing so would be unreasonable or disproportionate
to the risks to the individual’s privacy in the case in question;

ii. the information should not be disclosed due to legal or security reasons or to
protect confidential commercial information; or

ii. the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided
with reasons why and be able to challenge such denial.

IX — Accountability

A personal information controller should be accountable for complying with measures that give
effect to the Principles stated above. When personal information is to be transferred to another
person or organization, whether domestically or internationally, the personal information
controller should obtain the consent of the individual or exercise due diligence and take
reasonable steps to ensure that the recipient person or organization will protect the information
consistently with these Principles.

12
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