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Prevention is Always
Better than Cure
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Can data breaches be
good for you?

Building trust and innovative privacy solutions
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Breaches, breaches,
SOLUTIONS everywhere
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preerroe Common responses

SOLUTIONS

> “Just encrypt everything”
» “Trust us, we’ll do the right thing”
» Head in the sand (“That’s not my problem”)

Building trust and innovative privacy solutions
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e Where is the edge?

SOLUTIONS

» Traditional assumption: getting security right
depends on knowing where your organisation’s
boundaries are

» Today there are no definite boundaries:

" time, location, device, identity, and more

» Technology exacerbating this trend:

= Social media — employee or company?
" Cloud — data sovereignty

= Big Data — how to define new purposes
* Mobile — BYOD

Building trust and innovative privacy solutions
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Privacy as one aspect of
el data management strategy

> APP 1 - Open and transparent management of
personal information

1.2 An APP entity must take such steps as are reasonable in the
circumstances to implement practices, procedures and systems
relating to the entity’s functions or activities that:

(a) will ensure that the entity complies with the Australian
Privacy Principles and a registered APP code (if any) that
binds the entity; and

» “The bedrock principle”

» Read in conjunction with increased powers of
the Privacy Commissioner

Building trust and innovative privacy solutions
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Good data management
soLuTions starts from the top

» A Guide to Privacy Risk and
Opportunity for Directors
and Boa rdS (2014) gggoafgg%gvmnnmecmks

= Governance of data assets
=  Privacy awareness
=  Privacy strategy

=  Executive and senior
management responsibility

= Partners and contractors | '
= RegUIar pnvacy aUdltS http://www.companvdirectors.cm.au/Direc

tor-Resource-Centre/Publications/Book-
Store/Privacy-Governance

Building trust and innovative privacy solutions
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Framework for risk

SOLUTIONS ma nagement
CONTROLS
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Source: David Tattam, Protecht
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R o Prevent

SOLUTIONS

» Compile, understand and plan for potential
risks:

= QOrganisation-wide — Privacy Health Check

= Before a change to handling of personal information
(eg, policy, project, etc) — Privacy Impact Assessment

= Privacy by Design principles
= Data Breach Response plan

Building trust and innovative privacy solutions
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fen Privacy Health Check

SOLUTIONS

» What is it?

= High level, diagnostic tool assessing an organisation’s privacy
and security against existing obligations and best practice

= |dentifies key issues and provides practical solutions

» What does it involve?

= Evaluating data management strategy
= Examining relevant documentation
" |Interviewing key staff

= Mapping data flows
= Reviewing processes for managing failure

Building trust and innovative privacy solutions
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masl  Privacy Impact Assessment

SOLUTIONS

> A PIA ‘tells the story of a project from a privacy
perspective and helps to manage privacy
impacts’ (Australian Guide)

>t is:

Prospective

Mo

Adaptive

Process-oriented

w

Risk assessment

=

Building trust and innovative privacy solutions



http://www.iispartners.com/
http://www.iispartners.com/

R o Detect

SOLUTIONS

» Collect relevant records

» Separate signal from noise

» Ensure mechanisms are working as intended

= Deployment
= Checking

= Taking action —don’t ignore warning signals!

Building trust and innovative privacy solutions
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i Correct: more than OMG

SOLUTIONS

» Who:

= |ndividuals
= Regulators
= Media

» What:

= @Going ‘above and beyond’

= Restitution and recovery, proper allocation of risk
= |Independent review

= Maximise learning, minimise need for punishment

» How:

= |Implement your Data Breach Response plan!
= QOpen, upfront, responsive, honest, decisive, cooperative

Building trust and innovative privacy solutions
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Relationship to third
party HVAC vendor
with questionable
security practices

—
_——
—

Internal documentation
located on public-facing
Web pages with no login

Risk bow-tie in practice:
Target data breach

Phishing attack
on HVAC vendor

" antivirus program and

required

L"x.

Systems handling

sensitive payment data

not properly segregated —
from rest of network

Risk
Cause

No end-to-end encryption
(poor industry standard)

Source: David Tattam, Protecht

(2013)

Stolen network credentials
used to upload data-stealing
malware onto Target’s Point
of Sale systems

~ malware system turned off

Repeated warnings from

internal security experts
were ignored

| [
Automatic eradication
feature of new anti-

RisK
Impact

Negative press
coverage

ClO and CEO
resignations

Reputation
damage

Financial
damage

Law suits,
government
investigations,
etc
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Use data breaches as a
business opportunity!

Bravo

Building trust and innovative privacy solutions
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pnil \What does that mean?

SOLUTIONS

“You never want a serious crisis to go to waste. What | mean by that is
it’s an opportunity to do things you think you could not do before.”

= Rahm Emanuel (former Chief of Staff to US President Obama), 2008

» Learn and improve

= Address vulnerabilities; Fix mistakes; Make improvements; Reduce risk of future
breaches

= Remember the Target story: it’s learning this the hard way

» Share and learn from each other

= Do you really need to keep everything secret?
= SOCAP; iappANZ; ...

» Build brand

= How you handle moments of truth can build trust (or erode it even further)

= How you handle a data breach/crisis will demonstrate another side to
customers haven’t seen before: make sure it’s one that they like!

Building trust and innovative privacy solutions
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rast s What now?

SOLUTIONS

1. Engage your board and top executives

= Strategic intent, not ad hoc tactics

2. Consider the risk bow-tie when allocating resources
(prevent/detect/correct)

3. Leverage planning tools into existing processes, eg

=  Privacy Health Check

= PIA

=  Privacy by Design

=  Data Breach Response Plan

AND ABOVE ALL:

Building trust and innovative privacy solutions
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Questions?
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Malcolm Crompton
Managing Director

53 Balfour Street
Chippendale NSW 2008

Australia
+61 407 014 450

MCrompton@iispartners.com
www.lispartners.com



