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Open the pod bay doors HAL



Building trust and innovative privacy solutions

Or are they?

“Things are different now”
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Data as asset
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Data as liability
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NZ: How times have 
changed

A series of wakeup calls
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ACC privacy 
overhaul

Government Chief 
Privacy Officer

Privacy law reform

Data Futures Forum

NZ: How times have 
changed

 Harnessing the power of data

 1. Value  2. Inclusion   3. Trust   4. Control
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Different data-use scenarios

Source: NZ Data Futures Forum, ‘Harnessing the Economic and Social Power of Data’ (2014)
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Applicability to private sector?

Who decides, and who ensures decisions are 
followed?

Different data-use scenarios
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Where we’re headed: IoT
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Where we’re headed: 
Algorithms

Determining what you see (and don’t see), 
what you get (and don’t get)
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Where we’re headed: 
Algorithms

Corporate and government surveillance
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Where we’re headed: 
Algorithms

Manipulating preferences and behaviour
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The dark side of algorithms
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Ethical framework

Accountability

Law

It’s not all doom and gloom

http://www.iispartners.com/
http://www.iispartners.com/


Building trust and innovative privacy solutions

 Credible decision-making processes and safeguards expand the 
scope of permissible uses

 Governance is key

Ethical framework

Trivial, innocuous

All possible uses

Basic (maybe notice)

Purpose specification, consent

Responsible and accountable

Fraudulent Unlawful

Discriminatory Deceptive
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Accountability

 Revised OECD privacy guidelines (2013)

 New Part 3 on implementing accountability

 APEC Cross Border Privacy Rules (ongoing)

 Participating companies must adopt internal 
mechanisms for privacy protection

 Certified by ‘Accountability Agents’

 Centre for Information Policy Leadership (ongoing)

 Accountability-Based Privacy Governance

 Information Accountability Foundation (2014)

 A Unified Ethical Frame for Big Data Analysis
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Vidal-Hall v Google Inc 
[2015] EWCA Civ 311

 Reinforced broad definition 
of personal information

 Expanded concept of harm

 Taken together: existing EU 
law protects major aspects 
of an individual’s life 
(subject to enforcement!)

(Not) a novel concept: 
applying the law
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 PI: more than just a name

 EU Article 29 Working Party (2007)
 US Federal Trade Commission (2012)
 NSW Civil and Administrative Tribunal (2014)
 AU Telecommunications (Interception and Access) Amendment 

(Data Retention) Act 2015
 Australian Privacy Commissioner determination  on metadata (2015)

 Harm: more than pecuniary

 CIPL – A risk-based approach to privacy

 Outstanding customer service = plan for success AND 
failure, as customer defines it!

 Watch this space...

A sign of things to come?
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Good privacy depends on good ID 
management:

 Risk management

 Trust

 Acceptable to BOTH parties

 Data minimisation

 Technology exists to do all this

 No need to reinvent the wheel!

ID management: the key to 
privacy

http://www.iispartners.com/
http://www.iispartners.com/


Building trust and innovative privacy solutions

The best frameworks:

 Only exchange relevant, verified attributes

 Avoid ‘Digital God’

Examples:

 New Zealand – RealMe

 US NSTIC – Developing an Identity Ecosystem

 GOV.UK Verify – Use of Identity Assurance Providers

 Australia – Building on myGov

ID management: the key to 
privacy
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Privacy and identity can be done right if we really 
want it

The elements are there, we have to:

 Collaborate

 Implement

 Be accountable

 Deliver outstanding customer service in ALL circumstances

 Learn by our mistakes, FAST

 Enforce the law

Where there’s a will...
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