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Building trust and innovative privacy solutions 

About IIS 

 Building trust and privacy through global thought leadership and 
consultancy work for a range of public and private organisations 

 Services: privacy governance & strategy, privacy impact 
assessments and audits, regulator, customer & stakeholder 
engagement, strategic privacy advice, data breach recovery ….. 
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 Landscape – information age 

 Data as an asset  

 Growth of personal data 

 Decreasing trust 

 Government and business response –  

 privacy 
 standards – public cloud & privacy example 
 localisation and anti-localisation trends 

 Trade and investment impact 

 Best practice principles in cross-border data flows 

 

Overview 
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Information age 

World Economic Forum Reports: www.weforum.org/issues/rethinking-personal-data 

http://www.iispartners.com/
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“Some day, on the corporate balance sheet, 
there will be an entry that reads, 
‘information’; for in most cases, the 
information is more valuable that the 
hardware that processes it.” 

Rear Admiral Grace Murray Hopper 

(American computer programmer and 
inventor of COBOL, 1906-1992) 

Data as an asset 
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Growth of personal data... 

Personal 
data 

Business 
data 

10 years ago 

• Identity 

• Ratings data (eg, credit and insurance rating) 

• Employee (human resources data) 

• Health 

• Public records 

• Online activity (eg, transactions, browsing history) 

• Corporate data 

• Merchant data 

• Technical data 

• Contextual information 

• Content (both produced 
and consumed) 

• Offline activity 

• Communications 

• Personal interactions 
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Growth of personal data... 

Today 

• Corporate data 

• Merchant data 

• Technical data 

• Identity 

• Ratings data 

• Employee (human  
resources data) 

• Health 

• Public records 

• Online activity 

• Offline activity 

• Contextual information 

• Content (both produced and 
consumed) 

• Communications 

 

• Personal interactions? 
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 The result: increasing privacy concerns, decreasing trust 

 

Decreasing trust 
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Rise of data privacy laws in the APEC region 

 Including conditions placed on cross-border data flows 

Government responses 
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Regional cooperation: 

 APEC Privacy Framework 

 Cross-Border Privacy Rules system 

APEC economies with flexible provisions for 
allowing cross-border data flows: 

Government responses 

 Mexico 

 Australia 

 Canada 

 Hong Kong 

 New Zealand 

 Peru 

 The Philippines 

 Singapore 
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Industry leaders moving beyond compliance: 
good privacy is good business 

Privacy as a differentiator / competitive 
advantage 

Business responses 
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 ISO 27018: 2014 - first standard to address data 
protection in a public cloud environment 

A couple of the objectives of the standard include: 

 Provision of transparency and a benchmark and help cloud 
service providers and cloud customers comply with data 
protection laws globally  

 Providing cloud customers with a mechanism to obtain 3P 
verification of cloud providers privacy protections 

Early adopters: Microsoft Azure’s platform, iomart, 
Dropbox 

 

 

Business responses - 
standards 
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For governments: 

 Safeguard privacy and security 

 Protect and support local commerce 

 Exercise control for national interests 

Two kinds: 

1. Local infrastructure requirement 

2. Local data storage requirement 

Localisation:  
A multifaceted issue 
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For businesses: 

 External stakeholder pressure, such as from key buyers 

 Perceived competitive advantage 

 Business interest  

Examples: 

 

 

 

Localisation:  
A multifaceted issue 
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 Impact of excessive protective measures: 

 Complying with localisation requirements is expensive, 
particularly for SMEs and can discourage new market 
entrants 

 Restrictions on cross-border data flows undermine 
companies abilities to consolidate operations across 
multiple jurisdictions, thus preventing benefits of scale 

 SMEs may be deprived of the ICTs they need, or be forced 
to settle for costlier and/or less optimal local options 

 Global value chains affected and potential balkanisation of 
the Internet 

 

Trade and Investment 
Impact 
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Trade and Investment 
Impact 

http://www.iispartners.com/


Building trust and innovative privacy solutions 

Impact of inadequate protective measures: 

 May also lose trade if perceived as being an unsafe or 
undesirable place for data to be sent 

 Lax data protection and governance is costly – average 
global cost of a data breach to affected entity is:       
$US 3.79 million 

 Reputation damage and decline in trust and confidence 
in the stewardship of data – leads to customers 
providing inaccurate data and avoiding doing business 
with those that are not perceived as trusted 

 

 

Trade and Investment 
Impact 
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Privacy concerns are real and growing, trust 
decreasing 

Well-meaning but often misguided responses by 
government 

The aim: safe and efficient cross-border data flows 

 For governments – Reconsider localisation measures and 
streamline cross-border rules – TPP negotiations have 
impacted this 

 For businesses – Demonstrate proper data stewardship and 
build trust  

 

Going forward: 
Focus on the customer 
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1. Free flow of business data 

2. Uniform privacy protection 

3. Cost minimisation 

4. Proper allocation of risk 

5. Safe 

6. Simple and certain 

7. Flexible 

8. Interoperable 

9. Transparent and collaborative 

10. Accountable 

Best practice principles 

Source: Information Integrity Solutions, ‘Success through stewardship – Best practice 
in cross border data flows’ (January 2015)  
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 Success through stewardship – Best practice in cross border data flows 
(January 2015) :  
http://www.iispartners.com/downloads/IIS_Success_through_stewardship_
Best_practice_in_cross_border_data_flows.pdf 

 ISO/IEC 27018 Primer 
http://www.iispartners.com/downloads/IIS%20Primer%20on%20ISO%2027
018.pdf 

 East meets West: striving to interoperable frameworks? IIS paper 
published in Data Protection Law & Policy (May 2014): 
http://www.iispartners.com/downloads/IIS%20Crompton%20Shao%20DPLP
%20May%202014%20-%20BCR%20CBPR.pdf 

  Towards a truly global framework for personal information transfers 
(September 2013): http://www.iispartners.com/downloads/IIS%20CBPR-
BCR%20report%20FINAL.pdf 

 

 

 

More Information 
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 Cross-border privacy rules system website http://www.cbprs.org/ 

 Documents to assess against for CBPR: 

For economies: http://www.apec.org/~/media/Files/Groups/ECSG/CBPR/CBPR-
TemplateNoticeOfIntent.pdf 

For organisations: http://www.apec.org/~/media/Files/Groups/ECSG/CBPR/CBPR-
Intake-Questionnaire.pdf 

 

 Australia – Phase 1 – CBPR – Impediment Analysis – IIS presented at APEC in Beijing 
August 2014: 
http://mddb.apec.org/Documents/2014/ECSG/DPS2/14_ecsg_dps2_004.pdf.  

 Referential – Article 29 Working Group – Comparing BCR and CBPR (March 2014): 
http://www.apec.org/~/media/Files/Groups/ECSG/20140307_Referential-BCR-
CBPR-reqs.pdf  
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Questions? 


