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Building trust and innovative privacy solutions 

About IIS 
 Building trust and privacy through global thought leadership and 

consultancy work for a range of public and private organisations 

 Services: privacy governance & strategy, privacy impact 
assessments and audits, regulator, customer & stakeholder 
engagement, identity management, privacy training….. 
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Overview 

Accelerating privacy regulation  

New credit reporting regime 

 Impact of data breaches 

Pressing privacy issues: security, governance, data 
quality and transparency 

Trust and allocation of risk 
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Changing Privacy Regulation 

 In Australia: 

 Privacy Amendment (Enhancing Privacy Protection) 
Bill tabled May 23, 2012 

 House and Senate committees’ inquiries due 11 and 
21 September, 2012 

 New law commences 9 months after royal assent 

Accelerating global regulatory developments: 

 Asia-Pacific, United States and Europe 
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 Introduction of ‘comprehensive’ information: 

 

 Key changes: 

 

Comprehensive credit 
reporting 

Individuals may request that their personal information not be used or 
disclosed in cases of suspected identity theft or fraud 

Credit reporting bodies and credit providers must have clear and up-to-date 
information policies 

Affected information recipients to take reasonable steps to implement 
practices, procedures and systems to comply with law and binding codes 

Retention obligations Pre-screening of credit offers 

Credit reporting code Fines of up to $1,100,000 

Consumer credit liability  Repayment history 
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The finance sector continues to be the most 
frequently complained about industry in relation to 
privacy 

Together, the finance and debt collecting/credit 
reporting sectors comprise approximately a quarter 
of all complaints 

Managing data will become more complicated with 
the introduction of comprehensive credit reporting 
(Statistics based on the 2010-2011 Annual Report of the Office of the Australian Information 
Commissioner) 

 

 

Why credit managers 
should care 

http://www.iispartners.com/


Building trust and innovative privacy solutions 

Reputation – Loss of trust 
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Reputation – Loss of trust 
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 The total cost per data breach in Australian organisations 
surveyed averaged $2.16 million (highest $4.68M) in 2011 

 Companies in the finance sector have the highest per capita cost 
of $201 per record (average is $138 per record) 

 Organisations with external consulting support reduced cost of 
data breach by up to $45 per record 

 Organisations with a CISO responsible for overall data protection 
strategy reduced cost of data breach by up to $35 per record 

Based on data breaches experienced by 22 Australian companies within 10 industry sectors in 2011 –  
Finance sector represented largest portion of sample-Cost of Data Breach Study: Australia, Ponemon 
Institute LLC (sponsor Symantec), March 2012 

Impact of a data breach 
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Security 

 

 

 

How will you know if 
the data has been 
accessed or used 
inappropriately? 

What happens when 
there is a breach of  
privacy and data has 
been accessed, used or 
disclosed? 

Do you have sufficient 
resources or insurance  
to cover the cost of data 
breaches? 

What data breach 
response plans are in 
place to deal with the 
breach?  
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Malicious or criminal attack (36%) 
• Hackers or criminal insiders (employees, contractors, cloud providers, business 

partners) typically cause the data breach 
• Viruses, malware, worms, trojans 
• SQL injection 
• Theft of data-bearing devices 
• Social engineering 

Negligence (32%) 
• Negligent employee or contractor 
• IT and business process failures 

System glitch (32%) 

(Based on data breaches experienced by 22 Australian companies within 10 industry sectors in 
2011 –  Finance sector represented largest portion of sample-‘ Cost of Data Breach Study: 
Australia’, Ponemon Institute LLC (sponsor Symantec), March 2012) 

Security 

Causes of data breach: 
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 Independent audits by trusted third parties required by new Bill 

 Ensure the security of credit information in transit (encryption) 

 Run tests on systems and ensure that vulnerabilities are 
identified and remedied 

 Implement adequate controls in the preservation of audit trails 

 Screen and monitor data handling employees 

 Inform staff of policy/practice changes, outages, access etc 

 Develop a data breach response plan 

Security - Safeguards 
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 Does your organisation have someone in a senior 
position who is responsible for privacy? 

 Is the data in your organisation protected by 
thorough and effective risk management strategies 
to the same (or higher) levels as other vital assets? 

 Is there a culture of respect for privacy? 

 What is the policy regarding collection and use of 
information, and how is it determined? 

 What accountability mechanisms are in place for 
when things go wrong? 

Governance 
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 New Bill obligates credit reporting bodies and credit providers 
to take reasonable steps to ensure information is accurate,       
up-to-date and complete 

 Common data quality issues: 

 Mistaken identity, incorrect information about the individual 

 Information objectively accurate but does not comply with 
regulatory standards relating to permitted content 

 Inconsistent reporting of information 

 Updates to overdue payment information 

 
 

  Data quality 
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 Regular audits by independent entity required by new Bill 

 Provide adequate training to staff on information handling 
practices 

 Data quality managers to validate new files 

 Implement input validation checking to ensure that information 
is correctly formatted 

 Identify information entry points to track the origin  

 Schedule routine information cleansing and checking 

 

 
 

Data quality - Safeguards 
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 Transparency about information collected is doubly important: 

 For consumers – impact on livelihood, identity and reputation 

 For credit providers and credit reporting bodies – impact on levels 
of trust, compliance and business practices 

 New Bill mandates the open and transparent management of 
credit reporting information 

 Consumer education is vital to realise benefits of comprehensive 
credit reporting regime (See ‘Credit impacts of more comprehensive credit 
reporting in Australia and New Zealand’ PERC Results and Solutions 2012, sponsor Dun & 
Bradstreet) 

 How many consumers only find out about the existence of their 
credit information file after damage has already been done? 

Transparency 
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 In a Newspoll survey conducted on behalf of Dun & Bradstreet in 
2009, 86% of Australians had never seen their credit information 
file 

Benefits of Consumer Awareness: 

 For consumers – knowing about their credit information file provides 
incentive to take care of their record, so when the time comes to obtain 
credit, issues are minimised  

 For credit providers - reduce percentage of declined credit applications, 
reduce processing time, increase business.  

 Transparency also builds reputation of openness and trust 

 

 

Transparency 
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Avalanche of notices ≠ more 
privacy  

 ‘Take it or leave it’ approach 
at odds with real consent 

Risk shifted to consumers, 
who may not have the 
time/patience/ability to 
comprehend the terms 

 

Problems with consent ‘front 
end loading’ 
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 a 

 a 

 a 

 

 
 

Transparency 
Today, many ways to 

improve notice and 
transparency 

Use of plain English 

Layered privacy 
notices 

Standard information 
sharing label  

(Kantara Initiative – Standard Information 
Sharing Label, released August 2012) 
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Transparency 

(‘Privacy Notices Code of Practice’, Information Commissioner’s Office (UK), June 2009 , p 13)   
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Transparency 

(‘Privacy Notices Code of Practice’, Information Commissioner’s Office (UK), June 2009, p 16)  
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X Privacy is about compliance with law so privacy governance 
= lawyers 

X Bundled consent will do the trick 

X Privacy is just about managing our risk 

X Collect now, think of how to use later 

X We will try to get away with what we can and pull back later 
if necessary 

X We will avoid talking to privacy advocates because we won’t 
like what they say 

 

Key privacy traps to avoid  
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 Customer-centric approach 

 Customer control or assurance that organisation 
has things under control 

 Not relying always on consent for control 

 Fair allocation of risk – fair approach when things 
go wrong, especially when more than one 
organisation involved 

 Go beyond mere compliance with law 

Respect and trust essential 
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 Privacy law is just one dimension 

 Ticking boxes against privacy principles can miss key issues 

 Compliance does not mitigate all privacy risks 

 KEY QUESTION IS: what harms could arise? 

 Consumer livelihood impacted – can’t buy house, can’t 
open bank account, reputation destroyed 

Trust is reduced when: 

 Risk is shifted from organisation to consumer 

 No recourse for consumers when things go wrong 

 Scope for function creep exists 

 

 

Key question 
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Consumers avoid engagement or switch 
to competitors 

Consumers become defensive – minimise 
or falsify responses 

Missed opportunities to develop 
relationships 

 Innovative products and services unused 

New security vulnerabilities 

 

End result: A deficit of trust 
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 Thodey thumps Telstra team over trust breach  
Telstra’s CEO, David Thodey, has told his team that the customer privacy breach that occurred 
over the Smart Controls scandal “must not happen again”,  with privacy “an essential 
requirement and our license to operate”…. “customer  trust is both precious and fragile, 
taking months and years to build,  but can be broken in one day”. July 2012 
 
 Privacy advocates raise concerns over Facebook’s facial recognition technology   
Privacy advocates warn that Facebook’s facial recognition technology could be used to track 
people down, and access their personal details without their permission. June 2011 
 
 Victorian Privacy Commissioner - Access Card / National ID Card  
‘Nothing to hide, nothing to fear’, directed at each member of the public, should be turned 
around and directed at government as: ‘No legitimate reason to know, no legitimate reason 
to ask’.” –  Paul Chadwick, Victorian Privacy Commissioner. May 2006  

 

Examples 
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http://www.itwire.com/business-it-news/security/55578-privacy-thodey-thumps-telstra-team-over-trust-breach
http://www.moneycontrol.com/news/business/privacy-advocates-slam-attcustomer-records_222424.html
http://www.moneycontrol.com/news/business/privacy-advocates-slam-attcustomer-records_222424.html
http://topnews.net.nz/content/215985-privacy-advocates-raise-concerns-over-facebook-s-facial-recognition-technology
http://www.efa.org.au/Issues/Privacy/accesscard.html
http://www.efa.org.au/Issues/Privacy/accesscard.html
http://www.efa.org.au/Issues/Privacy/accesscard.html
http://www.efa.org.au/Issues/Privacy/accesscard.html
http://www.efa.org.au/Issues/Privacy/accesscard.html
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• Privacy strategy for early stage of the project 
 Identify key privacy issues, stakeholders, principles 

• PIA on high level design 
 Are the fundamentals right? 

 Is it a good idea? 

• PIA on detailed design / build 
 Have recommendations been implemented? 

 Have further issues emerged? 

• PIA on implementation 
 Have recommendations been implemented 

 Are privacy policies easy to read and transparent? 

 Is there good governance and complaints mechanisms 

 

 
 

A PIA can help 
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Conclusion 
 Global privacy regulatory developments increasing 

 Data breaches are costly, especially in the finance 
sector 

 Comprehensive credit reporting brings to focus the 
importance of security, governance, data quality 
and transparency 

 Privacy is more than mere compliance – build trust, 
avoid shifting the burden of risk 
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 ‘Credit impacts of more comprehensive credit reporting in Australia and New Zealand’ PERC Results and 
Solutions 2012, (sponsor Dun & Bradstreet) perc.net/files/PERC%20Report%20-%20Final.pdf 

 ‘2011 Cost of Data Breach Study: Australia’, Ponemon Institute LLC (sponsor Symantec), March 2012 
www.symantec.com/content/en/us/about/media/pdfs/b-ponemon-2011-cost-of-data-breach-australia-
us.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2012Mar_worldwide__CODB_Australia 

 ‘2012 Data Breach Investigations Report’, Verizon, 2012                                               
www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf 

 ‘Privacy Notices Code of Practice’, Information Commissioner’s Office (UK), June 2009 
www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/privacy_notices_cop_fi
nal.pdf 

 ‘Ten Steps to Develop a Multilayered Privacy Notice’, The Centre for Information Policy Leadership, 2007 
www.hunton.com/files/Publication/37a71d77-14c4-4361-a62b-
89f67feb544f/Presentation/PublicationAttachment/e7ffca9d-da66-4ed6-a445-
f8fdc0b97e22/Ten_Steps_whitepaper.pdf 

 ‘Credit Reporting Literacy’, United States Government Accountability Office, May 2005 
www.gao.gov/new.items/d05223.pdf 

Further Information 
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http://perc.net/files/PERC Report - Final.pdf
http://www.symantec.com/content/en/us/about/media/pdfs/b-ponemon-2011-cost-of-data-breach-australia-us.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2012Mar_worldwide__CODB_Australia
http://www.symantec.com/content/en/us/about/media/pdfs/b-ponemon-2011-cost-of-data-breach-australia-us.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2012Mar_worldwide__CODB_Australia
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/privacy_notices_cop_final.pdf
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/privacy_notices_cop_final.pdf
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/privacy_notices_cop_final.pdf
http://www.hunton.com/files/Publication/37a71d77-14c4-4361-a62b-89f67feb544f/Presentation/PublicationAttachment/e7ffca9d-da66-4ed6-a445-f8fdc0b97e22/Ten_Steps_whitepaper.pdf
http://www.hunton.com/files/Publication/37a71d77-14c4-4361-a62b-89f67feb544f/Presentation/PublicationAttachment/e7ffca9d-da66-4ed6-a445-f8fdc0b97e22/Ten_Steps_whitepaper.pdf
http://www.hunton.com/files/Publication/37a71d77-14c4-4361-a62b-89f67feb544f/Presentation/PublicationAttachment/e7ffca9d-da66-4ed6-a445-f8fdc0b97e22/Ten_Steps_whitepaper.pdf
http://www.hunton.com/files/Publication/37a71d77-14c4-4361-a62b-89f67feb544f/Presentation/PublicationAttachment/e7ffca9d-da66-4ed6-a445-f8fdc0b97e22/Ten_Steps_whitepaper.pdf
http://www.gao.gov/new.items/d05223.pdf
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Questions? 
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