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Building trust and innovative privacy solutions 

About IIS 

 Building trust and privacy through global thought leadership and 
consultancy work for a range of public and private organisations 

 Services: privacy governance & strategy, privacy impact 
assessments and audits, regulator, customer & stakeholder 
engagement, identity management, privacy training….. 
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Overview 

Changing regional and global privacy regulation  

Privacy challenges 

Case study: Accident Compensation Corporation, 
New Zealand 

Framework for good privacy management 
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 Explosive growth in the quantity 
and quality of personal data has 
created significant opportunity 
to create new forms of 
economic and social value 

  … yet 

 Individuals are beginning to lose 
trust in how organisations and 
governments are using data 
about them  

Strengthening Trust 

Source: World Economic Forum, Rethinking Personal Data: Strengthening Trust  
(2013) 

http://www.iispartners.com/
http://www3.weforum.org/docs/WEF_IT_RethinkingPersonalData_Report_2012.pdf
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Country Law / Guideline In Force Coverage 
Malaysia Personal Data Protection Act, 2010 Not yet Private sector, in 

commercial transactions 

Singapore Personal Data Protection Act 2012 Yes, in phases Private sector 

Vietnam Law on Protection of Consumer’s Rights, 2011 Yes Private sector, in 

commercial transactions 

Taiwan Personal Data Protection Act, 2010 Yes Public and private sectors 

India Information Technology Act, 2000 and IT Rules, 2011 Yes Private sector 

South Korea Personal Data Protection Act, 2011 Yes Public and private sectors 

Philippines Data Privacy Act of 2012 Yes Public and private sectors 

Hong Kong Personal Data (Privacy)(Amendment) Ordinance 

2012 

Yes, in phases Public and private sectors 

China Information Security Technology – Guide for 

Personal Information Protection within Public and 

Commercial Information Systems 

Yes Private sector 

Asia-Pacific – Recent  Developments 
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 Finalisation of the Cross-Border Privacy Rules (CBPR) 
system for APEC member economies 

 System to ensure that a company’s privacy practices 
meet established standards for the protection of 
personal information 

 First participant of CBPR is USA, then Mexico, with 
more to follow, including Japan this year 

Discussions to foster interoperability with the EU’s 
Binding Corporate Rules (BCR) 

APEC 
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Privacy Challenges 
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Private Surveillance - Google Glasses 
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What is it? 

Wearable computer with head-mounted display 

Features and functions: 

 Communication (via connection with smartphone) 

 Web browsing and operations 

 Takes photos and records 720p HD video 

 Augmented reality (overlay information onto real world) 
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Privacy challenges 

Surreptitious recording 

 

Ubiquitous surveillance 

 

Collection of private and sensitive information 

 

Data control and ownership 
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Private surveillance - Drones 
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What is it? 

Unmanned aerial vehicle (UAV) – flying machine 
operated remotely and equipped with sensors 

Functions: 

 Military 

 Exploration 

 Search and rescue 

 Law enforcement surveillance 

 Paparazzi 

 Personal use 

 Etc 
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Privacy challenges 

Ease and availability 

 

Ubiquitous surveillance 

 

Potential for abuse 
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Cloud Computing 
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What is cloud computing? 
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 Connecting with multiple devices, business agility and 
cost-cutting were the top three reasons cited for 
adopting cloud services (TNS) 

 In a recent survey of 674 IT and business executives at 
organisations across a range of industries and 
countries (KPMG): 

 70% agree that cloud computing is delivering efficiencies and cost 
savings 

 Cloud adopters are also starting to focus on business process 
transformation, in addition to cost and speed benefits 

 

Why engage a CSP? 
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Types of data and privacy policies: 

1. How sensitive or critical to your business is the 
data that the CSP will be processing/hosting?  

2. Is the disclosure/transfer of personal information 
to the CSP authorised by your customers? 

3. Whose privacy policy is the data subject to once 
outsourced – your business or the CSP’s privacy 
policy? Who owns the data once with the CSP? 

Preliminary privacy 
considerations 
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Location and retention of data Transferring data Changing provider 

Location of data and backups 
• Politically and 

environmentally stable 
regions? 

• Legal jurisdiction of data 
• How does the CSP know 

where the data is? 
• With other clients’ data? 

Technical glitches 
• What happens when the 

data cannot be accessed 
or retrieved from the 
cloud service provider due 
to technical or other 
difficulties? 

Unforeseen events 
• What happens when 

CSP is shut down? 
• How is operational 

change handled - CSP 
bankrupt, sold, merged 

• How is a disaster/ 
hacking managed? 

Protection and Security 
• Encrypted whilst stored? 
• Who controls the 

encryption keys? 
• Physical security 

Protection and Security 
• Encrypted in transfer? 
• Who controls the 

encryption keys? 

Updates 
• Can upgrades to 

software or other 
services be refused? 

Retention 
• What are the data retention 

policies? 

Subcontractors 
• Does the CSP use third 

party subcontractors? 

Portability 
• Can the data be easily 

relocated? 

Privacy risks 
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1. Read the contract and terms of 
service very closely and clarify any 
ambiguous provisions 

6. Ensure that the CSP passes all 
obligations it must meet under the 
contract to any subcontractors 

2. Add cloud computing to your 
outsourcing and/or offshoring risk 
management frameworks 

7. Determine liability and accountability 
– what happens when things go wrong? 

3. Ensure you are not violating any law 
or policy by putting personal 
information in the cloud 

8. Have back-ups  
 

4. Clarify the rights of access, correction 
and deletion 

9. Establish your own security measures 

5. Find out where and how the data will 
be kept 

10. Maintain assurance and audit 
processes 

10 safeguards 
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New Zealand Cloud Computing Code of Practice 

Corporate Identity Service level agreement and 
support 

Ownership of Data Data breach notification 

Security Data transportability 

Data Location/Geographic Diversity Data formats 

Data Access and Use Business Continuity 

Back up and Maintenance Ownership of application 

Model contract 
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Data Breaches  
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Source: DataLossDB, Largest Incidents (2013) 
 

Data breaches are pervasive 

http://www.iispartners.com/
http://datalossdb.org/
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 Data breaches have increased in severity and frequency, 
but organisations lack tools to detect and respond 

 Malicious data breaches cost 60% more than non-
malicious ones, per organisation ($840,000 v $500,000) 

 Reported reasons for breaches: 

 Non-malicious – Lack of in-house expertise (50%), inadequate 
security processes (37%) 

 Malicious – Lack of in-house expertise (64%), inadequate 
forensic capabilities (47%) 

Impact of a data breach 

Source: Ponemon Institute, The Post Breach Boom (2013) 
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Reproduced with permission from Verizon – Verizon 2012 Data Breach Investigations 
Report (2012) 

Internal threats 
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1. How will you know 
if there is a data 
breach? 

 2. What happens     
  when there is a   
  data breach? 

3. What resources    
exist to prevent  
and handle a data 
breach? 

 
4. What data breach 
response plans are in 
place?  

Data breaches 
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Reproduced with permission from Verizon – Verizon 2012 Data Breach Investigations 
Report (2012) 

1. How will you know if there 
is a data breach? 
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2. What happens when there 
is a data breach? 
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 Steps you can take to minimise the likelihood of a 
data breach: 

 Privacy by Design in business process and ICT 

 Privacy Impact Assessments 

 Privacy in risk management frameworks 

 Privacy skills development and training 

 Check whether your insurer covers the cost of 
dealing with a data breach and notification 

 Consider what your data breach response plan is 

3. What resources exist to prevent 
and handle a data breach? 
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1. Contain the breach and do a preliminary 
assessment 

2. Appoint lead person to manage (internal and/or 
external) response team 

3. Evaluate the risks associated with the breach 

4. Consider breach notification 

5. Review the incident and take action to prevent 
future breaches 

4. What data breach response 
plans are in place? 

http://www.iispartners.com/


Building trust and innovative privacy solutions 

Case study: ACC 
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5 August 2011 – email to client with an 
attachment containing personal information of 
6,748 of ACC’s clients 

Recipient became aware on 26 October 2011 
and advised ACC on 1 December 2011 

13 March 2012 breach became public and IIS 
and KPMG engaged to conduct independent 
review 

Facts 
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Breach was a genuine error – but errors are able 
to happen because of systemic weaknesses within 
ACC’s culture, systems and processes. 

Technology and business practice – 
spreadsheets and multiple monitors 

Culture – inconsistent respect for personal info 

Privacy Management – lack of accountability 

Systemic issues 
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Breach was a symptom of underlying systematic 
issues 

Privacy is a whole-of-agency concern 

 Governance 

 Leadership, including privacy strategy 

 Privacy programme 

 Culture 

 Accountability 

 Business processes and systems 

 Backlog 

Recommendations 

http://www.iispartners.com/
http://www.acc.co.nz/news/WPC113544
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Data management and privacy is a whole-of-
agency issue  

“An organisation’s data needs 
to be protected by thorough 
and effective risk mitigation 
strategies to the same or 
higher levels as other vital 
assets. Without these 
strategies in place, the 
organisation is at risk of 
significant reputational 
damage.”  

“We emphasise the 
significance of a culture and 
environment where personal 
information is valued. This 
must be supported by an 
approach to compliance with 
the privacy principles that is 
embedded within 
governance, leadership, 
business processes and 
systems.” 

Whole-of-agency issue 
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1) Make privacy part of 
risk management 
frameworks 

2) Having a customer 
focus and viewpoint 
helps solve and 
prevent privacy issues 

3) Treat personal 
information and other 
information as an 
asset – if it is not 
governed and 
managed properly it 
can turn into a liability 

4) Have accountability 
structures in place and 
create a culture that 
respects privacy 

Lessons learnt 
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Framework for good privacy management 
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Respect for the individual: 

User-centricity 

 Transparency 

 Usability 

 Control 

 Accountability 

 Data minimisation 

 Reduce trackability 

Examples: 

 Notifying collection – iPhone’s location arrow 

 Default settings – Google+ 

http://www.iispartners.com/
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1. Proactive  not Reactive; 
Preventative not Remedial 

2. Privacy as the Default Setting 

3. Privacy Embedded  into Design 

4. Full Functionality: Positive-Sum, 
not Zero-Sum 

5. End-to-End Security – Full 
Lifecycle Protection 

6. Visibility  and Transparency  – 
Keep it Open 

7. Respect  for User Privacy – Keep 
it User-Centric 

Privacy by Design 

http://www.iispartners.com/
http://www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf
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 Identify and manage privacy risks and opportunities 

Features of PIA: 

 Prospective – looking at the future privacy impacts 

 Iterative – conducting analysis and feeding back into the design 
process 

 Risk & opportunity management – for both org and individuals 

Privacy Impact Assessments 
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Monitor compliance with privacy and security 
policy 

Periodically review new risks and adequacy of 
existing measures 

Update policies and procedures when required 

Assurance and Review 
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 Data protection regulation increasing 

 Privacy challenges 

 Case study: ACC 

 Framework for good privacy management 

Conclusion 
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 Why Managing Customer Privacy Can Be An Opportunity, Avi Goldfarb and Catherine Tucker 
MIT Sloan Management Review Spring 2013, Vol.54 No.3 

 Global Cloud Survey: the Implementation Challenge, KPMG, 2013 
http://www.kpmg.com/AU/en/IssuesAndInsights/ArticlesPublications/cloud-
computing/Documents/the-cloud-takes-shape.pdf 

 Cloud Computing in 2013 - What legal commitments can you expect from your provider? 
Shelston IP, March 2013                                                                                                                                
http://www.shelstonip.com/case_study.asp?cid=13 

 The Post Breach Boom, Ponemon Institute,  February 2013 
http://pages.soleranetworks.com/rs/soleranetworks/images/Ponemon%20Report-
Post%20Breach%20Boom%202013.pdf 

 New Zealand Cloud Computing Code of Practice, Institute of IT Professionals New Zealand, June 
2012  http://www.nzcloudcode.org.nz/wp-content/uploads/2012/05/NZCloudCode.pdf 

 2012 Data Breach Investigations Report, Verizon, 2012                                               
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-
2012_en_xg.pdf 
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 Rethinking Personal Data: Strengthening Trust, World Economic Forum, May 2012 
http://www3.weforum.org/docs/WEF_IT_RethinkingPersonalData_Report_2012.pdf 

 Privacy in the Cloud: Key Questions, by Annelies Moens, Australian Corporate Lawyers 
Association, March 2012 Vol 22, Issue 1 

 Cloud Computing Contracts White Paper A Survey of Terms and Conditions, Truman Hoyle 
Lawyers, April 2011                                                                                                                                                  
http://www.itnews.com.au/pdf/Cloud-Computing-Contracts-White-Paper.pdf 

 Privacy Impact Assessment Guide, Office of the Australian Information Commissioner, May 
2010 http://www.oaic.gov.au/publications/guidelines/Privacy_Impact_Assessment_Guide.pdf 

 Privacy By Design – 7 Foundational Principles, Ann Cavoukian 
http://www.privacybydesign.ca/index.php/about-pbd/7-foundational-principles/ 
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Questions? 
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