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Getting fivacy right —a business
building proposition!

“... personal data will be the new

“oil” — a valuable resource of the

215t century. It will emerge as a rersonaivata:

neW asset CIaSS tOUCh|ng a” The Emergence of a New Asset Class
aspects of society.”

“The personal data ecosystem will-
be built on the trust and control g .
individuals have in sharing their ~3
data” e



http://www.weforum.org/reports/personal-data-emergence-new-asset-class

Data Protection Law IS
coming to Singapore

« an opportunity for your business
and customers?

 or just a compliance burden?
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BUILDYOUR
BRAND



http://www.iispartners.com/

Compliance is

INFORMATION

Just the Beoinning | R0

“Compliance — necessary
and sufficient”...?

« World wide, DP principles are minimum standards:

consent based collection ' Legal Compliance
reasonable use & disclosure '
security & data destruction
access & correction rights | ==

* Do these do enough to build consumer trust in data use?
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Privacy — experience shows that

privacy is
 control — deciding what to reveal and when

 creepiness factor — big brother, too much
Information, too intrusive

* risk —who bears it ...

privacy is not

« consumers wanting to keep everything secret
« simply having something to hide

 a blocker to using data

 only about security



http://www.wired.com/gamelife/2011/05/sony-online-entertainment-hack/
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User-centric privacy — eHealth Australia

« Personally Controlled Electronic Health Record (PCeHR)
— AU$467million project

—secure + individual health identifier
— stored in a network

Relarmg to the introduction of
Personally controlled electr, nic

— accessed wherever | am

“The overall economic benefit from increased
productivity and reduced adverse events that
would be achieved with a national individual
electronic health record in Australia has been
estimated to be between $6.7 billion and
$7.9 billion in 2008-09 dollars over 10 years.”

National Hospitals & Health Reform Commission staff paper



http://yourhealth.gov.au/internet/yourhealth/publishing.nsf/Content/pcehr
http://www.health.gov.au/internet/nhhrc/publishing.nsf/Content/A5665B8B9EAB34B2CA2575CB00184FB9/$File/Potential Efficiency Gains - NHHRC Background Paper.pdf
http://yourhealth.gov.au/internet/yourhealth/publishing.nsf/Content/pcehr
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How successful could these projects have
been with a user-centric focus?

Google Buzz — controversial launch, could it
ever succeed?

Google+ — more privacy is a marketing point,
but ‘real names’ policy is a deterrent

Facebook — could it do privacy better & prevent
iInvestigations eg Irish Data Protection
Commissioner’'s?

MasterCard, Visa — eroding consumer trust,
more regulation? Customers walk?



http://www.marketwatch.com/story/google-agrees-to-ftc-settlement-on-privacy-program-2011-10-26
http://www.marketwatch.com/story/google-agrees-to-ftc-settlement-on-privacy-program-2011-10-26
http://digitaljournal.com/article/313213
http://www.irishtimes.com/newspaper/weekend/2011/1015/1224305819740.html
http://www.networkworld.com/community/blog/visa-mastercard-may-take-offline-buying-histo
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And failing can cost you

 data breaches

- USA since 2005 2 747 breaches,
542 355 201 records

= >US$2 billion

- complaints handling — (in Singapore up
to $1M if things go wrong)

- Increasingly, regulatory response
Includes alerting customers = data
breach notification

- loss of trust



http://www.privacyrights.org/data-breach
http://in.mobile.reuters.com/article/businessNews/idINIndia-56808720110505
http://in.mobile.reuters.com/article/businessNews/idINIndia-56808720110505
http://in.mobile.reuters.com/article/businessNews/idINIndia-56808720110505
http://in.mobile.reuters.com/article/businessNews/idINIndia-56808720110505
http://www.smh.com.au/it-pro/security-it/super-sloppy-first-state-customers-kept-in-the-dark-20111019-1m7g6.html

Accountability and Privacy-By-Design
Go together Like Innovation and Productivity il wrecar
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How can we get it right? —
the emerging framework

* tools we can build in to our work
- layered defence
* how to build in the tools
- Privacy by Design
- Privacy Impact Assessment (PIAS)

* how to know the tools are being
applied year in, year out

- The Accountability Project


http://www.privacy.gov.au/materials/types/guidelines/view/6590
http://privacybydesign.ca/
http://www.google.com.au/url?sa=t&rct=j&q=accountability and privacy by design go together like innovation and productivity&source=web&cd=1&ved=0CB8QFjAA&url=http://www.privacybydesign.ca/content/uploads/2010/03/PbD_Abra
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Privacy by Design (PbD) — privacy
is “built In” rather than “bolted on”

7 foundational principles
. Proactive not Reactive; Preventative not Remedial
. Privacy as the Default
. Privacy Embedded into Design — (e.g. PIAS)
. Full Functionality: Positive-Sum, not Zero-Sum
. End-to-End Lifecycle Protection
. Visibility and Transparency
. Respect for User Privacy

 eg IBM, Ontario smart grid



http://www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf
http://privacybydesign.ca/
http://www.ipc.on.ca/
http://privacybydesign.ca/content/uploads/2011/09/pbd-policy-practice-sept-2011.pdf
http://www.ipc.on.ca/images/Resources/pbd-ont-smartgrid-casestudy.pdf
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Beyond compliance: going the extra mile
* new business — PbD

- check if all that information really needed

- add layered notices, transparent & readable
privacy policy

- review marketing practices with PbD lens
- build in transparency and choice

- privacy enhancing technology

- privacy impact assessments

R Sy
o T

« existing business — Privacy by Re-Design (PbRD)



http://www.privacy.gov.au/materials/types/download/9509/6590
http://www.ipc.on.ca/english/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1070
http://www.ipc.on.ca/english/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1070
http://www.ipc.on.ca/english/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=1070
http://www.privacy.gov.au/materials/types/download/9509/6590
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Asia-Pacific SOLUTIONS
conomic Cooperation

You are not alone
76 countries have data protection laws

OECD Guidelines on the Protection of
Privacy & Transborder Flows of Personal
Data

APEC privacy framework & CPEA

Australian privacy law is largely complaints
based (as proposed for Singapore)

Malaysia Personal Data Protection Act 2010
(but no Commissioner/enforcement yet)

Philippines proposed Data Privacy Act 2011



http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1946700
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://publications.apec.org/publication-detail.php?pub_id=390
http://apec.org/Groups/Committee-on-Trade-and-Investment/Electronic-Commerce-Steering-Group/Cross-border-Privacy-Enforcement-Arrangement.aspx
http://privacy.gov.au/law
http://www.apec.org/
http://www.oecd.org/

Protection
Respect
Identity
Value
Accountability \J
Control

Yield
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