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Australian Privacy Law — Overview

Privacy Act 1988 , also state and issue based law (see
WWW.privacy.gov.au)

Rights for individuals — access, correction, complaints

Information handling rules for public and private sector —
for example National Privacy Principles (NPPs)

Regulators — for example the Australian Privacy
Commissioner in the Office of the Australian Information
Commissioner (OAIC)



http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/
http://www.privacy.gov.au
http://www.privacy.gov.au/law/act/npp
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Privacy Commissioner —role & powers

Privacy Advice to government, organisations
Information/education for community, organisation
Investigate/resolve privacy complaints
Make formal, enforceable determinations =
Investigate systemic issues
Audits and inspections
Reporting

(for example see Privacy Act — section 27)



http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s27.html
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s27.html
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s27.html
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s27.html
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Enforcement = tools +
approach + regulator
resources

* Tools:

* Individual complaints
‘own motion’ investigations

Injunctions
Audits (public sector only)
Public reports or ‘name and shame



http://www.iispartners.com/

Enforcement Cont.

Enforcement approaches — influenced

by factors such as nature of law,
public concern, resources etc

see for example

Information Sheet (Private Sector) 13 -
2001: The Federal Privacy
Commissioner's Approach to
Promoting Compliance with the
Privacy Act
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http://www.iispartners.com/
http://www.privacy.gov.au/materials/types/infosheets/view/6545
http://www.privacy.gov.au/materials/types/infosheets/view/6545
http://www.privacy.gov.au/materials/types/infosheets/view/6545
http://www.privacy.gov.au/materials/types/infosheets/view/6545
http://www.privacy.gov.au/materials/types/infosheets/view/6545
http://www.privacy.gov.au/materials/types/infosheets/view/6545
http://www.privacy.gov.au/materials/types/infosheets/view/6545
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Privacy complaints — OAIC process

 First step — complain to organisation
* No resolution — complain to regulator

« Regulator powers to investigate and resolve
complaints subject to matters such as:

 Jurisdiction

* Principles and complaint subject matter
« Steps organisation has taken

« What the complainant wants




OAIC Privacy Complaint Process
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Privacy complaints — outcomes and

Consequences
See case notes for examples

Likelihood of complaint — low

Consequences of complaint — significant
Outcome - breach or no breach

If breach:

« Conciliated outcome — apology, training,
new systems, compensation ($800 -
$20,000)

If no resolution, Privacy Commissioner
‘Determination’, enforced through courts



http://www.privacy.gov.au/materials/types/casenotes?sortby=59
http://www.wired.com/gamelife/2011/05/sony-online-entertainment-hack/
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Major data breaches — consequences
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http://www.oaic.gov.au/publications/reports/Report-Investigation-Vodafone_Hutchison_Australia_OMI.pdf
http://www.oaic.gov.au/publications/reports/Report-Investigation-Vodafone_Hutchison_Australia_OMI.pdf
http://www.smh.com.au/it-pro/security-it/super-sloppy-first-state-customers-kept-in-the-dark-20111019-1m7g6.html
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Privacy Act — next generation | —
« Significant changes in train \_

L) L

b4

 Review of the law

» Framework ok but more strength, i ijl
consistency needed

« Government — accepts many
recommendations:

« Coming — more powers, more
sanctions, data breach
notification(?)

« Regulator — responding to community
concerns, tougher action



http://www.alrc.gov.au/publications/report-108
http://www.dpmc.gov.au/privacy/reforms.cfm
http://www.dpmc.gov.au/privacy/reforms.cfm
http://www.zdnet.com.au/privacy-commissioner-to-hit-leakers-harder-339327067.htm
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Resources

IS Paper — Accountability and the Privacy Act

Office of the Information Commissioner

Privacy Complaints Practice And
Procedure Manual

OAIC Case Notes
OAIC — Determinations



http://www.iispartners.com/downloads/china2007.pdf
http://www.oaic.gov.au/
http://www.oaic.gov.au/publications/other_operational/complaint_handling_manual_april2011.html
http://www.oaic.gov.au/publications/other_operational/complaint_handling_manual_april2011.html
http://www.oaic.gov.au/publications/other_operational/complaint_handling_manual_april2011.html
http://www.privacy.gov.au/materials/types/casenotes?sortby=59
http://www.privacy.gov.au/materials/types/determinations?sortby=55
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Asia-Pacific SOLUTIONS
conomic Cooperation

You are not alone
e 76 countries have data protection laws

OECD Guidelines on the Protection of
Privacy & Transborder Flows of Personal
Data

APEC privacy framework & CPEA
Australian privacy law

Singapore proposals — Discussion Paper

Philippines proposed Data Privacy Act 2011



http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1946700
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00&&en-USS_01DBC.html
http://publications.apec.org/publication-detail.php?pub_id=390
http://apec.org/Groups/Committee-on-Trade-and-Investment/Electronic-Commerce-Steering-Group/Cross-border-Privacy-Enforcement-Arrangement.aspx
http://privacy.gov.au/law
http://www.apec.org/
http://www.oecd.org/
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