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Legislation and Guidance

Review of Australia’s privacy laws — grist for

privacy globally

By Christine Cowper, Principal Consultant at Information
Integrity Solutions Pty Ltd (ISS). 11S is a specialist privacy
consultancy; its services include privacy impact assessments,
privacy thought leadership and advice and strategy.
Information about IIS is available at www.iispartners.com
Chris can be contacted al: ccowper@uispartners.com

Introduction

Australian businesses and Government agencies are now
waiting to see how Australia’s federal Government will
respond to the 295 recommendations in the Australian
Law Reform Commission’s (ALRC) report on its review
of Australian Privacy Law.'

The Government sought the ALRC review in response to
issues that have emerged in the eight years since the Pri-
vacy Act 1988 (the Privacy Act) was extended to the pri-
vate sector in 2000 and in the face of the huge changes
in technology since the Act was introduced over twenty
years ago. Although specific to the Australian context,
the ALRC report explores issues that will be familiar to
policy makers and organisations worldwide that are
grappling with protecting individual privacy while sup-
porting vibrant business innovation and effective gov-
ernment administration.

The ALRC conducted an extensive review over a two
year period and has produced a detailed and wide-
ranging report. While it does suggest a new statutory
right of privacy, in general the report suggests a “host of
refinements” rather than radical changes.” Its recom-
mendations are intended to strengthen privacy protec-
tion for individuals, ease compliance obligations for
business and government agencies and deal with some
quite specific issues including the Australian approach
to credit reporting.

With some notable exceptions, the public response to
the report’s recommendations has been generally ac-
cepting. This is probably in part due to the ALRC’s ex-
tensive consultations and because the recommendations
had been exposed, and in some cases negotiated, in the
earlier phases of its inquiry.

As the Government considers the report, individuals,
privacy advocates, business and government organisa-
tions will be asking which of the proposed refinements
go far enough or too far and if they will be worth the
change-over costs; business expects these to be consider-
able. An equally important question will be how robust
the review is to future developments in technology, busi-
ness models and global trade in personal information.

Background

The ALRC inquiry was initiated, amongst other reasons,
because of the huge changes in technology since the

Privacy Act was introduced in 1988. These change can
be brought into focus by considering the almost unimag-
inable amount of personal information now being cre-
ated and moreover the rate of change. For example, one
report notes that:

In 2006 161 exabytes (161 billion gigabytes) of digital
information was created and copied, continuing an
unprecedented period of information growth. This
digital universe equals approximately three million
times the information in all the books ever written.
According to IDC, the amount of information created
and copied in 2010 will surge more than sixfold to
988 exabytes, representing a compound annual
growth rate of 57 per cent. The last time research of
this type was attempted was in 2003 by researchers at
the University of California, Berkeley, who came up
with an information total of around five exabytes.”

It is not only the amount of personal information now
circulating that is having an impact. The Internet, pow-
erful computers and other technologies have sparked
many new business models. More organisations are in-
volved and both business and government organisations
are using personal information in new ways; for example
data analytics is now expanding from its traditional mar-
keting base to other areas of the economy including
fraud and identity, health and business metrics.*

Australia’s privacy framework

Australia has a complicated array of privacy laws, in part
because it has a federal system of government and as-
pects of privacz/ are regulated at federal and state and
territory levels.” The laws generally draw on the interna-
tional approaches for example in the Organisation for
Economic Co-operation and Development (OECD)
guidelines for the protection of privacy and transborder
flows of information.

The federal Privacy Act, which is the key focus of the
ALRC review, has expanded over time from its initial fo-
cus on federal public sector agencies, responding to fac-
tors such as:

B public concern about government proposals to intro-
duce an identity card and to undertake extensive data-
matching;

® public concern over the credit industry’s intention to
introduce a system of positive credit reporting; and

B business calls for measures to promote individual con-
fidence in the information economy, and interna-
tional developments including the European Union
Data Protection Directive.

The resulting framework has several sets of privacy prin-
ciples, including the Information Privacy Principles
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(IPPs) which regulate public sector agencies, the Na-
tional Privacy Principles (NPPs) which regulate the pri-
vate sector and specific provision for the credit report-
ing industry. The Act also established the role of Privacy
Commissioner with a range of powers and gave individu-
als a right to complain about an interference with their
privacy.” 7 Initially the Privacy Act applied only to the
federal public sector but was fairly quickly extended to
the credit reporting sector, following. 8

The private sector provisions were tailored to the busi-
ness environment and recognised some strong business
concerns by controversially exempting both small busi-
ness and employee records from its coverage. The pro-
visions are intended to be “light touch” and “co-
regulatory”. These approaches are reflected, for ex-

ample, in that:
B the law is principled based rather than prescriptive;

B the Privacy Commissioner’s monitoring and audit
powers do not apply to organisations general informa-
tion handling practices;

B there are limited options for enforcement or
sanctions; and

B organisations can opt for a level of co-regulation, via
an approved privacy code which must be at least as
stringent as the NPPs.”

The ALRC process

In 2006, following reviews of the Privacy Act by the Pri-
vacy Commissioner and a Parliamentary committee that
identified significant issues, the federal Government
asked the ALRC to consider if the Privacy Act and re-
lated laws “continue to provide an effective framework
for the protection of privacy in Australia”.'” ' Issues

for consideration included:

B the current privacy regulatory framework including
federal, state and territory laws and practices;

B the impact of rapid advances in information, commu-
nication, storage, surveillance and other relevant
technologies;

B developments in privacy trends and regulations in
other jurisdictions;

B community views about privacy; and

B the regulatory burden on business.

The ALRC’s final report and recommendations follow a
very wide consultation process based on extensive legal
research, detailed issues papers, and a discussion paper
in which it exposed its possible recommendations. It has
taken particular care to hear the views of groups that are
often excluded from this sort of process and, for ex-
ample, held focus groups and designed a website so that
it could hear from young people. Over the course of its
inquiry the ALRC held over 250 meetings and received
585 submissions from stakeholders including individu-
als, public sector agencies, private organisations, com-
munity groups and peak associations. The consultation
process has been impressive and the final report can cer-
tainly claim that it is reflecting community opinion.

Report process including Government
response

The ALRC presented its report to Government at the
end of May and as is required by law the report was
tabled in Parliament on 11 August 2008."* The Austra-
lian Government will now consider the ALRC’s 295 rec-
ommendations and has said that it will do this in stages.
The first stage of the response will focus on the recom-
mendations relating to refinements to privacy prin-
ciples, health and credit reporting regulations and im-
proving education about the impact on privacy by new
technologies should be delivered in twelve to eighteen
months.'””> A timeframe for the response to other rec-
ommendations, including the controversial recommen-
dation for a statutory private cause of action has not
been announced. The ALRC report is only one input to
the Government’s policy process. It is open to the Gov-
ernment to adopt all, some or none of the ALRC’s rec-
ommendations and ultimately it up to the Australian
Parliament to consider any proposed changes to the le-
gal framework.

Key ALRC recommendations

The ALRC report divides its discussion and recommen-
dations into ten themes. The discussion under each
theme is rich, drawing as it does on the ALRC’s research
and legal analysis as well as the consultation noted
above.

Some of the key themes are set out briefly here.'* The
points noted are not intended to be a comprehensive
summary.'” Rather, the aim is to give an idea of the ar-
eas of inquiry, some of the views and some of the ALRC’s
key recommendations. The recommendations men-
tioned are of interest to the writers as they go to aspects
of the Privacy Act which have most impact on the privacy
of individuals and business operations. A feature of the
ALRC’s approach that is worth bearing in mind is that
its recommendations often include, in fact in over 70
places, a role for the Privacy Commissioner to provide
guidance material to assist agencies and businesses in
applying the privacy principles or complying with the
Privacy Act.

Developing technology

The ALRC report gives a thoughtful discussion of the
impact on privacy of rapid advances in information,
communication, storage, surveillance and other relevant
technologies. Interestingly, while recognising that the
application of new technologies raises very significant
privacy issues the report does not recommend major
changes to the Privacy Act or its principles. While some
privacy advocates were skeptical that general principles
would be robust in the face of unknown future technol-
ogy developments, the ALRC found generally strong
support for continuing the current “technology neutral”
approach that sets high level privacy objectives rather
than attemPping to set rules to regulate a particular
technology.'®

However, the ALRC does recommend some refinements
to the Privacy Act and principles to clarify its application
to new technologies, for example:

B the definition of personal information is amended to
recognise that a number of non-identified elements
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combined, for example ISP or email address, can
make an individual “reasonably identifiable”; and

B expand the notice requirements so that individuals
are told how, when and from where information about
them has been collected, thus exposing amongst
other things the technology used to collect personal
information.

It also recognises that the Privacy Act, even with such re-
finements, is not a full answer to the issues identified. It
also notes the critical importance of a range of support-
ing strategies including:

B the use of privacy impact assessments and market
forces;

B international engagement and co-operation; and

B individual empowerment, including through educa-
tion and awareness and the use of privacy enhancing
technologies.

The ALRC’s recommendations provide a useful updat-
ing of the existing framework. However there is starting
to be a view, reflected for example in projects recently
initiated by the United Kingdom Information Commis-
sioner and in work undertaken in Australia for the Pri-
vacy & Trust Partnership that the current frameworks
need rethinking in the face of the radical changes that
are taking place.'”

The Privacy Principles

As noted earlier, the Privacy Act currently contains two
main sets of privacy principles, the IPPs and the NPPs,
as well as other rules including for the handling of
credit reporting and tax file number information; the
resulting framework is complex to understand and ap-
ply, adding to compliance costs and difficulty for indi-
viduals in being aware of and exercising their privacy
rights.

As a consequence, the ALRC found very high levels of
support for its proposed recommendations for the de-
velopment of a combined set of principles, applying to
both the public and private sectors, and which the ALRC
called the Unified Privacy Principles (UPPs). While
there was some concern about whether a single standard
for agencies and organisations would work the value in
terms of simplicity, transparency and cost effectiveness
were well recognised.

The ALRC also undertook a very detailed, effectively
line-by-line examination of the content of the two key
sets of principles in terms of the intended objectives, on
the ground experience and future challenges. This part
of the discussion elicited vigorous and varying views.

Some of the key issues for debate included:
B the need for a definition of consent;

B the matters about which individuals should be advised
when specific information is collected and about in-
formation handling practices generally;

B the rules for direct marketing;

B making reasonable provision for people with dimin-
ished decision-making capacity; and

B the protection of information transferred overseas.

The final report continues to attract a reasonable degree
of support from consumer and privacy advocates; the
changes in the transborder principle in particular have
been welcomed.'® The business community’s focus at
present is more on the cost of implementing the
changes, which they expect to be considerable.

Overall the recommendations tend towards some tight-
ening of the protections for individuals, particularly in
relation to direct marketing, notice and transborder
data flows, which now emphasise that agencies and or-
ganisations should be accountable for data transferred
unless alternative protections are in place. However,
while providing a very detailed and thorough review of
the issues, effectively the ALRC’s recommendations
amount to incremental changes to existing privacy prin-
ciples as set out for example in the OECD privacy guide-
lines and now articulated in many sets of privacy prin-
ciples around the world."

In the context of this inquiry this may have been as far
as was possible to go. However, there is some thinking
that suggests, for example, that the current reliance on
notice and consent to promote individual control is
struggling in the face of the volume of personal informa-
tion circulating and how business are using/managing
information.?” This is perhaps a question for the next
generation of privacy principles.

Exemptions

This part of the report considered the current exemp-
tions and partial exemptions to the Privacy Act. The ex-
emptions respond to a range of complex and legitimate
interests including, for example, the protection of na-
tional security, the government’s intention to limit regu-
latory costs for small businesses, general business con-
cerns about regulatory obligations in relation their em-
ployees, the separation of powers in Australia’s
constitution, and the political process.

While recognising the importance of these interests, the
ALRC concluded that exemptions only should be per-
mitted where there is a compelling reason. It proceeded
to recommend the removal of the exemptions for small
business, employee records, political parties and politi-
cal acts and practices.

The discussion of the various exemptions was again vig-
orous. In relation to employee records and small busi-
ness, the ALRC considered matters such as:

B the recognition of the sensitivity of employee informa-
tion and the limited protection currently found in
workplace relations legislation;

B the fact that other jurisdictions, for example New Zea-
land and the United Kingdom, do protect employee
records;

B the effect the exemptions have on the perception of
Australia’s law internationally, for example in relation
to its failure to be assessed as ‘adequate’ under the Eu-
ropean Union Directive; and

® for small business, the difficulty and complexity in ex-
empting some small businesses and not others.

Some of the countervailing arguments included the im-
pact on:
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B management and the employment relationship, for
example if required to disclose otherwise confidential
and sensitive information;

B outsourcing arrangements or sale of a business; and

B regulatory burden and compliance costs.

The ALRC was not swayed by these arguments as it con-
sidered that many of the concerns raised could in fact
be accommodated within the framework of the UPPs or
in some cases were overstated.

There is strong support for these recommendations
from many stakeholders, in particular privacy and
consumer advocates. Arguably they provide for a more
level playing field, reduce the overall complexity of the
law and are likely to promote confidence in the strength
of the privacy protection offered. However, the history
of these exemptions and the reaction since the ALRC’s
report was released suggests that these recommenda-
tions may struggle to be implemented. For example, the
Australian Chamber of Commerce and Industry call on
the Government “not to proceed with the ...recom-
mendations which would impose farreaching privacy
law compliance and red tape costs on 1.8 million Austra-
lian small and medium businesses.”’

The Government is not planning to respond to this set
of recommendations as an early priority, and it will be
an area to watch in the future.

Office of the Privacy Commissioner

The Privacy Act provides for a regulator, the Privacy
Commissioner, and sets out the Commissioner’s role
and powers.*

The effectiveness of any regulatory framework depends
on both the nature of the law and on how it is en-
forced.”” In the past, the Act has been criticised by pri-
vacy advocates and others as being too “light touch” in
this area. While the ALRC states that it is aiming for
compliance rather than a punishment approach, its rec-
ommendations here amount to a significant strengthen-
ing of the Commissioner’s powers and while also in-
creasing accountability, via a new appeal process, to or-
ganisations and individuals. In particular, its
recommendations  include  that  the  Privacy
Commissioner:

B can be asked to make a formal determination in rela-
tion to a complaint and that such decisions can be
subject to a merits review by the Administrative Ap-
peals Tribunal;

B can, in formally determining a complaint, prescribe
the steps that an agency or respondent must take to
ensure compliance with the Act;

B seek a civil penalty in the Federal Court or Federal
Magistrates Court where there is a serious or repeated
interference with the privacy of an individual; and

B accept an undertaking that an agency or organisation
will take specified action to ensure compliance with a
requirement of the Privacy Act and to seek enforce-
ment through the courts if such an undertaking is
breached.

Overall these changes could be quite significant. They
have the potential to give individuals greater confidence

in the system, and to raise the profile of privacy within
organisations; after an initial strong business response
when the Privacy Act was extended in 2000 the issue has
fallen back on the agenda for many organisations. Con-
sumer and privacy advocates have cautiously welcomed
this set of recommendations and in particular have sup-
ported the strengthened role for the Privacy
Commissioner.

However, the resources available to the Commissioner
will be a key factor in whether these measures, if imple-
mented, are effective. This is particularly relevant given
the high dependence throughout the ALRC report on
guidance from the Privacy Commissioner’s Office which
is clearly likely to be a resource intensive activity.

The ALRC has also responded to international regula-
tory trends and is recommending that the Privacy Act
provide for data breach notification. It proposes that
government agencies and business organisations should
be required to notify individuals—and the Privacy
Commissioner—where there is a real risk of serious
harm occurring as a result of a data breach. Interest-
ingly, the ALRC amended its first proposals to set quite
a high bar before notification is required.

Business might have been expected to be wary about the
data breach provisions, particularly as Australia has not
suffered the sort of major security breaches that trig-
gered the introduction of data breach laws in the United
States. However, the Government’s announcement that
this issue will be a second phase issue may have taken
the heat out of the response.

Credit reporting provisions

The current Australian credit reporting rules are quite
specific and prescriptive and carry heavy penalties for
misuse of the system or credit reporting information.
Unlike credit reporting in some other jurisdictions, here
reporting is limited to “negative” reporting, that is very
basic facts about individuals, limited reporting about
loans applied for and negative events such as late repay-
ment etc. It is also strictly limited to credit and does not
cover other forms of reporting such as employment
record or retail tenancy history.

The ALRC makes recommendations on two levels.
Firstly, it seeks to simplify the regime by limiting specific
credit reporting rules to matters not addressed in the
UPPs; there is currently significant overlap. Secondly, it
recommends that in addition to the limited types of
“negative” information currently permitted, some addi-
tional categories of “positive” information should be al-
lowed to be added to an individual’s credit file, in order
to facilitate better risk management practices by credit
suppliers and lenders. The ALRC does seek legislation
requiring “responsible lending practices” as a condition
of some of the proposed changes.

The changes to the credit reporting provisions are very
significant; they change the emphasis of the system from
default reporting to more of a risk management. The
credit reporting sector has been seeking moves in this
direction for over ten years.

The ALRC’s recommendations have been generally well
received with one consumer group commenting that the
“credit recommendations represent a fair, sensible and
principled stance in the face of a massive and concerted
campaign by the credit industry” and the Australian
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Bankers Association saying that “ALRC has done an ex-
cellent job for the most part”.** #

However, the approach worked out in the ARLC process
is being challenged with some stakeholders saying the
recommendations do not allow the collection of suffi-
cient information to make a proper risk assessment.

Protection of a right to personal privacy

The ALRC has recommended that the Privacy Act
should provide for a private cause of action where an in-
dividual has suffered a serious invasion of privacy, in
circumstances in which the person had a reasonable ex-
pectation of privacy. It proposes that courts should be
empowered to tailor appropriate remedies, such as an
order for damages, an injunction or an apology. The AL-
RC’s recommended formulation sets a high bar for
plaintiffs, having due regard to the importance of free-
dom of expression and other rights and interests.

It recommendation is in part preemptive. It suggests
that in the absence of a statutory provision the courts
are in any event likely to proceed in this direction. It
sees this outcome is likely to lead to inconsistent and
fragmented privacy protection making it difficult for in-
dividuals to negotiate and for organisations, in particu-
lar media organisations to assess and manage their risk.

This set of recommendations has produced an aggres-
sive response. In particular Australian media organisa-
tions see the proposals as a threat to freedom of expres-
sion and are signalling a strong campaign if these pro-
posals proceed. The strength of the concern is
surprising given that the ALRC’s recommendation actu-
ally sets quite a high threshold before individual can
commence an action, there must be: a reasonable expec-
tation of privacy; and the act or conduct complained of
is highly offensive to a reasonable person of ordinary
sensibilities.*®

The responsible Minister, Senator Faulkner, has indi-
cated that this is not a priority area for implementa-
tion.?” As the ALRC indicates, this will not prevent the
courts from developing an approach if the issues are put
to it.

Conclusion

The ALRC’s recommendations, if adopted by the Gov-
ernment and legislated by the Parliament, are likely to
produce a useful updating of the Privacy Act. Most sig-
nificantly they potentially remove considerable complex-
ity from the framework; although this could still be rein-
troduced via regulations and by the extensive reliance
on guidance from the Privacy Commissioner to flesh out
the changes. The refinements to the privacy principles
for direct marketing and in relation to transborder data
flows go to major issues of concern for individuals. Also
very positive are the recommendations calling for the
strengthening of the Act’s enforcement provisions.

The ALRC inquiry has resulted in a valuable report of-
fering an extremely detailed analysis of the operation of
privacy law in the Australian context, including some of
the current thinking on the concept of privacy and cur-
rent privacy risks, and taking into account the views of a
very wide group of stakeholders.

The insights offered into the operation of an existing
privacy framework also have global relevance, the more

so because the current frameworks are being ques-
tioned, for example in the context of research being
funded by the United Kingdom Information Commis-
sioner mentioned earlier, the current focus by the Asia
Pacific Economic Conference on implementing its pri-
vacy framework and in calls by major US businesses for
that country to adopt a comprehensive privacy law. 2% 9

The question for the 21* century is going to be the du-
rability of a framework that remains embedded in the
thinking expounded in the 1980s by the OECD which is
built on simple information flows and the notion of giv-
ing individuals control of personal information via the
mechanisms of notice and consent. There is a growing
sense that such notions are simply inadequate in the
light of huge changes such as the Internet, the global
movement of personal information and developments
in information creation and use including behavioural
marketing, business analytics and joined up
government.
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