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7KH�GDWD�EUHDFK��WKH�FDWDO\VW�IRU�WKH�
,QGHSHQGHQW�5HYLHZ��RFFXUUHG�LQ�$XJXVW�
������DIWHU�D�PDQDJHU�LQDGYHUWHQWO\�
FOLFNHG�DQG�GUDJJHG�DQ�XQUHODWHG�HPDLO�VR�
WKDW�LW�EHFDPH�DQ�DWWDFKPHQW�WR�DQRWKHU�
PHVVDJH��7KH�XQUHODWHG�HPDLO�LQFOXGHG�D�
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ZLWK�D�UDQJH�RI�VRPHWLPHV�FRPSOH[�VKRUW�
DQG�ORQJ�WHUP�FODLPV��UHTXLULQJ�D�VXEVWDQWLDO�
DPRXQW�RI�KHDOWK�UHODWHG�DQG�SHUVRQDO�
LQIRUPDWLRQ�WR�EH�FROOHFWHG�DQG�DVVHVVHG�

2QH�$&&�FOLHQW�LQYROYHG��WROG�WKH�,QGHSHQGHQW�
5HYLHZHUV�WKDW�WKHUH�ZHUH����RWKHU�
DOOHJHG�EUHDFKHV��E\�WKH�$&&��RI�OHJLVODWLRQ��
JXLGHOLQHV�RU�FRGHV�

1HZ�=HDODQGoV�2ưFH�RI�WKH�3ULYDF\�
&RPPLVVLRQHU��23&���LQ�FRQMXQFWLRQ�ZLWK�WKH�
$&&�%RDUG��UHTXHVWHG�WKH�IRUPDO�UHYLHZ��E\�
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7KH�,QGHSHQGHQW�5HYLHZ�WHDPV�FRQGXFWHG�
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DQG�LWV�IXOO�UHSRUW�SXEOLVKHG�LQ�$XJXVW������
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7KH�VLJQLƭFDQW�GDWD�EUHDFK�KDSSHQHG�RQ�
��$XJXVW������EXW�GLG�QRW�EHFRPH�SXEOLF��
WKURXJK�WKH�QHZV�PHGLD��XQWLO�0DUFK������

7KH�,QGHSHQGHQW�5HYLHZHUV�IRXQG�WKDW�WKH�
EUHDFK�ZDV�FDXVHG�E\�pD�JHQXLQHq�KXPDQ�
HUURU��EXW�pFHUWDLQ�V\VWHPLF�LVVXHV�DV�ZHOO�
DV�FRQWULEXWLQJ�IDFWRUV�OHG�WR�WKH�EUHDFK�
DQG��LI�QRW�UHFWLƭHG��FRXOG�OHDG�WR�DGGLWLRQDO�
RFFXUUHQFHV�RI�VLJQLƭFDQW�SULYDF\�EUHDFKHVq�

7KH�5HSRUW�VDLG�WKHVH�V\VWHPLF��
LVVXHV�LQFOXGHG�

s����7HFKQRORJ\�DQG�EXVLQHVV�SUDFWLFH�LVVXHV��
LQFOXGLQJ�H[WHQVLYH�XVH�RI�VSUHDGVKHHWV�
IRU�PDQDJHPHQW�PRQLWRULQJ�DQG�
UHSRUWLQJ�SXUSRVHV�DQG�GHVNWRS�
FRQƭJXUDWLRQ�WKDW�DOORZV�PXOWLSOH�
PRQLWRUV�WR�EH�RSHQ�DW�DQ\�RQH�WLPH�

s����$�FXOWXUH�ZKHUH�WKH�LPSRUWDQFH�RI�
SHUVRQDO�LQIRUPDWLRQ�DQG�UHVSHFWLQJ�
LQGLYLGXDOoV�SHUVRQDO�LQIRUPDWLRQ�LV�QRW�
FRQVLVWHQW�DQG�LV�RIWHQ�GH�HPSKDVLVHG�
RYHU�GHDOLQJ�ZLWK�WKH�PDQDJHPHQW�RI�
WKH�FODLP�

s����3ULYDF\�PDQDJHPHQW��LQFOXGLQJ�ODFN�
RI�FOHDU�DFFRXQWDELOLW\�IRU�DGGUHVVLQJ�
SULYDF\�LVVXHV�ZKHQ�WKH\�DUH�UDLVHG�
�LQFOXGLQJ�LQYHVWLJDWLQJ�DQG�IROORZLQJ�
XS�RQ�LVVXHV��DQG�IRU�HQVXULQJ�WKDW�
FOLHQW�LVVXHV��LQFOXGLQJ�SULYDF\�PDWWHUV��
DUH�GHDOW�ZLWK�LQ�D�KROLVWLF�ZD\�
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7KH�LQGHSHQGHQW�UHYLHZHUV�IRXQG�WKDW�DQ�
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E\�$&&�KLJKOLJKWHG�V\VWHPLF�LVVXHV�WKDW�
LQFUHDVHG�WKH�OLNHOLKRRG�RI�WKH�EUHDFK�
RFFXUULQJ��LQFOXGLQJ�WKH�XVH�RI�GXDO�PRQLWRU�

VFUHHQV��H[WHQVLYH�XVH�RI�VSUHDGVKHHWV�IRU�
PDQDJHPHQW�UHSRUWLQJ��D�YDULDEOH�FXOWXUH�
LQ�UHJDUGV�WR�WKH�LPSRUWDQFH�RI�GHDOLQJ�
FDUHIXOO\�ZLWK�SHUVRQDO�LQIRUPDWLRQ��DQG�D�
ODFN�RI�FOHDU�DFFRXQWDELOLW\�IRU�DGGUHVVLQJ�
SULYDF\�LVVXHV�q

2WKHU�$&&�YXOQHUDELOLWLHV�KLJKOLJKWHG�E\�WKH�
LQGHSHQGHQW�UHYLHZHUV��ZHUH�WKDW�FXUUHQW�
ZRUN�SUDFWLFHV�DQG�WKH�ZLGH�UDQJH�RI�SROLFLHV�
DQG�SURFHGXUHV��KDG�OHG�WR�DQ�DG�KRF�
DSSURDFK�WR�PDQDJLQJ�SHUVRQDO�LQIRUPDWLRQ�

2WKHU�YXOQHUDELOLWLHV�LQFOXGHG�

s����6RPH�ZRUN�SUDFWLFHV��SK\VLFDO�ƭOH�
FRS\LQJ�DQG�GLVWULEXWLQJ�SK\VLFDO�ƭOHV�
LQ�UHVSRQVH�WR�DFFHVV�UHTXHVWV��DQG�
V\VWHP�GHVLJQ��VXFK�DV�RSHQ�DFFHVV�WR�
WKH�PDMRULW\�RI�FOLHQW�GDWD�RQFH�VWDƫ�
KDYH�DFFHVV�WR�WKH�FODLPV�PDQDJHPHQW�
V\VWHP��FDQ�UHVXOW�LQ�LQDSSURSULDWH�
GLVFORVXUH�RI�SHUVRQDO�LQIRUPDWLRQ�
ZKHQ�QRW�UHLQIRUFHG�E\�D�FXOWXUH�
ZKHUH�WKH�LPSRUWDQFH�RI�SHUVRQDO�
LQIRUPDWLRQ�LV�XQGHUVWRRG��ZKHUH�DOO�
VWDƫ�IHHO�ERWK�VXSSRUWHG�LQ�WKHLU�ZRUN�
DQG�DOVR�LQGLYLGXDOO\�UHVSRQVLEOH��ZKHUH�
VWDƫ�DUH�DZDUH�RI�WKH�ULVNV��DQG�ZKHUH�
VRXQG�PDQDJHPHQW�LV�DSSUHFLDWHG�DQG�
WKH�FRQVHTXHQFHV�RI�QRW�PDQDJLQJ�
SHUVRQDO�LQIRUPDWLRQ�DSSURSULDWHO\�DUH�
FOHDUO\�GHƭQHG��
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WR�HQVXUH�SULYDF\�LV�EXLOW�LQ�QRW�EXLOW�
RQ��DQG�DGYDQFHV�LQ�WHFKQRORJ\��VXFK�
DV�LQIRUPDWLRQ�SRUWDOV��FDQ�EH�XVHG�WR�
PDNH�SHUVRQDO�LQIRUPDWLRQ�DYDLODEOH�
WR�LQGLYLGXDOV�ZKLOH�VWLOO�HQVXULQJ�KLJK�
VWDQGDUGV�RI�DFFHVV�DQG�SURWHFWLRQ�RQ�
KRZ�WKH�LQIRUPDWLRQ�LV�DFFHVVHG�DQG�XVHG�
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DV�$&&��ZKRVH�LQWHUDFWLRQ�ZLWK�SHRSOH�DQG�
SHUVRQDO�LQIRUPDWLRQ�LV�FULWLFDO�DQG�FHQWUDO�WR�
WKHLU�IXQFWLRQ��HƫHFWLYH�SULYDF\�PDQDJHPHQW�
DQG�D�FXOWXUH�RI�UHVSHFWLQJ�SHUVRQDO�
LQIRUPDWLRQ�PXVW�EH�D�FOHDU�SULRULW\�DQG�
JLYHQ�DSSURSULDWH�VWUDWHJLF�LPSRUWDQFHq�

p7KH�LPSDFW�RI�WKH�LQIRUPDWLRQ�UHYROXWLRQ�
RQ�$&&�PHDQV�WKDW�WKH�YDOXH�RI�WKH�SHUVRQDO�
GDWD�LQ�LWV�FXVWRG\�LV�LQFUHDVLQJ�UDSLGO\��
ZLWK�D�FRPPHQVXUDWH�LPSDFW�RQ�WKH�ULVN�
H[SRVXUH�RI�$&&�ERWK�LQ�UHJDUGV�WR�GDWD�
EUHDFK�DQG�WKH�UHVSHFWIXO�PDQDJHPHQW�
RI�SHUVRQDO�GDWD��%RWK�SRLQW�WR�WKH�QHHG�
IRU�D�UHQHZHG�HPSKDVLV�RQ�JRYHUQDQFH�RI�
SHUVRQDO�GDWD�LQFOXGLQJ�LWV�ULVN�PDQDJHPHQW�q�
WKH�UHSRUW�VDLG�
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,Q�D�FOHDU�PHVVDJH�WR�DOO�LQVWLWXWLRQV��WKH�
,QGHSHQGHQW�5HYLHZHUV�VDLG�WKDW��p$Q�
RUJDQLVDWLRQoV�GDWD�QHHGV�WR�EH�SURWHFWHG�
E\�WKRURXJK�DQG�HƫHFWLYH�ULVN�PLWLJDWLRQ�
VWUDWHJLHV�WR�WKH�VDPH��RU�KLJKHU��OHYHOV�DV�
RWKHU�YLWDO�DVVHWVq��
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7KH�QDWXUH�RI�$&&oV�RSHUDWLRQV��WKH�QXPEHU�
RI�FRPSOH[�DQG�ORQJ�WHUP�FODLPV��FRPELQHG�
ZLWK�WKH�PDQXDO�QDWXUH�RI�PDQ\�RI�LWV�
SURFHVVHV�DQG�WHFKQRORJ\�V\VWHPV��KDV�
UHVXOWHG�LQ�$&&�KDYLQJ�D�KLVWRU\�RI�SULYDF\�
EUHDFKHV�DQG�FRPSODLQWV�q�WKH�5HSRUW�VDLG�

,QIRUPDWLRQ�LV�LQFUHDVLQJO\�WKH�PRVW�LPSRUWDQW�
DVVHW�LQ�DQ�RUJDQLVDWLRQ��DQG��ZLWKRXW�SURSHU�
PDQDJHPHQW��LV�D�UDSLGO\�HVFDODWLQJ�ULVN��
7KH�5HSRUW�KLJKOLJKWV�WKDW�JRRG�SULYDF\�
SUDFWLFH�KDV�WR�EH�WLJKWO\�LQWHJUDWHG�LQWR�WKH�
RSHUDWLRQV�RI�D�FRUSRUDWLRQ�DV�D�ZKROH�DQG�
QRW�VLPSO\�VRPHWKLQJ�DGGHG�RQ�

,Q�SUHVHQWLQJ�WKH�5HSRUW��,,6�DQG�.30*�
HPSKDVLVHG�pWKH�VLJQLƭFDQFH�RI�D�
FXOWXUH�DQG�HQYLURQPHQW�ZKHUH�SHUVRQDO�
LQIRUPDWLRQ�LV�YDOXHG��7KLV�PXVW�EH�
VXSSRUWHG�E\�DQ�DSSURDFK�WR�FRPSOLDQFH�
ZLWK�WKH�SULYDF\�SULQFLSOHV�WKDW�LV�HPEHGGHG�
ZLWKLQ�JRYHUQDQFH��OHDGHUVKLS��EXVLQHVV�
SURFHVVHV�DQG�V\VWHPVq��
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s����7UXVW��(QJHQGHU�WUXVW�ZLWK�\RXU�FLWL]HQV�
DQG�FXVWRPHUV�E\�GHYHORSLQJ�D�FXOWXUH��
SOXV�JRYHUQDQFH�DQG�OHDGHUVKLS�
VWUXFWXUHV�WKDW�VXSSRUW�D�SULYDF\�
SURJUDP�WR�SURWHFW�SHUVRQDO�LQIRUPDWLRQ��
,QGLYLGXDO�WUXVW�LQ�RUJDQLVDWLRQV�LV�
GLUHFWO\�UHODWHG�WR�WKH�OHYHO�RI�FRQWURO�
WKH\�KDYH�RYHU�WKHLU�LQIRUPDWLRQ��RU�WKH�
OHYHO�DW�ZKLFK�WKH�RUJDQLVDWLRQ�KDV�LW�
nXQGHU�FRQWUROo��

s����&XOWXUH��)RVWHU�DQG�GHYHORS�DQ�
RUJDQLVDWLRQDO�FXOWXUH�WKDW�HPSKDVLVHV�
UHVSHFW�IRU�LQGLYLGXDOV�DQG�WKH�SHUVRQDO�
LQIRUPDWLRQ�WKDW�LV�FROOHFWHG��VWRUHG�
DQG�XVHG��*LYH�WKLV�FXOWXUH�DSSURSULDWH�
VWUDWHJLF�LPSRUWDQFH�DQG�SULRULW\��

s����*RYHUQDQFH��,QFOXGH�SULYDF\�YLVLRQ�DQG�
VWUDWHJ\�DV�D�ERDUG�LPSHUDWLYH��7KH�
GDWD�\RXU�RUJDQLVDWLRQ�KROGV�QHHGV�WR�
EH�SURWHFWHG�E\�WKRURXJK�DQG�HƫHFWLYH�
ULVN�PDQDJHPHQW�VWUDWHJLHV�WR�WKH�VDPH�
�RU�KLJKHU��OHYHOV�DV�RWKHU�YLWDO�DVVHWV��
:LWKRXW�WKHVH�VWUDWHJLHV�LQ�SODFH��\RXU�
RUJDQLVDWLRQ�LV�DW�ULVN�RI�VLJQLƭFDQW�
UHSXWDWLRQDO�GDPDJH��

s����/HDGHUVKLS��$SSRLQW�D�PHPEHU�RI�
WKH�H[HFXWLYH�WR�EH�DFFRXQWDEOH�DQG�
UHVSRQVLEOH�IRU�SULYDF\��,PSOHPHQW�
PHFKDQLVPV�IRU�HQVXULQJ�WKDW�SULYDF\�
EHVW�SUDFWLFH�DQG�FRPSOLDQFH�LV�EXLOW�LQWR�
DOO�V\VWHPV��SURGXFWV�DQG�VHUYLFHV��

s����3ULYDF\�3URJUDP��%XLOG�D�SULYDF\�
SURJUDP�WR�VWUHQJWKHQ�SULYDF\�
PDQDJHPHQW�ZKLFK�PLQLPLVHV�GDWD�
EUHDFKHV��+DYH�VRXQG�UHVSRQVH�
VWUDWHJLHV�ZKHQ�WKH\�GR�RFFXU��5HGXFLQJ�
SULYDF\�EUHDFKHV�EHJLQV�ZLWK�DGGUHVVLQJ�
DOO�DVSHFWV�RI�LQIRUPDWLRQ�KDQGOLQJ�
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