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Executive Summary 

1. Executive Summary 
We live in an age in which every aspect of modern society is being transformed by the application of 
data. The extent to which individuals, businesses of all sizes and governments benefit from the data 
revolution rests upon three integral pillars: 

 The creation and adoption of technologies that enable innovative uses of data 

 Legal and policy environments that facilitate the free flow of data 

 Willing participation of all stakeholders in the global economy. 

New technologies and digital platforms have given rise to tremendous business opportunities. Over 
the past decade, information-based services have been a dynamic driver of economic growth. APEC 
Economies in particular have been strong contributors to and beneficiaries of these developments. 

On the other hand, APEC Economies have a mixed record with respect to fostering a data-friendly 
legal and policy environment. Some Economies have introduced restrictions on cross-border data 
flows, for both legitimate and questionable reasons. As this paper outlines, these policies can be 
categorised under data privacy and/or data localisation. 

There are significant trade and investment impacts when the free flow of data is impeded. At the 
same time, real and perceived issues relating to privacy and security have undermined public trust in 
the stewardship of data. A common goal between governments, businesses and NGOs should be to 
strengthen public confidence and participation in safe cross-border data flows. 

This paper draws attention to a number of policy concerns that are being discussed and the 
implications for the free flow of data across borders while protecting that data. With the emergence of 
new data-driven technologies, principles are needed to consider how best to deploy them in the 
context of existing and evolving legal and policy frameworks. The paper sets forth ten best practice 
principles that APEC Economies should use to guide the development of future proposals that would 
impact the free flow of data or the privacy of individuals: 

1. Free flow of data – Business data should flow freely by default. 

2. Uniform privacy protection – APEC Privacy Framework is to be upheld as the standard. 

3. Cost minimisation – Cost to every sector of the economy should be minimised. 

4. Proper allocation of risk – Risks should be allocated commensurate with the ability to bear them. 

5. Safe – Individuals are protected regardless of where their personal information is sent 

6. Simple and certain – Rules are simple to apply and enforce, and be consistent across borders. 

7. Flexible – Businesses should be accorded flexibility in upholding the required level of protection. 

8. Interoperable – Stakeholders should support regional frameworks and international standards. 

9. Transparent and collaborative – Decision-making should be open and consultative. 

10. Accountable – Businesses should be accountable for their stewardship of business data. 
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Introduction 

2. Introduction 

2.1 Background 

This paper explores issues that are arising for businesses in a rapidly evolving economic 
environment. The advent of the Internet and new technologies has massively expanded the global 
economy. It has presented businesses with the opportunity for greater efficiency and innovation 
through cross-border data flows. It has also resulted in the generation of exponentially increasing 
volumes of data, including data about individuals (personal information).  

This has brought with it increasing concern about the protection of business data (including personal 
information), both locally and when it moves between jurisdictions. Revelations about access to data 
by foreign governments for security and law enforcement and other purposes have increased 
business and government anxiety about information held or accessed offshore.  

Governments have responded by adopting privacy regimes to address the protection of locally held 
information as well as when it crosses borders. Some have also sought to localise data by requiring 
that some data be held locally and also restricting its movement out of the country. Businesses have 
also responded to market forces and some have voluntarily adopted more privacy-friendly and/or local 
solutions. 

In addition to domestic actions, this paper also acknowledges broader international developments that 
have a bearing on both trade and data protection, including, among others: 

 Existing and forthcoming free trade agreements such as the General Agreement on Trade in 
Services (GATS) and the Trans-Pacific Partnership Agreement (TPP) 

 Cooperative efforts such as the APEC Privacy Framework and the OECD’s Guidelines on the 
Protection of Privacy and Transborder Flows of Personal Data 

 International standards relating to information security and cloud computing. 

2.2 Purpose 

This paper aims to provide insights into: 

 The benefits of the free flow of information across borders 

 The fragmentation of data privacy laws and localisation requirements in the APEC region 

 The trade and investment impacts of both: 

o Excessive data privacy and localisation measures that restrict or prevent cross-border 
data flows 

o Inadequate measures to protect business data, leading to a growing trust deficit that 
hurts all stakeholders. 

The APEC Privacy Framework provides principles-based guidance on the appropriate protection of 
personal information, while recognising the importance of its free flow for economic and societal 
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Introduction 

growth. This paper is intended to complement this Framework with best practice principles in relation 
to cross-border flows of business data. 

The ultimate goal is to contribute to strategic thinking about the measures APEC Economies take to 
facilitate the free flow of data across borders while protecting that data. 

2.3 Scope 

2.3.1 Law and policy 

The key issue to be discussed in this paper are the impediments to the flow of business data that can 
arise from: 

 Data privacy – diverse privacy regimes among Economies with rules for how personal 
information is managed and in particular how it may flow to other jurisdictions 

 Data localisation – legal and policy requirements that have the effect of restricting and 
sometimes preventing business data flow outside of the Economy. 

The key focus in relation to privacy regimes is legislation. In the case of localisation the issue is more 
complex and can involve legislation as well as the policies of both governments and businesses. 

2.3.2 Business data flows 

This paper bridges privacy and trade issues by referring to business data flows. It recognises that 
business data is essential to global trade, while noting that the term also carries privacy implications 
when the data relates to information about individuals, as outlined below. 

The definition of ‘business data’ is based on ABAC’s work on cross-border data flows, that is: 
“operational business data that support organisational decisions or that sustain administrative 
functions.”1 Within this definition there are different kinds of data, including:2 

 Corporate data – data about the company including financial data, transactional data, accounts, 
performance metrics and statistics, plans and other documents 

 End-customer data – data about individuals including name, contact details, government 
identifiers, profiles, bank accounts, credit reports, etc 

 Human resources data – data about employees including name, contact details, salaries and 
competencies, etc 

1 APEC Business Advisory Council (ABAC), Promotion of Data Flows to Strengthen Access to Finance and 
Regional Financial Architecture (2012). 
2 National Board of Trade (Sweden), No Transfer, No Trade – the Importance of Cross-Border Data Transfers for 
Companies Based in Sweden (January 2014). 
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 Merchant data – data about other companies including contact and other information, business 
intelligence, transaction data, etc 

 Technical data – data about products, services, and solutions technical, including operational 
details. 

Business data can flow in a number of ways, including server-to-server processes, email and other 
platforms for data sharing, access to Internet sites, telecommunications, and movement of physical 
media. For the purposes of this paper, the word ‘transfer’ is sometimes used to describe cross-border 
data flows. This refers broadly to the physical movement of data as well as remote access to (and 
corresponding disclosure of) data. 

2.3.2.1 Personal information 

In relation to end-customers and human resources, business data can amount to personal 
information, from which privacy issues may arise. The APEC Privacy Framework defines personal 
information as “information about an identified or identifiable individual.”3 Personal information can be 
placed into four categories, depending on how it originated:4 

 Provided – Data that comes from direct actions taken by an individual, for example by filling out 
forms, using a business platform, etc; these often include official information such as names, 
account numbers and government identifiers 

 Observed – Data that is observed by others and recorded in a digital format, for example, 
location data, browsing history, demographics, transactional data, etc 

 Derived – Data generated from other data based on mechanical calculations, for example, 
customer profitability score based on the ratio between number of visits and items bought 

 Inferred – Data generated by probability-based analytic processes, for example, insurance and 
credit ratings, health diagnostics, etc. 

2.3.2.2 Data anonymisation 

To protect individuals’ privacy and avoid the application of data privacy laws, many businesses 
engage in data anonymisation – that is, taking steps to turn personal information into non-identifying 
information. These steps include data masking, which involves the removal of primary identifiers 
(such as names and government identifiers), as well as data de-identification, which involves the 
removal of quasi-identifiers (such as dates of birth, postcodes, and IP addresses). 

3 APEC Secretariat, APEC Privacy Framework (2005), p 5. 
4 See OECD Working Party on Security and Privacy in the Digital Economy, Summary of the OECD Privacy 
Expert Roundtable (21 March 2014). 
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Introduction 

There is currently a robust debate with respect to the feasibility of data anonymisation.5 With the 
proliferation of databases and analytical power today, businesses must be more careful than ever with 
the anonymisation techniques they employ. Going forward, it will be helpful for businesses to take 
note of the US Federal Trade Commission’s guidance in relation to de-identified data:6 

 Take reasonable measures to de-identify the data 

 Make a public commitment not to try to re-identify it 

 Contractually prohibit downstream recipients from trying to re-identify the data. 

 

 

 

Figure 1: Conceptualising business data and personal information 

2.3.3 Data stewardship 

The risks and stakeholder interests may vary depending on the circumstances and the nature of the 
information. For example, businesses may place great importance on their corporate data that is not 
necessarily meaningful for a typical customer. At the same time, individuals care about and value their 
own personal information in a way that may exceed the value a third party places in it. 

Notions of ownership are not very helpful in determining rights or obligations in relation to business 
data. By describing businesses as having stewardship of data, we recognise the complex nature of 

5 See, eg, Ann Cavoukian and Daniel Castro, Big Data and Innovation, Setting the Record Straight: De-
identification Does Work (June 2014); Arvind Narayana and Edward W. Felten, No silver bullet: De-identification 
still doesn’t work (July 2014). 
6 Federal Trade Commission, Protecting Consumer Privacy in an Era of Rapid Change: Recommendations for 
businesses and policymakers (March 2012). 

Personal information 

 Personal interactions 

Business data 

 Identity 

 Contact details 

 Ratings & profiles 

 Employment 

 Health 

 Public records 

 Online and offline 
activity (metadata) 

 Contextual 
information 

 Content (produced 
and consumed) 

 Communications 

 Corporate data 

 Merchant data 

 Technical data 

23 January 2015 Information Integrity Solutions Pty Ltd 5/60 

                                                      



Introduction 

their rights and obligations. For example, consumers or governments may also have rights in relation 
to business data in certain circumstances. 

Approaches to managing the issues relating to protection and free flow of business data therefore 
cannot take a one-size-fits-all approach. Personal information requires careful consideration to reflect 
the strong interest that consumers have in its appropriate management, including the potential 
economic impact should this interest not be addressed appropriately. 

2.3.4 Interoperability 

Interoperability is the ability to make systems and organisations work together. While the term 
originally arose in the context of information technology and systems engineering services, common 
understanding now takes into account social, political, and organisational factors that impact system-
to-system performance.  

This paper examines the extent of interoperability in the legal and policy frameworks of APEC 
Economies and the implications for cross-border data flows. 

2.3.5 Kinds of business affected 

The issues relating to privacy, localisation and free flow of data do not just apply to large multinational 
companies. The Internet has also enabled small and medium enterprises (SMEs) to operate 
internationally. Any restrictions on cross-border data flows will be acutely felt by SMEs as they have 
fewer resources to handle barriers and rely more on digital solutions. 7 Furthermore, even locally 
operating businesses are affected, to the extent that they can (or cannot) leverage the myriad 
information-based services and solutions that have a foreign component. 

Today, every business from every sector has been touched by developments in the global digital 
economy. Consequently, restrictions to the free flow of data will affect businesses involved in health, 
manufacturing, education, finance, energy, information technology, media and communications, 
travel, insurance, logistics, and retail, to name just a few. 

  

7 National Board of Trade (Sweden), No Transfer, No Trade, p 9. 
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3. Impact of Data Flows on Business Opportunities 
New technologies and digital platforms have transformed the way businesses operate: 

 Enabling business of any size to enter and compete in global markets 

 Creating and streamlining global value chains 

 Enhancing business innovation and value creation through the vast generation and analysis of 
data – information has become a key asset class 

 Introducing more efficient business practices: 

o Reliance on digital platforms for routine operations – for example, collection, processing, 
and exchange of data; communications; marketing; commerce; research; maintenance 

o Accessibility of data about clients and employees 

o Providing 24/7 help and inquiry lines 

o Outsourcing operations to places that can provide better quality / lower cost 

 Allowing individuals to access data, credit and services from anywhere, and to work remotely 

 Storing data in a number of geographic locations for redundancy and recovery management 

 Revolutionising customer interaction and meeting rapidly changing customer expectations 

 Creating new business models based on social, location, and mobile (SoLoMo), as well as Big 
Data, the Internet of Things and the trade in digital products. 

All of these potential impacts are driving demand for constant, reliable access to data, with an 
increasing number of businesses deriving their revenue primarily or solely from digital transactions. 
Many of these activities also rely on the free flow of business data across borders. 

3.1 Quantifying the impact 

Using diverse methods including surveys, modelling and statistical analyses, a host of research points 
to the increasing significance of information technology and digital trade. Some highlights include: 

 SMEs with a strong Internet presence performed more than twice as well than those without on 
measures of growth, exports and job creation8 

 Computer and information services was the most dynamic services sector between 2005 and 
2012, with an average annual growth in exports of 14 per cent9 

8 McKinsey Global Institute, Internet Matters: The Net’s Sweeping Impact on Growth, Jobs and Prosperity (May 
2011). 
9 World Trade Organisation, International Trade Statistics 2013 (2013). 
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 In 2014, worldwide business-to-consumer e-commerce sales will increase by 20.1 per cent to 
$1.5 trillion, with Asia-Pacific taking over from North America as the largest regional e 
commerce market10 

 There will be nearly 3 billion Internet users by the end of 2014, with 90 per cent of the 
unreached residing in developing countries that are rapidly adopting mobile-cellular 
technology11 

 Global mobile data traffic is predicted to increase nearly 11-fold between 2013 and 2018 at a 
compound annual growth rate of 61 per cent, with two-thirds of that traffic being accounted for 
by Asia-Pacific and North America.12 

3.2 Case studies 

In addition to big picture research, the benefits of the free flow of data can be illustrated by the 
following concrete examples:13 

Cross-border commerce – SMEs leverage eBay’s online marketplace and payment platform 

eBay Inc provides an online marketplace and payment platform for SMEs across the APEC region. 
Using this Internet platform lowers the barrier to entry for SMEs by giving them access to more than 
150 million global buyers without having to establish physical operations in other countries. In 2012 
this enabled US$175 billion worth of commerce, and is projected to grow to US$300 billion in 2015. 
None of this would be possible without the free flow of data. This will become even more apparent as 
trade in digital goods and services increases. 
 

Fraud detection – MasterCard relies on global data flows to protect customers and build trust 

MasterCard is continually working to ensure the safety and security of its global payments network. 
Fraud patterns are not limited by national boundaries. Therefore, to build effective fraud models and 
gain the necessary insights for fraud prevention, it is necessary to collect and share payment data 
from across the globe. Effective anti-fraud tools that depend on the free flow of data are essential to 
build and strengthen consumers’ trust in the digital economy, develop commerce and drive economic 
growth. 

 

10 eMarketer, ‘Global B2C Ecommerce Sales to Hit $1.5 Trillion This Year Driven by Growth in Emerging Markets’ 
(3 February 2014) <http://www.emarketer.com/Article/Global-B2C-Ecommerce-Sales-Hit-15-Trillion-This-Year-
Driven-by-Growth-Emerging-Markets/1010575>. 
11 United Nations International Telecommunications Union, ‘ITU releases 2014 ICT figures’ (5 May 2014) 
<http://www.itu.int/net/pressoffice/press_releases/2014/23.aspx#.U2gOyvldXIM>. 
12 Cisco, ‘Cisco Visual Networking Index: Global Mobile Data Traffic Forecast Update, 2013-2018’ (5 February 
2014) <http://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-
vni/white_paper_c11-520862.html>. 
13 See Appendix F for full case studies. 
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Mobile payments – Cross-border data flows enable payment security and innovation for Visa 

Visa’s global processing network, VisaNet, is the world’s largest retail processing network, facilitating 
more than US$63 billion. The economies of scale that exist in VisaNet yield cost savings that allow 
Visa to continue investing in state-of-the-art technology to protect the integrity, security and 
confidentiality of data. Depending on cross-border data flows, VisaNet enhances support for 
international clients and allows Visa to provide innovative solutions such as Visa Checkout, Visa 
Token Service and Host Card Emulation that help to grow e-commerce and m-commerce globally. 
 

Entertainment on-the-go – Sony offers an array of services worldwide via its digital platforms 

Today, widespread broadband connectivity allows individuals to access a range of entertainment 
options from anywhere and at any time. Sony Group operates the PlayStation Network for their 
customers to access PlayStation games, as well as the Sony Entertainment Network, which allows 
53 million global active users to access movies and songs and to share digital content. Sony relies on 
the free flow of data across borders to provide the best experience for their users. Fragmentation 
would compromise security and reliability, while greatly increasing maintenance costs and efforts. 
 

Industrial equipment – Komatsu uses the connected Internet of Things to manage its fleet 

Komatsu Limited uses Komtrax (Komatsu Machine Tracking System) to transmit data about its 
mining and construction equipment such as location, fuel consumption and maintenance records to 
its computer center for analysis, maintenance, planning and optimisation. The enhancement of 
Komatsu’s products through continuing services (also known as ‘servicizing’) depends on global data 
transfers for its remote operation. In 2013, more than 300,000 units were operating with Komtrax 
service contracts, offering bidirectional benefits for both Komatsu and the owners of the equipment. 
 

Professional services – Deloitte relies on free flow of data to seamlessly serve clients globally 

The marketplace for professional services demands a borderless approach from service providers. 
Deloitte strives to deliver seamless, adept and professional service using a coordinated network of 47 
member firms operating in more than 150 countries and territories. The movement of data by Deloitte 
member firms to communicate with and serve clients around the world as well as to access Deloitte 
talent is critically important to their shared success. Deloitte faces complex and sometimes costly 
decisions as it continuously reviews available mechanisms to facilitate and safeguard data transfers.  
 

Banking – To meet customers’ needs, National Australia Bank must operate across borders 

NAB’s business customers need to be able to transact into and out of Australia, while many of its 
personal customers travel between, or have ties with, other nations. Cross-border issues therefore 
affect NAB deeply, in particular having to deal with differences between jurisdictions in data handling. 
This is true of both personal information as well as other business data, such as those used in 
financial products including trade in derivatives. Cross-border consistency in data handling 
requirements will simplify financial trade and increase the opportunity to innovate. 

 

  

23 January 2015 Information Integrity Solutions Pty Ltd 9/60 



Impact of Data Flows on Protection of Business Data 

4. Impact of Data Flows on Protection of Business Data 
At the same time as business operations have transformed, there have been rising concerns about 
whether business data, especially personal information, is adequately protected. While once the focus 
was almost entirely on how business data is managed locally, globalisation and the ever-increasing 
movement of data across borders have heightened these concerns. These concerns have been 
compounded by revelations of foreign law enforcement activity and government surveillance. 

New technologies enable businesses and governments to collect and use data in novel and 
interesting ways. However, without proper governance and risk management, business data is 
subject to both internal mishandling and external threats: 

 Data misuses – for example, the sale of information to third parties without considering the 
rights of data subjects 

 Data uses that are technically legal but nevertheless cause public outcry and mistrust – due to 
insufficient consideration of context, ethics and individuals’ expectations 

 Data uses involving sophisticated algorithms that adversely discriminates against individuals 
with no accompanying transparency or control – for example, calculating insurance/credit score 
from aggregated behavioural data 

 High profile security breaches and loss of data – resulting from both internal accidents and bad 
actors, as well as malicious external attackers 

 Poor recovery after failures and lack of accountability when data breaches occur. 

4.1 Data security 

Data breaches have become a worryingly mainstream phenomenon. Following the Target breach in 
late 2013 in which external hackers stole customer information of 70 million individuals and credit card 
numbers of 40 million individuals,14 2014 continued the trend: 

 Personal credit ratings firm Korean Credit Bureau suffered a data breach that compromised the 
names, social security numbers and credit card information of 20 million South Koreans, one of 
the biggest in the country’s history15 

 JPMorgan Chase, the largest bank in the US, suffered a major cyber-attack that compromised 
the accounts of 76 million households and seven million small businesses16 

14 Bloomberg Businessweek, ‘Missed Alarms and 40 Million Stolen Credit Card Numbers: How Target Blew It’ (13 
March 2014) <http://www.businessweek.com/articles/2014-03-13/target-missed-alarms-in-epic-hack-of-credit-
card-data>. 
15 BBC News, ‘Credit Card Details on 20 Million South Koreans Stolen’ (20 January 2014) 
<http://www.bbc.com/news/technology-25808189>. 
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 Late in the year, Sony Pictures suffered a cyber-attack that revealed the social security 
numbers and salary information of current and former staff, as well as sensitive business data 
including communications between senior executives and details of upcoming projects.17 

In many of these cases the perpetrators were reported to be likely based overseas. They highlight 
that malicious outsiders are not deterred by the location in which data resides. In reality, data security 
is much more dependent on specific measures rather than where the data is stored. Nevertheless, 
these incidents do underscore that with increasing global connectedness comes a corresponding 
need for better data protection. Unless businesses and governments make a sustained effort to 
address this, ongoing data breaches will continue to erode public trust and undermine the legitimate 
case for unrestricted data flows. 

4.2 Data privacy 

Going beyond data security, the emergence of data-driven initiatives that leverage social, location-
based and mobile elements has caused controversy in recent years. A host of companies have been 
scrutinised and sometimes penalised by regulators for overstepping the boundaries in how personal 
information is collected, used and shared.  

Failure to adequately consider and address public expectations about privacy can have major 
business consequences, even if no laws are breached. A high profile example is inBloom, a non-profit 
organisation that was a leader in the burgeoning field of personalised learning in the US education 
system. InBloom built infrastructure to collect, share and analyse student data from participating 
schools. Even as inBloom touted its privacy and security measures, there were widespread concerns 
over the amount and sensitivity of the information it was collecting, as well as how the information 
would be protected by each player in the data ecosystem. Under public pressure, the organisation 
shut down in April 2014. 

As a result of both real and perceived issues relating to data security and privacy, there has been 
increasing community concern and loss of trust in the stewardship of data. Some governments and 
businesses are becoming aware of this trust deficit and are taking steps to address it. 

  

16 The New York Times, ‘JPMorgan Chase Hacking Affects 76 Million Households’ (2 October 2014) 
<http://dealbook.nytimes.com/2014/10/02/jpmorgan-discovers-further-cyber-security-
issues/?_php=true&_type=blogs&_r=0>. 
17 The Verge, ‘Sony Pictures Hacked: The Fully Story’ (8 December 2014) 
<http://www.theverge.com/2014/12/8/7352581/sony-pictures-hacked-storystream>. 
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Government and Business Response to Increasing Data Flows 

5. Government and Business Response to Increasing 
Data Flows 

This chapter describes the actions governments and businesses have taken in response to ever-
increasing data flows. This provides the basis for the following chapter, which examines the trade and 
investment impacts of inefficient data privacy and excessive localisation measures. 

5.1 Government response 

Governments benefit directly from the adoption of new technologies and the free flow of data for 
internal functions and service delivery, as well as indirectly through the resulting innovations that 
enrich both the economy as well as people’s lives. Nevertheless, competing interests and priorities 
may lead to policies and regulations that curtail the free flow of data. Curtailments come in two 
categories: 

 Data privacy – different rules regarding protection of personal information, including conditions 
placed upon cross-border data flows 

 Data localisation – legal and policy requirements that have the effect of restricting and 
sometimes preventing business data flow outside of the country. 

5.1.1 Data privacy 

Balancing the protection of personal information with ever shifting technological developments and 
business needs has been on the international agenda since the OECD’s 1980 Privacy Guidelines.18 

Similarly, as noted in the preamble to the APEC Privacy Framework, “[t]he lack of consumer trust and 
confidence in the privacy and security of online transactions and information networks is one element 
that may prevent member Economies from gaining all of the benefits of electronic commerce. APEC 
Economies realise that a key part of efforts to improve consumer confidence and ensure the growth of 
electronic commerce must be cooperation to balance and promote both effective information privacy 
protection and the free flow of information in the Asia Pacific region.” Hence the APEC Privacy 
Framework “aims at promoting electronic commerce throughout the Asia Pacific region, is consistent 
with the core values of the OECD’s 1980 Privacy Guidelines ... and reaffirms the value of privacy to 
individuals and to the information society.”19 

The OECD Privacy Guidelines and the APEC Privacy Framework are reflected in many data privacy 
laws today.20 

18 These guidelines were updated in 2013. See OECD, Recommendation of the Council Concerning Guidelines 
Governing the Protection of Privacy and Transborder Flows of Personal Data (July 2013). 
19 APEC Secretariat, APEC Privacy Framework (2005), p 3. 
20 See Appendices A and B. 
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5.1.1.1 Privacy regimes in APEC region 

The earliest adopters of cross-sectoral data privacy laws in the APEC region were predominantly 
English-speaking jurisdictions with strong legal traditions, such as Australia (1988), New Zealand 
(1993), Hong Kong (1995) and Canada (2000). Chile was the first APEC Economy in South America 
to enact a data privacy law, in 1999. Japan (2003), Russia (2006) and Mexico (2010) added to the 
tally over the next decade. 

Transformative technologies in computing and networking proliferated throughout the 2000s, leading 
the World Economic Forum in January 2011 to herald personal information as “a new asset class” 
that will touch all aspects of society.21 Like oil, governments saw that the production and flow of 
personal information presented enormous business opportunities. At the same time, personal 
information also required proper protection and governance, as consumer awareness and concern 
increased. This sets the context for the acceleration of data privacy laws around the world in the 
current decade, including within the APEC region: Peru (2011), the Republic of Korea (2011), the 
Philippines (2012), Chinese Taipei (2012), Malaysia (2013) and Singapore (2014). Notably, five of the 
six Economies are located in the fast-growing East Asia region.22 

 

Figure 2: Number of national data privacy laws in APEC entering into force by year. 

Four APEC Economies have sectoral privacy guidelines or laws: China, Indonesia, the United States, 
and Vietnam. In the United States, they are supplemented by consumer protection laws that prohibit 
deceptive or unfair acts or practices, as well as self-regulatory schemes in a range of areas including 
advertising and connected cars. 

21 World Economic Forum, Personal Data: The Emergence of a New Asset Class (January 2011). 
22 See Appendix C for full list of jurisdictions. 
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Three APEC Economies currently lack privacy laws: Brunei Darussalam, Papua New Guinea, and 
Thailand. 

5.1.1.2 Variability in data protection rules 

Given the prominence of privacy as an issue in today’s technological environment, data privacy laws 
serve not only to protect individuals but also as a signal to other countries that the present jurisdiction 
is a safe place to send personal information.  

At a high level, the core obligations for businesses with respect to personal information are 
substantially similar among many of the Economies – provide notice that sets out the purpose of 
collection; only use and disclose the information for the purpose for which it was collected; obtain 
consent for other uses; grant access and correction rights; maintain data security; and keep data for 
only as long as necessary to fulfil the original purpose(s). There are many detailed variations among 
the Economies – for example, when consent is needed and how it must be obtained, the length of 
time the personal information may be retained and whether and how individuals may access the 
information.  

The main impact on business operations is that multi-jurisdictional businesses with a local presence 
must dedicate significant time and resources to deal with these variations. Some data privacy laws 
also introduce additional obligations that businesses operating in these Economies should take note 
of: 

 Explicit requirements to implement similar but not identical privacy policies and practices – 
Australia, Canada, Mexico, and Singapore 

 Appoint person responsible for privacy compliance – Canada, Chile, Japan, the Philippines, 
New Zealand, Singapore, and Republic of Korea 

 Data breach notification – Mexico, the Philippines, Republic of Korea, Chinese Taipei, and the 
United States (at the individual state level). 

These local differences bring to light one of the deficiencies in the APEC Privacy Framework: it is a 
voluntary statement of aspirations that, like other APEC initiatives, is not binding on APEC 
Economies. As a consequence, the local variations persist even though APEC leaders have 
committed to the Framework. The APEC Cross-Border Privacy Rules system (discussed in greater 
detail below), which is intended to facilitate cross-border data flows, does not override local variations. 

There is also considerable uncertainty as to how data privacy laws will be interpreted and enforced, 
especially in Economies where they were only recently introduced. Some Economies also impose 
hefty penalties for contraventions – individuals may be imprisoned for up to three years in the 
Philippines, while body corporates can be fined up to AU$ 1.7 million (US$ 1.5 million) in Australia. 
Taken together, there is the real possibility that without further clarity and guidance for businesses, 
some of these laws will have a de facto localisation effect. 

5.1.1.3 Variability in cross-border data flow rules 

A key objective for both the OECD and APEC privacy frameworks is that personal information should 
not only be protected but also is able to flow freely across borders. The implementation of this 
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objective within national laws has not yet lived up to these aspirations. The current picture is fractured 
– each Economy has its own combination of rules for cross-border data flow. These variations can be 
broadly divided into three categories:23 

1. Business requirements to be met before transfer, such as: 

o Obtain informed consent from the data subject 

o Establish need to fulfil a contract on behalf of the data subject 

o Verify that the receiving jurisdiction provides a comparable level of protection to the local 
law 

2. Business requirements to be met during transfer, such as: 

o Take reasonable steps (typically contractual clauses) to ensure that the receiver is 
providing a comparable level of protection to the local law 

o Remain responsible and liable for the personal information that is being handled by the 
overseas recipient 

o When transferring personal information within the same corporate group, ensure that 
there are shared processes and policies for the protection of that data 

3. Provisions that allow the privacy regulator or relevant government authority to stop the transfer 
after it has commenced. 

The most common measures relied on by businesses to meet the requirements of the various privacy 
laws are consent and protection through appropriate contractual clauses, notwithstanding other 
avenues such as ‘legitimate processing’ or ‘related secondary purpose’ concepts in some privacy 
laws. Both have significant drawbacks.24 It is becoming increasingly cumbersome – in some cases, 
infeasible – to collect and keep track of consent for every individual, and there is always the risk that 
consent may be revoked. Standard contractual clauses represent a bureaucratic burden with 
diminishing utility as the volume and complexity of data flows increase. Executing a contract on behalf 
of an individual (for example, sending personal information overseas to process an order or make a 
booking) is relatively burden-free, but this constitutes a limited circumstance. 

5.1.1.4 International cooperation 

APEC has taken active strides in the past 15 years to promote cooperation between Member 
Economies on data privacy and cross-border data flows. In addition to the APEC Information Privacy 
Principles, the APEC Privacy Framework provides guidance for Economies in developing appropriate 
domestic policies, improved cooperation between government agencies and regulators in the region, 

23 See Appendix D for full list of countries. 
24 US Chamber of Commerce and Hunton & Williams, Business Without Borders: The Importance of Cross-
Border Data Transfers to Global Prosperity (May 2014), pp 19-20. 
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and a shared vision to develop a mechanism for accountable cross-border data flows within the APEC 
region. This vision came to fruition with the Cross-Border Privacy Rules (CBPR) system.  

Introduced in November 2011, the CBPR system comprises: 

 Internal rules voluntarily adopted by organisations (and on behalf of their subsidiaries/affiliates) 
for a uniform approach to the management of personal information 

 Privacy protection in line with the APEC Privacy Framework in addition to any local 
requirements 

 Accountability Agent(s) in participating Economies to certify the organisations’ rules, monitor 
and enforce compliance, and resolve disputes between individuals and organisations 

 The Cross Border Privacy Enforcement Arrangement (CPEA) between Privacy Enforcement 
Authorities in relation to privacy investigations and enforcement matters, in particular where 
‘first line’ enforcement by Accountability Agents has not resolved the issue. 

The system allows a CBPR-certified organisation in one participating Economy to transfer personal 
information to a CBPR-certified organisation (including but not limited to companies in the same 
corporate group) in another participating Economy, with the following benefits: 

 The privacy processes and policies of both organisations will have been independently 
certified, so individuals can have increased confidence in the safety of their personal 
information 

 Cross-border cooperation between Accountability Agents and PEAs means that individuals will 
be able to seek redress regardless of where their data has been transferred within the 
participating APEC Member Economies 

 Organisations no longer need to adopt burdensome contractual clauses or other legal 
measures for each transfer that they make. 

While all APEC Economies have endorsed the CBPR system, take-up has been slow. Currently three 
Economies (the United States, Mexico and Japan, with Canada on the way), one Accountability Agent 
(TRUSTe) and a small but growing number of companies (including IBM, Merck and Apple) are 
participating in the system. Going forward, sustained efforts are required on the part of both CBPR 
policymakers to raise awareness, as well as for businesses with international ambitions to explore the 
benefits of participation. As with any network effect, once more players come on board, the value and 
appeal of the system will increase accordingly. 

The CBPR system is one of two existing regional mechanisms for cross-border data flows. The other 
is EU’s Binding Corporate Rules (BCR) system, which allows multinational companies with a 
presence in Europe to send personal information about European citizens to members of the same 
corporate group, located in other parts of the world. The entire corporate group must adopt the same 
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internal rules for the protection of personal information that are approved and enforced by the relevant 
EU Data Protection Authorities. 

There are clear parallels between BCRs and CBPRs,25 and efforts are currently underway between 
the EU’s Article 29 Working Party and APEC’s Data Privacy Subgroup to facilitate increased 
cooperation between the two systems. The most tangible result so far was the joint release in March 
2014 of a referential document on requirements for BCRs and CBPRs.26 The referential does not 
provide mutual recognition, but rather serves as an informal “pragmatic checklist” that identifies the 
separate and overlapping requirements for organisations seeking certification under one or both 
systems. 

While a truly global framework for safe and efficient cross-border data flows remains a far-off 
prospect, BCRs and CBPRs are logical starting points given the economic and geopolitical 
significance of the regions they represent. The referential represents a small but important step 
towards global interoperability. 

5.1.2 Data localisation 

An even greater threat to the free flow of data is data localisation, which refers to measures that have 
the effect of restricting or preventing data from moving offshore.27 There are a variety of motivations, 
both explicit and implicit, for governments to mandate localisation.  

Broadly speaking they fall under one or more of the following: 

 Concerns about the privacy and security of data sent overseas, as well as data integrity (such 
as having local backups) 

 Protection and support of local commerce, including to encourage local providers of information 
services such as cloud computing platforms 

 Exercise control of data for national interest and other governmental purposes – for example, 
facilitating law enforcement access. 

Data localisation can take the form of explicit requirements on businesses to use local infrastructure, 
such as data servers, as a condition for providing digital services within the country. It is also 
expressed through policies that mandate local storage requirements for various sectors and 

25 Information Integrity Solutions, Towards a Truly Global Framework for Personal Information Transfers 
(September 2013) <http://www.iispartners.com/downloads/IIS%20CBPR-BCR%20report%20FINAL.pdf>. 
26 Article 29 Data Protection Working Party, Opinion 02/2014 on a referential for requirements for Binding 
Corporate Rules submitted to national Data Protection Authorities in the EU and Cross Border Privacy Rules 
submitted to APEC CBPR Accountability Agents (27 February 2014). 
27 Stephen Ezell, Robert D. Atkinson and Michelle Wein, Localization Barriers to Trade: Threat to the Global 
Innovation Economy (25 September 2013). 
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industries. Below is a snapshot of data localisation practices that APEC Economies either have 
implemented or are planning to implement.28 

5.1.2.1 Local infrastructure requirements 

Indonesia’s Government Regulation No. 82 of 2012 requires “electronic system operators for public 
service” to set up a data centre and disaster recovery centre in Indonesian territory. The term is 
broadly defined and appears to apply to any business that operates an electronic system. Less 
ambiguously, a draft regulation on technical guidelines for data centres will mandate the use of local 
data centres for any institution that provides information technology-based public services, from 
“search engine giants like Google and Yahoo” to “hotels, banks and airlines services.”29 

Vietnam’s Decree No. 72, which became effective on 1 September 2013, requires organisations 
providing “general information websites”, social networking, content services via mobile networks, and 
online gaming services to have at least one server system located in Vietnam. 

5.1.2.2 Local data storage requirements 

Australia began rolling out its personally controlled electronic health records (PCEHR) system in July 
2012. The implementing legislation provides that all health information used for the PCEHR system 
must be held in Australia. 

Several Economies have rules relating to the localisation of financial data. For example, New 
Zealand’s Inland Revenue Service issued a notice in 2010 advising that business records must be 
stored in data centres physically located in New Zealand. The People’s Bank of China issued a notice 
in 2011 prohibiting banks from storing and processing financial data outside of China. 

The Russian Parliament recently passed a bill requiring data operators to store personal information 
of Russian citizens on servers located inside the country. The law will impact foreign companies that 
offer services within Russia. Originally due to enter into effect 1 September 2016, legislators are 
seeking to push this forward, with a proposal of 1 September 2015 having passed the lower chamber 
of the Russian Parliament. 

5.2 Business response 

5.2.1 Data privacy 

The public’s awareness of and concern over privacy issues has triggered responses not only from 
governments and regulators, but businesses as well. Privacy is now a competitive feature and 

28 See Appendix E for an expanded list of data localisation in APEC Economies. 
29 Jakarta Globe, ‘Web Giants to Build Data Centers in Indonesia?’ (15 January 2014) 
<http://www.thejakartaglobe.com/news/web-giants-to-build-data-centers/>. 
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differentiator of information services including messaging, cloud storage, search and more.30 

This is not a niche phenomenon – established technology companies are also taking big strides. Even 
as Google and Facebook seek to innovate with their ever-growing troves of data, they have worked to 
provide increased transparency and control for the end-user. Microsoft has been proactive in 
contributing to the international conversation on privacy and trustworthy computing, while Apple has 
implemented a host of privacy features into its new operating systems. 

The refrain that ‘good privacy is good business’ is being demonstrated regularly in today’s 
marketplace. 

5.2.2 Data localisation 

It is also important to recognise that there are diverse reasons for businesses to engage in data 
localisation, beyond complying with government requirements. The first set of reasons put forth for 
keeping data locally revolves around business risk and uncertainty: 

 Concerns about loss of control of data and potential access by foreign governments once the 
data goes offshore 

 Lack of clarity surrounding foreign laws, including which ones would apply in the event of a data 
breach 

 Concerns regarding reputational risk and responsibility for data breach in the course of a data 
transfer. 

 The second set of reasons espoused for data localisation revolves around business opportunity: 

 Multinational companies responding to market incentives and offering localised solutions in light 
of heightened concern over location of data – for example, Amazon has committed to building 
new data centres in multiple countries,31 and Microsoft is offering its customers a choice in the 
data centres that are used to store information 

 Multinational companies offering localised solutions for pragmatic reasons such as latency and 
cost32 

 Local businesses catering to local market needs – for example, Macquarie Telecom and 
Canberra Data Centres in the Australian market. 

30 See, e.g., MIT Technology Review, ‘Phones, Browsers and Search Engines Get a Privacy Overhaul’ (7 
February 2014) <http://www.technologyreview.com/news/524046/phones-browsers-and-search-engines-get-a-
privacy-overhaul/>. 
31 The Wall Street Journal, ‘Amazon Hints at New German-Based Data Center’ (27 March 2014) 
<http://blogs.wsj.com/cio/2014/03/27/amazon-hints-at-new-german-based-data-center/>. 
32 See, e.g., The Australian, ‘Bring It On: Locals Ready to Fight as the Global Giants Muscle In’ (9 April 2013) 
<http://www.theaustralian.com.au/technology/special-reports/bring-it-on-locals-ready-to-fight-as-the-global-giants-
muscle-in/story-fn8lu7wm-1226615164794>. 
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6. Trade and Investment Impact of Excessive Protective 
Measures 

Policies and regulations that impede or prevent the flow of data across borders have significant 
consequences for every stakeholder in the global economy, as outlined in greater detail below. The 
impact of excessive protective measures on trade in services and the need to reduce them has been 
recognised and accepted by WTO Members with the GATS framework for market access.33 Other 
binding international trade agreements featuring APEC Economies such as the TPP and the Trade in 
Services Agreement that may address these issues are currently under negotiation. 

6.1 Trade 

Complying with localisation requirements is expensive, especially if it involves guaranteeing local 
storage. While larger companies are able to absorb this as a cost of doing business, SMEs in 
particular will find it difficult to expand to such countries. Localisation discourages new market 
entrants and is therefore an impediment to trade.  

Some local businesses may benefit in the short-term from less foreign competition. However, in the 
long-term they lose out on the ability to access new data-dependent solutions that would help to grow 
their business and expand into new markets. 

For multinational companies, restrictions on cross-border data flows undermine their ability to 
consolidate operations across multiple territories. This prevents them from reaping economies of 
scale that allow them to offer competitive prices in each country. Restrictions on the exporting of 
employee data within the corporate group also hurt such companies as they limit the ability for the 
best skills to be matched with the right needs.34 

Furthermore, complex and varied data privacy regimes force businesses with operations in different 
jurisdictions to dedicate considerable resources to compliance, which often devolves into an 
unproductive administrative exercise. The complexity and cost only increases as partners and 
contractors are inevitably added to the picture. For example, in today’s globally connected economy, 
one can easily imagine the following scenario:35 

 Company based in Country A 

 With operations in Country B 

 Capturing data on citizens in Countries A, B, C, and D 

33 Note also Article XIV (‘General Exceptions’), which provides that Members may adopt measures for the 
protection of privacy as long as it does not constitute arbitrary or unjustifiable discrimination between countries, or 
a disguised restriction on trade in services. 
34 National Board of Trade (Sweden), No Transfer, No Trade, p 25. 
35 Asia Cloud Computing Association (ACCA), The Impact of Data Sovereignty on Cloud Computing in Asia: 
Summary Report (12 March 2014), p 6. 
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 Leverages a cloud service provider based in Country E 

 Cloud service provider replicates data across facilities in Countries B, E, F, and G. 

6.2 Innovation and business opportunities 

Information and communication technologies (ICTs) play an important role in enabling innovation. The 
OECD has found that the probability of innovation increases with the intensity of ICT use, across the 
manufacturing and service sectors for the countries it surveyed.36 Localisation barriers that impede 
new ICTs will compromise local innovation. Businesses may be deprived of the ICTs they need, or be 
forced to settle for costlier and/or less optimal local options. 

Furthermore, today’s businesses may have research and development divisions that are situated in 
different places to its main headquarters. Therefore another way that excessive protective measures 
affect innovation is by impeding the cross-border data flows that such businesses depend on. 

Finally, the cost and complexity of complying with different data privacy regimes negatively impact not 
only the development but also the market diffusion of new innovations. In today’s fast moving world, 
delays associated with navigating regulatory hurdles could result in the loss of business opportunities. 
This problem is particularly acute when it is important to co-ordinate a product launch across multiple 
countries.  

6.3 Economic growth 

To be sure, some businesses and industries may stand to gain from being shielded by localisation. 
Nevertheless, the global trend towards a connected and digital future is clear.37 By limiting the 
incentives and tools for new and existing players to adapt to this reality, policymakers are 
undermining their country’s long-term future. 

Localisation directly affects a country’s economy on a number of fronts.38 Firstly, it may lead to 
closures, cutbacks or diminished expansions for both local and foreign businesses that have negative 
downstream effects on employment and economic activity. Secondly, restrictions on data flows and 
impediments to new ICTs will limit innovation and productivity growth. Thirdly, the increased costs 
incurred as businesses implement (or seek out) solutions that satisfy localisation requirements will 
lead to lower profits and higher costs for end-users. Fourthly, excessive protective measures create 
an unfavourable environment that dampens both domestic and foreign investment. 

These considerations were explored by conceptual modelling published by the European Centre for 
International Political Economy (ECIPE), which investigated the consequences of localisation for 

36 OECD, Measuring Innovation: A New Perspective (2010), pp 84-85. 
37 World Economic Forum and INSEAD, The Global Information Technology Report 2012: Living in a 
Hyperconnected World (2012). 
38 See especially Ezell, Atkinson and Wein, Localization Barriers to Trade. 
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seven jurisdictions: Brazil, China, the EU, India, Indonesia, Republic of Korea and Vietnam.39 The 
simulations found that adopting data localisation across all sectors of the economy would lead to 
serious negative impacts on GDP growth, investments and exports. For example, economy-wide data 
localisation requirements were estimated to reduce projected GDP growth by 1.2% in China, 0.7% in 
Indonesia and 1.1% in the Republic of Korea (see Figure 3). 

 

Figure 3: There are reductions in GDP growth (%) in each jurisdiction when IMF projections are 
adjusted for economy-wide data localisation. 

Source: ECIPE, The Costs of Data Localisation: Friendly Fire on Economy Recovery, April 2014. 

6.4 International ramifications 

Global value chains (GVCs) are now a dominant feature of international trade and investment. The 
entire process of initiating design, sourcing material and manufacturing the product can be carried out 
in different places that provide the best input at each stage of the process. The interdependence of 
GVCs means that each country’s trade policies can have immediate and pervasive effects on other 

39 Matthias Bauer, Hosuk Lee-Makiyama, Erik van der Marel and Bert Verschelde (ECIPE), The Costs of Data 
Localisation: Friendly Fire on Economic Recovery (April 2014). 
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countries in the chain, for better or worse.40 Given the centrality of data to every industry today, 
localisation requirements could disrupt GVCs and hurt other countries along the chain.  

Of particular concern is the prospect that countries will adopt their own localisation policies as a 
retaliatory or (perceived) competitive response to existing barriers elsewhere. Just as some countries 
have called for, and others are implementing, limits on the open Internet following the Snowden 
revelations, widespread adoption of localisation measures would lead to ‘data balkanisation’ in which 
data is confined within national or regional boundaries. These outcomes will have major 
consequences for the future growth and health of global trade and investment. 

  

40 OECD, WTO and UNCTAD, Implications of Global Value Chains for Trade, Investment, Development and Jobs 
(6 August 2013). 
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7. Trade and Investment Impact of Inadequate 
Protective Measures  

While there are negative impacts on trade and investments from excessive data privacy and 
localisation measures, inadequate data protection can also have a negative impact on trade and 
investment. 

For Economies, privacy regulation has been driven by domestic consumer pressure as well as the 
prospect that they may lose business opportunities if they are perceived as being an unsafe or 
undesirable place for data to be sent. Malaysia and Singapore recently adopted data privacy laws and 
both cited economic considerations: to bolster the standing of Malaysia’s information technology 
outsourcing industries, and to maintain Singapore’s status as a financial and trading hub. 

For businesses, inadequate data protection and governance have proven to be costly. Data security 
breaches can result in hefty expenses in relation to containment and remediation.41 In the case of 
Target, the incident led to the resignation of the CIO and CEO, as well as costs and losses likely to be 
measured in billions of dollars. Furthermore, privacy breaches can occur when businesses overstep 
the bounds of individuals’ expectations and provoke public outcry. This can lead to reputation damage 
and wasted resources as projects have to be shelved or substantially revised. 

For individuals, privacy concerns – both real and perceived – have led to a decline in trust and 
confidence in the stewardship of their data. This has business consequences in terms of customer 
engagement and data integrity. For example, in a survey of 2,500 adults, the Australian 
Communications and Media Authority (ACMA) found that: 

 52 per cent of respondents lacked confidence in the privacy settings offered by online service 
providers, and  

 47 per cent would give inaccurate personal information when prompted (including 64 per cent 
of those aged 18 to 24).42 

In a survey of 1,000 American Internet users, Pew Research found that:43 

 50 per cent are worried about the amount of personal information about them online, which 
represents an increasing trend, and  

 86 per cent have taken steps to minimise the visibility of their digital footprints.  

41 According to the Ponemon Institute, the average cost of a data breach was US$3.5 million in 2014: ‘Ponemon 
Institute Releases 2014 Cost of Data Breach: Global Analysis’ (5 May 2014) 
<http://www.ponemon.org/blog/ponemon-institute-releases-2014-cost-of-data-breach-global-analysis>. 
42 ACMA, Digital Footprints and Identities: Community Attitudinal Research (November 2013). 
43 Pew Research Internet Project, ‘Anonymity, Privacy, and Security Online’ (5 September 2013) 
<http://www.pewInternet.org/2013/09/05/anonymity-privacy-and-security-online/>. 
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Finally, according to TRUSTe in its 2014 US Consumer Confidence Privacy Report, 89% of 
participants would avoid doing business with companies that do not protect their privacy online.44 

  

44 TRUSTe, ‘2014 TRUSTe US Consumer Confidence Index’ (December 2013) <http://www.truste.com/us-
consumer-confidence-index-2014/>. 
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8. Finding the Right Balance 

8.1 The aim: safe and efficient flow of data 

Even as governments grapple with competing priorities in today’s technological landscape, 
businesses are forging ahead, seeking to take advantage of the data deluge.45 Both parties have 
come to the realisation that their long-term interests rest on building trust by upholding the rights and 
meeting the needs of individuals. 

Officially mandated data localisation often stems from well-meaning but misguided attempts to protect 
privacy and security, as well as outright protectionism. The consequences are significant, including 
potential detrimental effects on security and user experience, as well as wider economic impacts that 
hurt business and individuals down the line. Data privacy laws can introduce uncertainties and 
compliance burdens for businesses, especially those operating in multiple jurisdictions. Achieving the 
right balance may require Economies to roll back localisation measures and streamline their cross-
border data flow rules.  

However, it is neither possible nor desirable to go back to a time when there were no safeguards for 
the protection of personal information, and no responsibility for how and where it was sent.  

The key to finding the right balance in the medium term at least has emerged out of the global debate 
on the need for and benefits of stronger accountability frameworks. These frameworks allow 
businesses to commit to widely recognised data governance measures and to demonstrate that they 
are meeting those commitments. Both the OECD Privacy Guidelines and the APEC Privacy 
Framework call for accountability measures to be put in place but only in the last few years has the 
importance of this component of these frameworks been recognised.46 The move towards 
accountability will require continuing efforts on the part of both governments and businesses to work 
together on behalf of individuals. 

In real world terms, accountability is the digital economy’s answer to the question: “Why do you need 
brakes in cars?” The answer is “so that you can go faster.” Indeed, many businesses have pointed to 
the benefits of sensible privacy protections for the free flow of data, including: 

 Overcoming customer resistance to having data transferred to Economies without an adequate 
privacy regime 

 Gaining a competitive advantage by operating in Economies with strong privacy protections 

45 See, e.g., Executive Office of the President, Big Data: Seizing Opportunities, Preserving Values (May 2014). 
46 See, e.g., World Economic Forum, Unlocking the Economic Value of Personal Data: Balancing Growth and 
Protection (October 2012); and OECD Working Party on Security and Privacy in the Digital Economy, Protecting 
Privacy in a Data-driven Economy: Taking Stock of Current Thinking (March 2014), including the excellent list of 
references listed in Annex B. 
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 Determining what data is needed and what isn’t so as to minimise privacy and security risks 
and streamline internal processes. 

8.2 Best practice principles 

Government regulation should encourage the freest possible flow of business data. However, as just 
discussed, this will only be acceptable to individuals if they can be assured that no matter where 
personal information about them is sent, it will be protected and managed in a way that is consistent 
with their original expectations. APEC Economies have already committed themselves to these 
objectives as part of the Bogor Goals.47 

Drawing on existing APEC work, this paper outlines a set of best practice principles that recognise 
that achieving the free flow of data and a consistent global privacy framework will be a long journey 
involving many steps. In order to ensure that these principles drive change, they go beyond stating 
end goals by seeking to provide impetus for taking the steps towards the desired goals. These 
principles need to be discussed by ABAC members to ensure agreement or modifications are made 
where required.  

Further considerations need to be made in whether and how these principles should be reflected in 
domestic law and/or multilateral agreements. For example, negotiators are presently drafting 
provisions in the Trans-Pacific Partnership Agreement that may include binding legal obligations for 
participating Economies on cross-border data flows. 

The principles should be applied by governments whenever they are considering a proposal that 
would impact the free flow of data or the privacy of individuals. Such proposals include, for example: 

 The creation of new law or the revision of existing law 

 Any form of ‘soft guidance’ to government agencies or the private sector 

 Other policy stances such as government procurement policy 

 Approaches to be taken when implementing regulation, including but not limited to the 
regulators charged with implementation and enforcement. 

The principles also provide guidance to businesses in their dialogue with government on the best 
practice they expect from government. 

It is vital that these principles should be taken as a whole. Each of the principles has a bearing on the 
others. For example, the principle on transparency and collaboration should be applied to all the other 
principles. 

  

47 APEC Economic Leaders, Leaders’ Declaration – Bogor (November 1994) 
<http://www.apec.org/~/media/Files/LeadersDeclarations/1994/1994_LeadersDeclaration.pdf>. 
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Finding the Right Balance 

Principle Explanation 

1. Free flow of business data 

Business data should flow freely by default 
– any proposal that would have the effect 
of restricting cross-border data flows must 
be narrowly tailored, no more trade-
restrictive than necessary, and justified 
publicly. 

APEC Economies should ensure that domestic policies 
facilitate the free flow of business data, consistent with 
APEC initiatives to promote regional economic 
integration as well as existing international trade 
agreements. This includes refraining from introducing 
localisation requirements as well as removing existing 
impediments to the free flow of business data.  

Any deviations from the default position must be 
narrowly tailored, no more trade-restrictive than 
necessary, and justified publicly on the basis of 
safeguarding the legitimate interests of the Economy 
and its citizens. 

2. Uniform privacy protection 
Any proposal that would have the effect of 
weakening the application of the APEC 
Privacy Framework must be justified 
publicly. 

APEC Economies have agreed that the APEC Privacy 
Framework provides the basis for encouraging the 
freest possible flow of personal information while 
maintaining effective privacy protections. This 
framework is intended to underpin all the other best 
practice principles. 

3. Cost minimisation 
The costs to every sector of the economy, 
particularly the private sector, that may 
arise out of restricting cross-border data 
flows or weakening application of the 
APEC Privacy Framework should be 
minimised, and must be identified and 
justified publicly. 

Where restricting cross-border data flows is justified by 
a legitimate interest, APEC Economies should 
implement it in a manner that is least distortive of 
trade. 

On the other hand, proposals that weaken the 
application of the APEC Privacy Framework may 
promote short-term gains while increasing costs to 
individuals and reducing trust, ultimately hurting 
businesses and governments in the long run. These 
costs should not be ignored when considering such 
proposals 

4. Proper allocation of risk 
The risks as well as benefits associated 
with the free flow of business data, 
including personal information, should be 
identified and allocated among 
stakeholders in a manner commensurate 
with their abilities to bear and mitigate 
those risks. 

This principle recognises the inherent disparities in 
power between individuals, businesses and 
governments.  

When managing the risks of data policies and 
practices, businesses and governments should ensure 
that they do not simply shift the burden of risk to other 
parties, including those who are least equipped to bear 
it. 

5. Safe 
Individuals must be protected and be able 

This principle recognises that, consistent with the free 
flow of data and uniform privacy protection, businesses 
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Finding the Right Balance 

Principle Explanation 

to obtain redress through a one-stop-shop 
process with the relevant business and/or 
regulator, regardless of where their 
personal information is sent. 

and regulators should address the problem of ‘what 
went wrong, where, and how to fix it’, rather than 
leaving it to the individual to hunt down the relevant 
link in the chain. 

Seamless and non-discriminatory protection will 
require: 

 Regulators to be appropriately equipped, 
resourced and empowered to enforce protection 

 Cooperation between regulatory agencies of 
different Economies in matters of investigation 
and enforcement. 

6. Simple and certain 
Rules on cross-border data flows for all 
parties must be simple to apply and 
enforce, provide clarity and certainty, and 
be consistent across jurisdictions. 

APEC Economies should aim to develop predictable 
and non-discriminatory rules with respect to cross-
border data flows. Due process should be granted to 
all parties that are subject to these rules. 

7. Flexible 
Businesses should be accorded flexibility 
with regard to the measures they employ in 
achieving the required level of privacy 
protection when the data flows across 
borders. 

APEC Economies should avoid mandating overly 
prescriptive or narrow requirements for achieving the 
standard of protection established by the APEC 
Privacy Framework. It is the end goal of protection that 
matters, rather than how it is achieved. 

8. Interoperable 
Stakeholders should support the 
development of international (including 
regional) frameworks that harmonise cross-
border data flows and contribute to global 
interoperability. 

While global uniform privacy protection is the ultimate 
objective, this will take time and will likely be achieved 
incrementally through improved interoperability 
between regional privacy protection frameworks. 

9. Transparent and collaborative 
Decisions on any proposals that affect the 
free flow of data or the protection of 
personal information must be transparent, 
evidence-based and inclusive, taking into 
account the views of stakeholders including 
the public, businesses, regulators and 
international trading partners. 

This principle recognises the interconnectedness of the 
modern data-driven economy – any proposal that 
affects data flow will likely have widespread 
implications. 

Therefore it is very important for all stakeholders to 
know what is going on and have the opportunity for 
their views to be considered. 

10. Accountable 
Businesses should be accountable for their 

Principle 9 of the APEC Privacy Framework requires 
that businesses “should be accountable for complying 
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Principle Explanation 

stewardship of business data and be able 
to demonstrate that appropriate systems 
and procedures are in place to achieve 
good stewardship. 

with measures that give effect” to the APEC 
Information Privacy Principles. 

Given the importance of business data as a strategic 
asset, businesses should similarly be held to account 
for the good stewardship of business data. 
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10. Appendix A – APEC Information Privacy Principles 
1. Preventing Harm 

Recognising the interests of the individual to legitimate expectations of privacy, personal 
information protection should be designed to prevent the misuse of such information. Further, 
acknowledging the risk that harm may result from such misuse of personal information, 
specific obligations should take account of such risk, and remedial measures should be 
proportionate to the likelihood and severity of the harm threatened by the collection, use and 
transfer of personal information. 

2. Notice 

Personal information controllers should provide clear and easily accessible statements about 
their practices and policies with respect to personal information that should include: 

(a) the fact that personal information is being collected; 

(b) the purposes for which personal information is collected; 

(c) the types of persons or organisations to whom personal information might be disclosed; 

(d) the identity and location of the personal information controller, including information on 
how to contact them about their practices and handling of personal information; 

(e) the choices and means the personal information controller offers individuals for limiting 
the use and disclosure of, and for accessing and correcting, their personal information. 

All reasonably practicable steps shall be taken to ensure that such notice is provided either 
before or at the time of collection of personal information. Otherwise, such notice should be 
provided as soon after as is practicable. 

It may not be appropriate for personal information controllers to provide notice regarding the 
collection and use of publicly available information. 

3. Collection Limitation 

The collection of personal information should be limited to information that is relevant to the 
purposes of collection and any such information should be obtained by lawful and fair means, 
and where appropriate, with notice to, or consent of, the individual concerned. 

4. Uses of Personal Information 

Personal information collected should be used only to fulfil the purposes of collection and 
other compatible or related purposes except: 

(a) with the consent of the individual whose personal information is collected; 

(b) when necessary to provide a service or product requested by the individual; or 

(c) by the authority of law and other legal instruments, proclamations and pronouncements 
of legal effect.  
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5. Choice 

Where appropriate, individuals should be provided with clear, prominent, easily 
understandable, accessible and affordable mechanisms to exercise choice in relation to the 
collection, use and disclosure of their personal information. It may not be appropriate for 
personal information controllers to provide these mechanisms when collecting publicly 
available information. 

6. Integrity of Personal Information 

Personal information should be accurate, complete and kept up-to-date to the extent 
necessary for the purposes of use. 

7. Security Safeguards 

Personal information controllers should protect personal information that they hold with 
appropriate safeguards against risks, such as loss or unauthorised access to personal 
information, or unauthorised destruction, use, modification or disclosure of information or 
other misuses. Such safeguards should be proportional to the likelihood and severity of the 
harm threatened, the sensitivity of the information and the context in which it is held, and 
should be subject to periodic review and reassessment. 

8. Access and Correction 

Individuals should be able to: 

(a) obtain from the personal information controller confirmation of whether or not the 
personal information controller holds personal information about them; 

(b) have communicated to them, after having provided sufficient proof of their identity, 
personal information about them: 

(i) within a reasonable time; 

(ii) at a charge, if any, that is not excessive; 

(iii) in a reasonable manner; 

(iv) in a form that is generally understandable; and, 

(c) challenge the accuracy of information relating to them and, if possible and as 
appropriate, have the information rectified, completed, amended or deleted.  

Such access and opportunity for correction should be provided except where: 

(i) the burden or expense of doing so would be unreasonable or disproportionate to the 
risks to the individual's privacy in the case in question; 

(ii) the information should not be disclosed due to legal or security reasons or to protect 
confidential commercial information; or 

(iii) the information privacy of persons other than the individual would be violated.  
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If a request under (a) or (b) or a challenge under (c) is denied, the individual should be 
provided with reasons why and be able to challenge such denial. 

9. Accountability 

A personal information controller should be accountable for complying with measures that 
give effect to the Principles stated above. When personal information is to be transferred to 
another person or organisation, whether domestically or internationally, the personal 
information controller should obtain the consent of the individual or exercise due diligence and 
take reasonable steps to ensure that the recipient person or organisation will protect the 
information consistently with these Principles. 
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11. Appendix B – OECD Privacy Principles 
1. Collection Limitation 

There should be limits to the collection of personal data and any such data should be 
obtained by lawful and fair means and, where appropriate, with the knowledge or consent of 
the data subject. 

2. Data Quality 

Personal data should be relevant to the purposes for which they are to be used and, to the 
extent necessary for those purposes, should be accurate, complete and kept up-to-date. 

3. Purpose Specification 

The purposes for which personal data are collected should be specified not later than at the 
time of data collection and the subsequent use limited to the fulfilment of those purposes or 
such others as are not incompatible with those purposes and as are specified on each 
occasion of change of purpose. 

4. Use Limitation 

Personal data should not be disclosed, made available or otherwise used for purposes other 
than those specified in accordance with Paragraph 9 except: 

(a) With the consent of the data subject; or 

(b) By the authority of law. 

5. Security Safeguards 

Personal data should be protected by reasonable security safeguards against such risks as 
loss or unauthorised access, destruction, use, modification or disclosure of data. 

6. Openness 

There should be a general policy of openness about developments, practices and policies 
with respect to personal data. Means should be readily available of establishing the existence 
and nature of personal data, and the main purposes of their use, as well as the identity and 
usual residence of the data controller. 

7. Individual Participation 

An individual should have the right: 

(a) To obtain from a data controller, or otherwise, confirmation of whether or not the data 
controller has data relating to him 

(b) To have communicated to him, data relating to him 

(i) Within a reasonable time; 
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(ii) At a charge, if any, that is not excessive; 

(iii) In a reasonable manner; and 

(iv) In a form that is readily intelligible to him 

(c) To be given reasons if a request made under subparagraphs (a) and (b) is denied, and to 
be able to challenge such denial; and 

(d) To challenge data relating to him and, if the challenge is successful to have the data 
erased, rectified, completed or amended. 

8. Accountability 

A data controller should be accountable for complying with measures which give effect to the 
principles stated above. 
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12. Appendix C – Overview of Privacy Laws in APEC Economies 

APEC Economy Law / guideline Entry into force Application Privacy regulator(s) 

Australia Privacy Act June 1990 (amended 
March 2014) 

Public and private sector 
organisations 

Privacy Commissioner of Australia 

Brunei 
Darussalam 

N/A N/A N/A None 

Canada Personal Information Protection and 
Electronic Documents Act 

January 2001 Private sector organisations Privacy Commissioner of Canada 

Chile Law for the Protection of Private Life October 1999 Public and private sector 
organisations 

None 

People’s Republic 
of China 

Information Security Technology – 
Guidelines for Personal Information 
Protection Within Public and Commercial 
Services Information Systems 

February 2013 Computer systems of private sector 
organisations 

None 

Hong Kong Personal Data (Privacy) Ordinance December 1996 
(amended April 2013) 

Public and private sector 
organisations 

Privacy Commissioner of Hong Kong 

Indonesia Law on Electronic Information and 
Transactions 

April 2008 Electronic information and systems 
of public and private sector 
organisations 

None 

Regulation No. 82 on the Operation of 
Electronic Systems and Transactions 

December 2012 

Japan Act on the Protection of Personal 
Information 

April 2005 Private sector organisations No dedicated regulator, privacy 
functions shared between 
government ministries and the 
Consumer Affairs Agency 

Republic of Korea Personal Information Protection Act September 2011 Public and private sector 
organisations 

Personal Information Protection 
Commission 

Ministry of Public Administration and 
Security 
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APEC Economy Law / guideline Entry into force Application Privacy regulator(s) 

Malaysia Personal Data Protection Act November 2013 Private sector organisations Personal Data Protection 
Commissioner 

Mexico Federal Law on Protection of Personal 
Data Held by Private Parties 

July 2010 Private sector organisations Federal Institute for Access to 
Information and Data Protection 

Regulation of Federal Law on Protection of 
Personal Data Held by Private Parties 

December 2011 

New Zealand Privacy Act July 1993 (amended 
September 2010) 

Public and private sector 
organisations 

Privacy Commissioner of New 
Zealand 

Papua New 
Guinea 

N/A N/A N/A None 

Peru Law for Personal Data Protection July 2011 Public and private sector 
organisations 

National Authority of Personal Data 
Protection 

Regulation of Law for Personal Data 
Protection  

May 2013 

The Philippines Data Privacy Act September 2012 Public and private sector 
organisations 

National Privacy Commission 

Russia Federal Law on Personal Data January 2007 Public and private sector 
organisations 

Federal Service for Supervision of 
Communications, Information 
Technology and Mass Media 

Singapore Personal Data Protection Act July 2014 Privacy sector organisations Personal Data Protection Commission 

Personal Data Protection Regulations 

Chinese Taipei Personal Information Protection Act October 2012 Public and private sector 
organisations 

No dedicated regulator, privacy 
functions performed by relevant 
government agency 
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APEC Economy Law / guideline Entry into force Application Privacy regulator(s) 

Thailand N/A N/A N/A None 

United States48 Health Insurance Portability and 
Accountability Act 

August 1996 Entities handling health data Federal Trade Commission 

Graham-Leach-Bliley Act November 1999 Financial institutions 

Vietnam Law on Information Technology June 2006 Information technology activities of 
private sector organisations 

None 

Law on Protection of Consumer’s Rights November 2010 Private sector organisations 
involved in commercial activities 

Decree No. 52 of the Government on e-
commerce 

July 2013 Private sector organisations 
involved in e-commerce 

 

  

48 The two most prominent laws governing data privacy are provided here. There are also various other sector-specific and state legislation. 
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13. Appendix D – Overview of Cross-Border Data Flow Requirements 
The following table outlines each APEC Economy’s requirement(s) in their data privacy law for cross-border data flows to occur. 

 Individually sufficient requirements  

 Cumulative requirements (must satisfy all of them) 

 Regulator may prohibit the data flow 

** 
Law does not mention cross-border data flow explicitly; requirement relates to 
data handling generally and/ or outsourcing that may involve third parties 

 

APEC Economy Obtain consent Performance of 
contract 

Jurisdiction with 
comparable level 

of protection 

Take reasonable 
steps to ensure 

comparable level 
of protection 

Maintain 
accountability 

Same corporate 
group with shared 

processes and 
policies 

Regulator 
prohibition 

Australia   Plus enforcement 
mechanism for 
individuals 

Organisation is accountable when 
relying on “take reasonable steps” 
provision 

  

Canada        

Chile **       

People’s Republic 
of China 

       

Hong Kong        

Indonesia **       
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APEC Economy Obtain consent Performance of 
contract 

Jurisdiction with 
comparable level 

of protection 

Take reasonable 
steps to ensure 

comparable level 
of protection 

Maintain 
accountability 

Same corporate 
group with shared 

processes and 
policies 

Regulator 
prohibition 

Japan    **    

Republic of Korea    ** **   

Malaysia   Minister may 
specify 

    

Mexico Either obtain consent or where it is 
necessary for performance of 
contract 

     

New Zealand    **    

Peru 

 

Either obtain consent or where it is 
necessary for performance of 
contract 

Either send to jurisdiction with 
comparable protection or ensure that the 
receiver adopts same obligations 

  Must notify 
regulator of all 
cross-border data 
flows 

The Philippines        

Russia   Signatories to the 
1981 Strasbourg 
Convention49 

    

Singapore        

Chinese Taipei ** **      

Vietnam **       

49 1981 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data. 
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14. Appendix E – Examples of Data Localisation 
The following table provides indicative (not comprehensive) examples of data localisation in APEC Economies. 

 

APEC Economy Law / policy Summary 

Australia Personally Controlled Electronic 
Health Records Act, 2012 

E-health records must not be moved, handled or processed outside of Australia.  

Sole exception: the System Operator may do so for the purposes of the operation or administration of 
the PCEHR system, as long as the records do not include personal information, or other identifying 
information of an individual or entity. 

Privacy Act 1988 The general rule is that information held in the Australian credit reporting system cannot be made 
available to foreign credit reporting bodies or foreign credit providers. 

An Australian credit provider may disclose credit-related personal information to certain overseas 
entities, where they take reasonable steps to ensure compliance with the Privacy Act and remain 
accountable for the subsequent handling of the information: 

 A related body corporate 

 A person who processes applications for credit on behalf of the credit provider 

 A credit manager 

 A debt collector. 

Canada British Columbia Freedom of 
Information and Protection of 
Privacy Act, 1996 

Personal information held by public institutions – eg, schools, universities, hospitals, and public 
agencies – must be stored and accessed only in Canada, subject to limited exceptions such as consent 
of the individual. 

Nova Scotia Personal Information 
International Disclosure Protection 
Act, 2006 

People’s Republic of 
China 

People’s Bank of China, Notice to 
Urge Banking Financial Institutions 
to Protect Personal Financial 
Information, 2012 

Banks are forbidden from storing or processing financial information obtained in China outside of the 
country.  

Financial information includes: personal identity information, personal property information, personal 
account information, personal credit information, personal financial transaction information, derivative 
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APEC Economy Law / policy Summary 

information; and other personal information acquired or stored in the process of developing business 
relationships with individuals. 

Indonesia Bank Indonesia’s Regulation No. 
9/15/PBI/2007 on Implementation of 
Risk Management in the Use of 
Information Technology by 
Commercial Banks, 2007 

Commercial banks’ data centers must be established domestically. Overseas storage and processing of 
technology-based transactions can only be carried out with prior approval from Bank Indonesia.  

Regulation No. 82 on the Operation 
of Electronic Systems and 
Transactions, 2012 

Companies that operate an electronic system in order to provide a public service must have a data 
center and disaster recovery center in Indonesia territory for the purpose of law enforcement, protection, 
and enforcement of national sovereignty of the data. 

Draft Regulation on Technical 
Guidelines for Data Centres, 2014 
(not yet in force) 

Any institution that provides information technology-based public services must use local data centres. 

 

New Zealand Goods and Services Tax Act, 1985 Companies must keep their business and account records within New Zealand, unless approval has 
been granted from the Commissioner of Inland Revenue to store them offshore. 

Tax Administration Act, 1994 

Russia Amendment to the Federal Law on 
Personal Data, 2014 (not yet in 
force) 

 

The translation of a key section of the law states that:50 

“When collecting personal data, including through information and the internet telecommunications 
network, the operator is required to provide a record that the systematization, accumulation, storage, 
updating and retrieval of personal data of citizens of the Russian Federation, is held on databases 
located in the territory of the Russian Federation.” 

This would apply to all foreign Internet companies operating in Russia. 

Republic of Korea Land Survey Act, 1961 A law enacted in post-war times that has recently been interpreted as requiring mapping data to be 

50 TechCrunch, ‘Russia Moves to Ban Online Services That Don’t Store Personal Data in Russia’ (2 July 2014) <http://techcrunch.com/2014/07/02/russia-moves-to-ban-
online-services-that-dont-store-personal-data-in-russia/>. 

23 January 2015 Information Integrity Solutions Pty Ltd 45/60 

                                                      

http://techcrunch.com/2014/07/02/russia-moves-to-ban-online-services-that-dont-store-personal-data-in-russia/
http://techcrunch.com/2014/07/02/russia-moves-to-ban-online-services-that-dont-store-personal-data-in-russia/


Appendix E – Examples of Data Localisation 

APEC Economy Law / policy Summary 

stored on local servers. This has limited the provision of online mapping services to Korean Internet 
companies. 

Vietnam Decree 72 on Management, 
Provision, and Use of Internet 
Services and Information Content 
Online, 2013 

Organisations that provide “general websites”, social networking, and information via mobile networks 
must have at least one server system located in Vietnam. Furthermore, there are onerous provisions 
relating to the local licensing and registration of certain content and online game services, with 
uncertainty as to whether an offshore entity must also satisfy this condition. 
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15. Appendix F – Case Studies 
These case studies were provided by NCAPEC on behalf of the listed companies and unaltered by 
Information Integrity Solutions Pty Ltd. 

1. eBay Inc 

eBay Inc is one of the world’s largest enablers of commerce, providing an online marketplace and an 
online payment platform for Small, Medium, and Micro-Enterprises (SMEs) across APEC. In 2012 
alone it enabled $175 billion worth of commerce. 

A majority of these enablers are SMEs who are also active exporters. eBay commercial sellers based 
in China export to an average of 63 countries around the world! 

In other APEC economies the figure is equally impressive – in the United States the average is 38, 
Indonesia 36, Russia 29, Australia 28, and the list goes on. 

These small businesses are able to do so due to low barriers entry created by Internet platforms.  

Instantaneously they can list an item to sell to more than 150 million global buyers. They do not need 
to have a physical stockpile, a physical address, and not be limited by geography. 

However none of this would be possible without free flow of cross border data. 

And this will become even more apparent when people begin to trade more digital goods and services 
than physical. 

eBay supports the free flow of information because it allows small Internet businesses in all APEC 
countries to access foreign markets with minimum barriers.  

Prescribing server requirements in local jurisdictions is prohibitive and counter to enabling trade 
because small Internet businesses cannot meet the burden of putting a server in every country in 
which they operate, and large businesses comply with regulation whether or not they locate a server 
in-country. 

And there is another perspective, as these small businesses succeed, they will have growing 
customer markets, other than their own. Their access and use of data needs to be flexible. 

Restricting cross border data flows does not address but exacerbates the digital divide between the 
developed and developing world. 

Cross-border data flows have increased economic efficiency and productivity, raising welfare and 
standards of living.51  

51 OECD Internet Economy 2012, p 143, referenced by Joshua Meltzer, The Brookings Institute, The Internet, 
Cross-Border Data Flows and International Trade (February 2013) 
<http://www.brookings.edu/~/media/research/files/papers/2013/02/25%20international%20data%20flows%20melt
zer/internet%20data%20and%20trade%20meltzer.pdf>. 
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“Cross-border data flows have allowed business to communicate customer orders in real-time, make 
quick decisions about manufacturing loads and rapidly tweak designs in response to shifts in 
consumer desires. This has enabled the disaggregation by businesses of their supply chains across 
countries.52” 

The Internet is helping create Asia digital giants, as Asian companies feature four of the world’s 10 
largest Internet companies by market capitalisation,53 and nearly half of the top sixteen. 

If we want to create more success stories, and further enable SMEs, we require the free flow of cross 
border data. 

 

  

52 Samuel Palmisano, “The Globally Integrated Enterprise”, Foreign Affairs (May/June 2006), p 127, referenced 
by Joshua Meltzer, The Internet, Cross-Border Data Flows and International Trade. 
53 The Wall Street Journal, ‘Who are Asia’s Internet Giants?’ <http://graphicsweb.wsj.com/asias-internet-
giants/?mod=e2tw#selected=none>. 
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2. MasterCard 

MasterCard is a technology company in the global payments industry. We are leading the way toward 
a world beyond cash with the power to expand connectivity, opportunity and prosperity for individuals, 
businesses and communities. 

We operate the world’s fastest payments processing network, connecting consumers, financial 
institutions, merchants, governments and businesses in more than 210 countries and territories. Our 
products and solutions make everyday commerce activities – such as shopping, traveling, running a 
business and managing finances – easier, more secure and more efficient for everyone. Through our 
payment solutions, we deliver value and connect close to two billion cardholders with tens of millions 
of merchants around the world. 

We continually work to ensure the safety and security of our global payments network. To do so, we 
implement products and solutions on a global basis to monitor for, detect and prevent fraud and 
security issues on our global payment network. These global solutions include MasterCard Expert 
Monitoring Solutions™.  

MasterCard Expert Monitoring Solutions™ includes the Expert Monitoring with Real Time Fraud 
Scoring Service which leverages state-of-the-art predictive fraud models to identify risk at the 
payment transaction level. Expert Monitoring Fraud Scoring for issuers and merchants generates a 
predictive score in real-time during authorization of that payment transaction, or in near real-time 
shortly after authorization of the payment transaction, that indicates the likelihood that the payment 
transaction is fraudulent. The merchant, the issuing financial institution or the merchant’s bank (the 
acquiring financial institution) can use that score to decide whether to approve or further review the 
payment transaction based on their own risk tolerance standards.  

Our solutions can alert issuing financial institution to potential fraudulent activity in real time at the 
point-of-sale, ATM or e-commerce site, and the issuing financial institution can then notify the 
individual cardholder of potentially fraudulent activity and to make a decision as to whether to approve 
or deny a payment transaction, based on their own risk tolerance standards. This minimizes potential 
losses, and ensures individual cardholder satisfaction and confidence in electronic payments. 

MasterCard uses historical payment card transaction information to develop these fraud detection and 
prevention models, and payment transactions are scored for potential fraudulent activity against 
historical behaviors for the payment card, and against norms for all payment cards. For example, if a 
payment card has only been used for purchases for low dollar value purchases, the fraud models may 
score a payment transaction for a high dollar value purchase transaction as potentially more at risk for 
fraud.  

Effective fraud mitigation as provided by our solutions demands sophisticated monitoring and rapid 
detection at the point of interaction to interpret and weigh the risk of fraud of each payment 
transaction as weighed by the facts of that payment transaction against norms for all payment 
transactions and that account. It requires current and historical payment authorization and payment 
transaction data to be collected from across the globe to identify patterns, and to be analyzed 
instantaneously in a centralized location in order to identify and block potentially fraudulent activity in 
real-time.  

Some fraud models are built on global transaction data or transaction data collected from multiple 
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countries since fraud patterns are not limited by national boundaries. Fraud trends which appear in 
one region or country may apply in others as cardholders travel to different countries, cardholders 
transact online with merchants in different countries, and the perpetrators of fraud do not respect any 
national boundary lines. Thus to build effective fraud models and to gain the necessary insights into 
fraudulent activity in order to help prevent them, these models must be built off of global or multi-
country data sets, based both on the location of the merchant and the location of the cardholder. To 
limit the data sets and the data available for building fraud models, will result in less effective fraud 
models and will encourage perpetuators of fraud to engage in cross-border fraudulent activities. 

Fraud is not a local phenomenon (it crosses borders and is global), data should be allowed to be 
transferred cross-border in order for organizations to identify and block potential fraudulent activity. 
The cardholders in each country will benefit as a result of this transference of data since it will allow 
for greater protection provided by improved fraud models. Effective anti-fraud tools are also essential 
to build and strengthen consumers’ trust in the digital economy, develop e-commerce and drive 
economic growth. The imposition of local data storage mandates that prevent the transfer of data 
beyond national borders will make it more difficult for organizations to combat fraud by preventing the 
identification of patterns of fraud across regions, and may have the unintended and undesirable 
consequence of benefiting perpetuators of fraud.  
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3. Visa  

What is Visa and VisaNet?  

Visa is a global payments technology company that securely, reliable, and conveniently connects 
consumers, merchants, financial institutions, governments and partners in more than 200 countries 
and territories. Visa is not a bank and does not issue payment cards. Visa relies on client financial 
institutions to conduct credit underwriting, issue cards, and manage the security of personal 
information related to these activities.  

Visa’s global processing network, VisaNet, is the largest retail processing network in the world; it 
facilitates more than US$63 billion.54 VisaNet moves payment-related data between financial 
institutions and other payment service providers as a means to facilitate financial transactions and 
commerce. No personally-identifiable account-holder data is required to be transmitted through 
VisaNet to facilitate basic financial transactions. Many of the most innovative aspects of Visa’s 
products, services, and innovations depend upon the use of VisaNet. 

 

Protecting payments data – Best practices at Visa and across the industry  

Security is a top priority for Visa. Indeed, the payments ecosystem, which Visa has been a leader in 
building over the past 50-plus years, is founded on the promise of securely processing billions of 
transactions a year. In recognition of this responsibility, Visa is relentless in fortifying the security of 
both Visa’s system and the broader payment ecosystem. Visa is also committed to working with the 
broader industry as well as partnering with governments and law enforcement to advance security. 
This approach has helped Visa keep global fraud rates near historic lows- fewer than 6 cents of every 
US$100 transacted on Visa cards are lost to fraud. 

 

Security approaches through Visa’s systems and technology 

Visa has developed a multi-layered approach to payment data security, recognizing that many tools 
and approaches working in concert is the most effective way to prevent fraud and keep the entire Visa 
network safe. Visa’s layers of security include, but are not limited to:  

 State-of-the-art network technology: Visa’s global data processing centers are among the most 
advanced in the world, both in their physical as well as technical security.  

 Real-time data analysis: Visa Advanced Authorization (VAA) is an intelligent system enabled by 
VisaNet that provides in-flight risk detection of domestic and international fraud schemes that 
range from single incidents to large scale assaults. Using cutting edge algorithms, VAA 
provides the company’s financial institution partners around the world with real-time predictive 
fraud risk information for transactions processed over VisaNet. If a transaction appears to be at 
an elevated risk of fraud, Visa’s issuers can stop the transaction before it is complete, 

54 Transactions involving Visa, Visa Electron, Interlink and PLUS cards processed on Visa’s networks for 12 
month period ended on June 30, 2014. 
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protecting the cardholder from fraud.  

 Individual product security: Visa is continuing to develop and bring to market tools to make our 
payment products more secure. For example, Visa is leading the industry toward increased 
issuance of chip-embedded payment cards in key markets such as the United States that have 
historically relied on magnetic stripe cards. Visa is also a co-creator of innovative online and 
mobile-based payment technologies such as tokenization and host-card emulation (HCE). 
These enhanced security features make fraud much more difficult to perpetrate at the individual 
account level and help limit the impact of large-scale data breaches.  

 

Security approaches through ecosystem management  

Visa recognizes that securing its own network is not enough. Payments take place in an ecosystem 
that includes financial institutions, other payment networks, processors, vendors, merchants and 
consumers. If there are weak links anywhere in the systems, criminals can exploit that vulnerability 
and undermine confidence in the system as a whole.  

In order to promote security best practices across the system, Visa has led an approach anchored in 
a basic principle: set clear, centralized standards through stakeholder collaboration, and then 
encourage system participants to implement those standards in a decentralized fashion. That is why 
Visa works closely with industry stakeholders to collectively improve cyber security. A number of very 
good cyber standards exist today. Visa participates in and adheres to the standards and 
recommendations of the following bodies as part of our cyber security best practices.  

 Payment Card Industry Data Security Standard (PCIDSS)  

 EMVCo Standards  

 International Organisation for Standardization (ISO) Standards- ISO 27001 and ISO 27002  

 Accredited Standards Committee X9 – Financial Services Standards  

 FFIEC/National Institute of Standards and Technology Requirements – NIST SP 800-53  

 Financial Service Information Sharing and Analysis Center (FS-ISAC) Best Practices  

 Sarbanes-Oxley and Gramm – Leach Bliley Requirements  

 Control Objectives for Information and Related Technologies (COBIT)  

 Federal Information Processing Standards (FIPS)- FIPS 140-2  

 Global Platform Specifications  

These standards and requirements are thorough, detailed and cover logistical, physical, technical, 
and operational elements of security. They have been developed over the course of many years and 
are constantly being reviewed and updated.  
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Visa’s expanding services  

Visa is expanding the portfolio of services it makes available to financial institution clients and 
merchants to enable them to operate more efficiently, grow their customer base, and improve the 
consumer payments experience. These new services range from software that allows even the 
smallest of retailers to accept card payments through a mobile phone to new services to provide 
consumers a fast, simple and intuitive payment experience allowing them to pay for goods online, on 
any device, in just a few clicks.  

Many of these new services offer Visa’s clients the ability to use and transmit data not directly related 
to the completion of a financial payment, some of which is personal to the end user. When Visa 
designs such services, it uses a flexible approach considering the circumstances and data elements 
involved, while applying the same principles of design and security used in the operation of VisaNet. 
The collection and transmission of this ancillary data is completed to strengthen our fraud detection 
capabilities, enhance the customer experience.  

 

Cross-border data flows increase payment security and empower innovation  

Visa’s access to international transaction and fraud information enhances payment security. Visa 
uses such information to identify evolving fraud trends and enhance fraud models. Visa’s fight against 
fraud builds trust in the payment system and provides benefits to individuals, business and society. 
Restrictions on the cross border transfer of data reduces Visa’s visibility into transaction and fraud 
trends—which are increasingly global in nature—complicating its ability to respond to evolving fraud 
trends. In this respect it is important to recognize that Visa’s use of cross-border data flows is a 
means toward an end, i.e. the successful and secure completion of financial transactions.  

The data that Visa transmits across borders as part of providing payment services are NOT Visa’s 
core offering. Cross-border data flows also empower greater innovation and allow innovative products 
and services developed in one part of the world to quickly and efficiently reach other parts of the 
world. For example, Visa provides support to cloud-based mobile payments through “Host Card 
Emulation”, or HCE.  

In addition to storing Visa account information on secure chips in smartphones, financial institutions 
will have the ability to store it in a secure data center – creating a new option that lets customers pay 
securely with their Android smartphones. Visa recently announced support for Apple Pay on the 
iPhone 6. Both Apple Pay & HCE are enabled by “Visa Token Service”, which replaces sensitive 
payment account information found on plastic cards with a digital account number, or “token”. 
Because tokens do not carry consumer’s primary account credentials, they can be safely stored by 
online merchants, or on mobile devices, to facilitate e-commerce and mobile payments. They can also 
be limited for use with a specific device, payment channel or merchant, making the security of 
transactions even stronger. This is a step forward in improving security and represents a significant 
opportunity to accelerate payment innovation globally. 

These innovations are made possible with VisaNet’s freedom to access and process data off-shore.  
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Conclusion  

As a global data processing network, VisaNet ensures payments are fast, secure and reliable no 
matter where, when and how they take place. The economies of scale that exist in VisaNet yield cost 
savings that allow Visa to continue investing in state-of-the-art technology to protect the integrity, 
security, and confidentiality of data. Depending on cross-border data flows, VisaNet enhances support 
for international clients and allows Visa to provide innovative solutions such as Visa Checkout, Visa 
Token Service, and HCE that help grow e-commerce and m-commerce globally. 
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Only a few short years ago, consumers had to purchase packaged media and physically insert it into 
a device connected to a TV screen at home in order to enjoy games and movies. Today, thanks to 
increasing broadband connections, the world of entertainment has completely changed. Consumers 
can access a variety of video games, music, and motion pictures through the Internet, and enjoy them 
whenever they want and wherever they are. You can start playing a game or watching a movie at 
home, and via the Internet, continue while on-the-go. 

 

Sony Group is offering PlayStation®Network and Sony Entertainment Network, for access to an array 
of online services. Through Sony Network Entertainment International LLC’s PlayStation Store, 
consumers can access the latest titles of PlayStation games on the PlayStation®Network, watch a 
wide selection of movie offerings through the Video Unlimited service, access favorite tunes from a 
catalogue of more than 30 million songs on the Music Unlimited service and share personal photos 
and movies with friends using the Play Memories Online service. 

There are more than 53 million active users of Sony Entertainment Network worldwide. We intend to 
continue to expand this service platform so that more consumers can enjoy and share their 
experiences and interests. Such type of business has been expanding recently. 

Now, several countries are mandating that Internet operators and entertainment platform providers 
store data within a specified border in order to render services. These requests, commonly known as 
“forced localization requirements,” will ensure that operators and service providers essentially 
fragment their system and infrastructure. In effect, the security, resilience and the reliability of entire 
systems will be jeopardized. Internet operators and service providers are extremely concerned by 
such trends due to the following reasons, among many: 

 It is far more difficult for operators and service providers to detect problems within a fragmented 
system, as it requires more labor-intensive work to monitor the status of platforms located in 
many regions. 

 The cost to maintain a safe and robust system will be multiplied based on the numbers of 
servers, not on the number of users. Thus, the cost to maintain country-base fragmented 
systems mandated by forced localization will be far more expensive and will serve as a 
deterrent to the growth of entertainment platforms, and thereby, the Internet itself. 

 

Forced localization is often introduced under the auspices of establishing a safer environment for 
consumers. However, Sony believe that the effect will be the opposite as it will destabilize platforms, 
making them unreliable and dangerous with an expensive cost to administer and create obstacles to 
delivering the value of “experiences and interests” to customers.  
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5. Komatsu Limited 

Komatsu Limited is a construction and industrial equipment company based in Tokyo. Their Komtrax, 
(Komatsu Machine Tracking System) is the add-on system to their construction equipment widely 
distributed over the world including bulldozers, crushers, excavators, loaders and dump trucks. By 
transmitting machine’s data like location, fuel consumption, caution records, maintenance records and 
other operation records over the satellite circuits or mobile telecommunications, the construction 
machines can be remotely kept in ideal conditions by analysis, maintenance, planning, and 
optimization of fleet management as well as theft prevention. 

‘Servicizing’ is the word sometimes used in business creation and planning by combining the products 
and services, and Komtrax is a typical case in servicizing product-based business with global 
technology based on the global Internet of Things. The core of Komtrax services depends on global 
data transfer for its remote operation, and it is essential to always maintain data link between Komtrax 
Computer Center and all of the individual equipment wherever in the world they will be located. 
Cellular network and satellite communication are used for this purpose.  

In 2013, more than 300,000 units are operating with Komtrax service contracts and the growing 
number expands the bidirectional benefits for the Komatsu and owners of the equipment. The scale of 
this operation and free data flow are also essential to keep this type of service profitable for both 
sides.  

Komtrax and Global e-Service by Hitachi55 are the best practices in combining new fashion of data 
business by CBDF and the assets in the Japanese manufacturing industry.  

 

  

55 Hitachi, ‘Hitachi Construction Machinery’ <http://www.hitachi-c-m.com/global/businesses/products/global_e-
service.html>. 
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6. Deloitte 

In professional services, the ability to serve clients seamlessly in multiple countries has become a 
necessity. Today’s marketplace demands truly borderless behaviour and our largest and most global 
clients choose Deloitte because of our network’s ability to deliver both in terms of depth and breadth. 

With a coordinated network of 47 member firms operating in more than 150 countries and territories—
supplemented by centers of excellence and global delivery centers—Deloitte56 strives to serve 
seamlessly, adeptly, and professionally around the world. A core element of this service is to manage 
the movement and transfer of personal information and ensure its protection across all jurisdictions. 

Legal and regulatory restrictions on data transfers impact the Deloitte network in much the same way 
as they do other global organizations. The movement of data by Deloitte member firms to 
communicate with and serve clients around the world as well as to access Deloitte talent is critically 
important to our shared success. Managing this in line with manifold local privacy laws can result in 
significant costs.  

Privacy is an assurance that must be appropriately reflected for any best-practices in cross-border 
data flows. Clients quite rightly expect that Deloitte will be able to assist them in complying with 
privacy laws, with respect to the data held on their behalf. This is hugely important to the way we 
develop new services and delivery models; however, data transfer solutions for service providers (or 
organizations acting as data processors) are not as mature as those for data controllers. European 
privacy laws, for example, don’t currently provide for EU based processers to transfer data to 
subprocessors outside of the EU. Regulators and governmental bodies should review these 
distinctions so that processor organizations can better assist their clients in protecting data and 
managing these complex restrictions.  

Deloitte is continuously reviewing mechanisms to facilitate and safeguard data transfers, e.g. BCRs, 
BCRs for Processors, Safe Harbor, APEC cross border privacy rules and privacy seals. Ultimately, it 
seems like a combination of these solutions will always be needed to enable us as a business to meet 
our clients’ needs. More alignment and coherence between different regional and local schemes is 
required to maintain global data flows without creating additional compliance and administrative 
burden. The report rightly reflects this point for when responding to the increasing flow of data.  

European Union BCRs are becoming easier, but they still represent a major investment for many 
organizations. New data transfer solutions in APEC should seek to avoid becoming overly complex, 
focus on accountability and at the same time ensure that they can engender sufficient trust from data 
subjects and regulators in other regions. Ultimately, the APEC Privacy Framework and, specifically, 
the cross border privacy rules, need to be able to help organizations meet the concerns of data 
subjects, their clients and global regulators. 

56 Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by 
guarantee (“DTTL”), its network of member firms, and their related entities. DTTL and each of its member firms 
are legally separate and independent entities. DTTL (also referred to as “Deloitte Global”) does not provide 
services to clients. Please see www.deloitte.com/about for a more detailed description of DTTL and its member 
firms. 
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6. Deloitte 

The EU-US safe harbor scheme has been strongly impacted by the recent government surveillance 
revelations and there is increasingly less trust in Safe Harbor within Europe. Businesses may now 
demand additional contractual protections to retain service providers in the US. These concerns 
around law enforcement access need to be taken into account in any new transfer mechanisms, and 
discussions need to take place on the complex political issues associated with access to data stored 
in other jurisdictions. 

Like many organizations, Deloitte is continually assessing the best new technologies and services to 
support our business and we, as a network, need to ensure that these can meet our stringent privacy 
and security standards. In this respect, Deloitte has faced many tough decisions on cloud solutions 
and data locations and there are occasions where data is hosted locally at a cost, so that we can 
meet privacy concerns in the post-Snowden environment. The focus on law enforcement access to 
data has highlighted a need for political agreement outside the realm of privacy rules. Achieving the 
correct balance in ensuring safe yet efficient data flows should remain top of the agenda for law 
makers globally, including APEC. 
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7. National Australia Bank 

The essence of banking involves an exchange of information between parties: financial arrangements 
involve trust relationships, and that trust is established and managed through information sharing. 

Finance arrangements spanning national borders are fundamental to the Australian economy, our 
banking systems, and to NAB in particular. Our business customers need to be able to transact into 
and out of Australia. Many of our personal customers travel between, or have ties with, other nations. 
Cross border issues affects us deeply, not only because we have international presence of our own, 
but because our customers are also international. 

Differences between jurisdictions in how information must be handled make fulfilling our customers’ 
needs complex. Global harmonization will help create a simpler, consistent customer experience and 
will help meet regulatory requirements. It will also make satisfying local regulators’ requirements much 
easier to satisfy. 

Consider recent regulation in OTC derivatives57 emerging from numerous jurisdictions, in response to 
the G20 commitment to improve financial stability. OTC derivatives are financial products which are 
used to help customers of NAB manage their exposure to adverse market movements in underlying 
assets, for example, a wheat grower concerned about the volatility in the price of wheat and currency. 
They are also used by client financial institutions that look to protect themselves from adverse price 
movements, and are critical for NAB to manage its own exposure to foreign exchange and interest 
rate risks. Operating across borders is essential to their function, which goes to transferring risk 
between locales. As with all financial products, trade in derivatives is essentially an exchange of data. 
In fact, many exchanges of data occur, from identification of the parties, to the contractual 
arrangements that permit the derivative trade to occur, to the transacting and ongoing management of 
the derivative itself. New rules require participants in derivatives markets to report much of this 
information in different ways to different regulators. Other rules prohibit such reporting. 

Although the need for OTC derivatives reforms was established at an international level,58 legislators 
and regulators pass laws and write regulation within geographic (national) boundaries, reflecting 
existing frameworks of laws and principles bound in the cultures of different nations. 

In March of 2014, the OTC Derivative Regulators Group reported on cross-border implementation 
issues. Two key issues raised relate specifically to data: supervisory access to books and records; 
and barriers to reporting to trade repositories, which includes “data protection laws, blocking statues, 
state secrecy laws and bank secrecy laws.”59 The report goes on to recommend that barriers “should 
be removed so that participants can report trades... without breaching applicable laws.” 

Financial products ultimately involve an exchange of information. Cross-border consistency as to how 
information must be handled will simplify financial trade and increase the opportunity to innovate. For 

57 “Over-The-Counter” derivatives, also commonly known as “swaps”. 
58 Established at the G20 Pittsburgh summit of 2009. See <http://www.g20pittsburghsummit.org/>. 
59 From the Report, p 6 
<http://www.cftc.gov/ucm/groups/public/@internationalaffairs/documents/file/odrgreport033114.pdf>. 
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NAB, this means improving our ability to understand our customers’ needs and to provide them with 
the best banking experience possible. 
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