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» Building trust and privacy through global thought leadership and
consultancy work for a range of public and private organisations

» Services: privacy governance & strategy, privacy impact assessments,
regulator, customer & stakeholder engagement, privacy be design,
privacy training, privacy management plans, data breach response...
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» Personal data: the new asset class — strengthening
trust

» Causes of data breach and impact

» ACC data breach
» Lessons learnt

» Framework for good privacy management

Building trust and innovative privacy solutions




Strengthening Trust
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» Explosive growth in the quantity |
and quality of personal data has Rethinking Personal Data:
created significant opportunity Strengthening Trust
to create new forms of
economic and social value

» Individuals are beginning to lose
trust in how organisations and
governments are using data
about them (World Economic Forum 2012)

Building trust and innovative privacy solutions
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Malicious or criminal attack (36%)

* Hackers or criminal insiders (employees, contractors, cloud providers, business
partners) typically cause the data breach

* Viruses, malware, worms, trojans

* SQLlinjection

* Theft of data-bearing devices

* Social engineering

Negligence (32%)
* Negligent employee or contractor
* |IT and business process failures

System glitch (32%)

(Based on data breaches experienced by 22 Australian companies within 10 industry sectors in
2011 - Cost of Data Breach Study: Australia, Ponemon Institute LLC (sponsor Symantec), March

2012 g : : : :
) Building trust and innovative privacy solutions




Impact of a data breach

INTEGRITY
SOLUTIONS

» The average total cost per data breach in Australian
organisations reached $2.16 million in 2011

» Agencies in the public sector have a per capita cost of $102 per
record (average is $138 per record)

» Organisations with external consulting support reduced cost of
data breach by up to $45 per record

» Organisations with a CISO responsible for overall data
protection strategy reduced cost of data breach by up to S35
per record

(Cost of Data Breach Study: Australia, Ponemon Institute LLC (sponsor Symantec), March 2012)
Building trust and innovative privacy solutions
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What happens

How will you _
when there is a

know if there is a 3
data breach? breach?
b |
What resources What data breach

and insurance C
exist to handle the
breach?

response plans
are in place?

Building trust and innovative privacy solutions



INFORMATION Fa Cts

INTEGRITY

SOLUTIONS

» 5 August 2011 — email to client with an

attachment containing personal information of
6,748 of ACC’s clients

» Recipient became aware on 26 October 2011
and advised ACC on 1 December 2011

» 13 March 2012 breach became public and IIS
and KPMG engaged to conduct independent

review
Building trust and innovative privacy solutions
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ACC: We cant't rule out breaches
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The Accident Compensation Corperation
says improvements to its information-
handling processes will take time and it
can not rule out the possibility of further

privacy breaches.

This comes after it mistakenly sent a
Waikato man details of another's
criminal history - the latest in an
embarrassing series of privacy gaffes by
the corperation and other government
departments.

ACC said it "regretfully acknowledges” the breach occurred, involving individuals

— e
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Systemic Issues
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Breach was a genuine error — but errors are able
to happen because of systemic weaknesses within

ACC’s culture, systems and processes.

» Technology and business practice —
spreadsheets and multiple monitors

» Culture — inconsistent respect for personal info

» Privacy Management — lack of accountability

Building trust and innovative privacy solutions
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» Data management and privacy is a whole-of-agency
issue

“An organisation’s data needs | “We emphasise the

to be protected by thorough | significance of a culture and
and effective risk mitigation environment where personal
strategies to the same or information is valued. This
higher levels as other vital must be supported by an
assets. Without these approach to compliance with

strategies in place, the the privacy principles that is

organisation is at risk of embedded within

significant reputational governance, leadership,

damage.” business processes and
systems.”

Building trust and innovative privacy solutions



Recommendations
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» Breach was a symptom of underlying systematic issues

» Privacy is a whole-of-agency concern

[ Governance

Independent Review

. : : f ACC's Pri
Q Leadership, including privacy strategy ndSecuiiti

O Privacy programme .
O Culture

O Accountability

L Business processes and systems

] Backlog

Building trust and innovative privacy solutions




Governance
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» Need active Board involvement in developing privacy
vision

» Board to set clear expectations for leadership and
allocate resources

» Include privacy in risk management framework
» Initiate privacy strategy development and planning

» Bi-yearly privacy audit + privacy strategy review

Building trust and innovative privacy solutions



Leadership, including privacy
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» Make a member of the Executive accountable for
privacy

» Develop privacy strategy, with stakeholder input, for
Board adoption

» Provide leadership on implementing privacy strategy

» Make privacy compliance part of a broader
compliance framework

Building trust and innovative privacy solutions



Privacy programme
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» Document and resource Privacy Officer roles
» Review privacy policies and procedures

» Train staff to implement privacy vision

» Develop privacy risk management framework

» Record, monitor & report near misses, privacy
complaints & breaches

» Introduce information security governance — treat

security as a business issue (not just IT)
Building trust and innovative privacy solutions
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» Strengthen culture to emphasis respect for
individuals and their personal information

» Align privacy culture to the broader culture and
operating environment with a focus on customer
centric objectives

» Ensure staff are encouraged to report and resolve

privacy breaches or near misses in a supportive
environment

Building trust and innovative privacy solutions
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» Clearly identify staff roles and responsibilities for
privacy

» Establish clear reporting requirements to Board level

» ldentify and implement a set of KPIs for driving and
assessing privacy management performance

» Include third party contractors in evaluation
processes

» Report publicly on privacy performance

Building trust and innovative privacy solutions
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» Adopt “privacy by design” and/or “privacy by
redesign” principles

» Implement data loss protection software

» Undertake end-to-end process review of the
claims management process, including:

= client access to and correction of their personal
information

= information exchange practices with 3Ps
= de-identify information where possible

Building trust and innovative privacy solutions
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» Short-term initiatives:

» Address backlog of access requests and
complaints

» Review use of spreadsheets containing personal
information

Building trust and innovative privacy solutions




Lessons learnt
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1) Make privacy part of  2) Having a customer

risk management focus and viewpoint

frameworks helps solve and
prevent privacy issues

3) Treat personal 4) Have accountability
information and other structures in place and
information as an create a culture that
asset —if itis not respects privacy

governed and
managed properly it
can turn into a liability

Building trust and innovative privacy solutions




Framework for good privacy
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INFORMATION

communicatign

Board Governance

Set the broad direction of the organisation and
ensure delivery of good governance of personal
information and privacy through the setting of:

= \aluas

® Board, Audit & Risk
Committes oversight

= Assurance

= Accourntability

L)
= Vision %
-
%
(g

Leadership

Ensure efficient and effective
delivery through:

= Organisational commitment
= Lead "l,_ and i =]

Accountability

Defined and measurable
through:

u Metrics

Uoneaunuwod

- Client satisfaction
- KPis structure
= Manitoring = Privacy strategy

» Culture
= Risk management

= Reparting

Communicatiop

Sassagaoid

Uonesunuwwo?d
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WWWw.iappanz.org

Friday, 23 November, Sydney

Ralph Stewart, CEO ACC presenting on
“Surviving And Learning From NZ’s Biggest Privacy Breach”

I a p p Austr‘alla New Zealand

international association of privacy professionals

Building trust and innovative privacy solutions



INFORMATION Further Information

INTEGRITY
SOLUTIONS

>

Independent Review of ACC’s Privacy and Security of Information, August 2012
http://www.iispartners.com/downloads/22-August-2012-ACC-Independent-Review-FINAL-REPORT.pdf

Rethinking Personal Data: Strengthening Trust, World Economic Forum, May 2012
http://www3.weforum.org/docs/WEF IT RethinkingPersonalData Report 2012.pdf

Data breach notification - A guide to handling personal information security

breaches, Office of the Australian Information Commissioner, April 2012
http://www.oaic.gov.au/publications/guidelines/privacy guidance/Data breach notification guide April201

2FINAL.pdf

2011 Cost of Data Breach Study: Australia, Ponemon Institute LLC (sponsor
Symantec), March 2012

http://www.symantec.com/content/en/us/about/media/pdfs/b-ponemon-2011-cost-of-data-breach-

australia-
us.pdf?om ext cid=biz socmed twitter facebook marketwire linkedin 2012Mar worldwide CODB Aust

ralia
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Questions?

Annelies Moens
Head of Sales and Operations
BSc, LLB (Hons), MBA

53 Balfour Street
Chippendale NSW 2008

Ph: +61 2 8303 2417
Au. M: +61 413 969 753

INFORMATION Int. M:  +3725437 1881
Fax: +61 29319 5754
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amoens@iispartners.com
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