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Reconciling Privacy and Security in the Age of
Snowden: Applying Australia’s ‘4 As’ to a Global
Challenge
By Malcolm Crompton and Chong Shao, of Information
Integrity Solutions Pty Ltd, Australia.

Undoubtedly one of the biggest stories of 2013 was Ed-
ward Snowden’s revelation of operational details of sur-
veillance programs conducted by the United States and
its international partners. The revelations have had a
global and historical impact, even as the disclosures
continue.

The vocal responses from both sides of the privacy/
security spectrum have been predictable, and have
generated more heat than light. We have been hearing
the same arguments for the whole of the last century,
but especially over the last decade they have become
very tired: Increased surveillance must be either an un-
bridled good or the harbinger of a totalitarian state.

Those who argue against the enhancement of surveil-
lance do so in the face of evidence to the contrary: Ter-
rorism is a persistent threat1 and organised crime is
more potent than ever,2 at the same time as nation
states have become increasingly active players3 in cy-
berspace. Intelligence agencies could not have kept us
safe, and will not be able to keep us safe, if their pow-
ers and capabilities are prevented from evolving in line
with the threats that we face. A sensible debate must
recognise this reality.

At the same time, the proponents of expansive mea-

sures to address our security threats have been con-
spicuously quiet about how to make them safe and ac-
ceptable to the public. The common refrain, for ex-
ample, that mass surveillance is OK because ‘‘it’s just
metadata’’ is ludicrous given how sensitive and useful
such data can be.4 Assertions that U.S. National Secu-
rity Agency surveillance has been duly conducted in ac-
cordance with the law ring hollow in light of emerging
evidence of misconduct5 as well as issues with the su-
pervising authorities.6

The Snowden affair is the most visible example of a
more general challenge: How do we make sure that the
people and institutions that have been granted coer-
cive powers can exercise them safely and appropriately
in a modern society? The challenge sharpens consider-
ably when they are also covert. Even the most ardent
critics of Snowden now agree on the importance of ef-
fective oversight and of clarifying the uncertainty sur-
rounding the collection of metadata.

Fortunately, we have a well-established approach devel-
oped by the Office of the Australian Information Com-
missioner that has resolved such difficult issues in the
past: the ‘‘4 As’’ framework.7

Here’s how we can do it again today:
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Analysis

The first thing we need to get right is analysis. This in-
volves a series of steps:

s Define the problem, taking care to be calm and ob-
jective and framing it in the right way.

s Be clear about the values that we would like to pre-
serve and uphold — for example, respect for indi-
viduals, due process, etc.

s Choose the most suitable option with the least privacy
impact on balance — for example, confirming only
18+ age (rather than collecting everything on the ID
card), introducing a sunset clause to enabling legisla-
tion, establishing a reasonable cause requirement, etc.

s Ensure that we are conducting the analysis while
keeping in mind the other ‘‘As’’ as well.

Authority

Next, we need the right authority for law enforcement
and national security agencies to do their job properly.
As with everything, there needs to be a careful balance.
Where privacy is likely to be affected, the power should
be granted expressly by legislation setting out in objec-
tive terms what kinds of information can be collected,
for how long, in what circumstances and for what pur-
poses. Independent judicial oversight is crucial for espe-
cially sensitive cases.

As the Snowden affair demonstrates, a breakdown of the
authority-granting process will undermine trust and
credibility in the system as a whole.

Accountability

The third thing we need to get right is accountability:
making sure that power is, and is seen to be, exercised
in the right way. For law enforcement and national secu-
rity agencies, their power is frequently exercised in a
corrosive environment, in difficult situations against vile
people seeking to subvert or corrupt them. Misuse and
abuse of power can and does happen8 ; no one is infal-
lible. Is it any surprise, then, that ‘‘trust us, we’ll do the
right thing’’ is met with cynicism and derision by the
public?

Again, we don’t need to invent solutions from scratch.
Many jurisdictions already have laws and institutions that
provide for accountability mechanisms such as access to
information, prohibition on classifying or withholding
information about violations of law, whistle-blower pro-
tection, and monitoring and review of power-wielding
agencies.

The real challenge is to ensure that, in practice, our ac-

countability bodies are able to function effectively now
and in the future. This means, firstly, that they have the
necessary scope to operate, enshrined in legislation. No
agency or activity should escape scrutiny, and there
should be strong powers of evidence-gathering. Sec-
ondly, they must be allowed to operate without undue
political or outside influence. Thirdly, we must provide
them with sufficient resources in order for them to do
their job effectively. Having all the legal mandate in the
world is useless without the money and personnel to
carry it out.

Appraisal

Finally, as we see in the current debate, nothing stands
still. Technology changes, the threat landscape changes,
corruption rears its ugly head and more. Hence the last
of the ‘‘4 As’’: appraisal. We need to monitor the new
measures and evaluate whether they are working as ex-
pected. We need to ask whether the circumstances have
changed, which circles back to an analysis of what needs
to be done about it.

Conclusion

Give me privacy, or give me security?

Let’s move beyond this false dichotomy and have a con-
versation based on facts, sound judgment, and an appre-
ciation of our past successes.
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