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About IIS 
 Building trust and privacy through global thought leadership and 

consultancy work for a range of public and private organisations 

 Services: privacy governance & strategy, privacy impact 
assessments and audits, regulator, customer & stakeholder 
engagement, identity management, privacy training….. 
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Overview 

Changing privacy regulation across the globe 

 

 

Cloud computing & privacy risks 

Safeguards 

Data breaches 
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Australia &  
New Zealand 

Australia: 

 Privacy Amendment (Enhancing Privacy Protection) 
Act 2012 received royal assent in December 2012 

 Act to commence in March 2014 – 15 month 
implementation window 

New Zealand:       

 Law Commission recommends reform of Privacy Act 
and progress underway 
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Asia-Pacific 
Country Law / Guideline In Force Coverage 

Malaysia Personal Data Protection Act, 2010 Not yet Private sector, in 
commercial transactions 

Singapore Personal Data Protection Act 2012 Yes, in phases Private sector 

Vietnam Law on Protection of Consumer’s Rights, 2011 Yes Private sector, in 
commercial transactions 

Taiwan Personal Data Protection Act, 2010 Yes Public and private sectors 

India Information Technology Act, 2000 and IT Rules, 2011 Yes Private sector 

South Korea Personal Data Protection Act, 2011 Yes Public and private sectors 

Philippines Data Privacy Act of 2012 Yes Public and private sectors 

Hong Kong Personal Data (Privacy)(Amendment) Ordinance 2012 Yes, in phases Public and private sectors 

China Information Security Technology – Guide for Personal 
Information Protection within Public and Commercial 
Information Systems 

Yes Private sector 
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Finalisation of the Cross-Border Privacy Rules 
(CBPR) system for APEC member economies 

System to ensure that a company’s privacy practices 
meet established standards for the protection of 
personal information 

First participant of CBPR is USA, then Mexico, with 
more to follow, including Japan this year 

Discussions to foster interoperability with the EU’s 
Binding Corporate Rules 

 

 

 

          APEC 
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United States 

Blueprint for protecting consumer data privacy and 
promoting innovation in the digital economy 

• Consumer bill of rights 

• Multistakeholder process to develop Codes of Conduct 

 FTC takes a more active role 

• Report: Protecting Consumer Privacy in 
an Era of Rapid Change 

• Increased enforcement activity to 
protect consumer privacy 
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United States 

Main action items for the FTC: 

Do-Not-Track 

Mobile services 

Data brokers 

Large platform providers 
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European Union 

Draft Regulation for the 
protection of individuals and 
their personal data 

One law for the entire EU 

Strengthened Consent Extraterritorial application 

Accountability of processors Significant penalties 

Mandatory privacy officers The right ‘to be forgotten’ 

Data breach notification The right of ‘portability’ 
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Progress on Regulation so far: 

• Multiple interests – companies (especially American), civil 
liberties proponents, data protection officials in the EU 
member states 

• Amendments proposed by parliamentary committee (the 
Albrecht draft) in Jan 2013 

• Voting on final Regulation not expected until late 2013  

 

European Union 
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Cloud Computing 
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“[A] model for enabling ubiquitous, convenient, on-demand 
network access to a shared pool of configurable resources (eg, 
networks, servers, storage, applications and services)...” 

National Institute of Standards and Technology (2011) 

What is cloud computing? 

• Rapid elasticity  
• Broad and remote 

network access 
 

• On-demand service 
• Resource pooling - 

scalable 
• Measured service 
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What is cloud computing? 
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Connecting with multiple devices, business agility 
and cost-cutting were the top three reasons cited 
for adopting cloud services (TNS) 

88% of Australian organisations saw improvement in 
their IT departments since adoption of cloud (TNS) 

Australian public cloud market to reach $3.2 billion 
this year (Gartner) 

 

Why some orgs engage CSPs 

http://www.iispartners.com/


Building trust and innovative privacy solutions 

http://www.iispartners.com/


Building trust and innovative privacy solutions 

http://www.iispartners.com/


Building trust and innovative privacy solutions 

 
Types of data and privacy policies: 

1. How sensitive or critical to your business is the 
data that the CSP will be processing/hosting?  

2. Is the disclosure/transfer of personal information 
to the CSP authorised by your customers? 

3. Whose privacy policy is the data subject to once 
outsourced – your business or the CSP’s privacy 
policy? Who owns the data once with the CSP? 

 
 

Preliminary privacy 
considerations 
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Privacy risks 
Location and retention of data Transferring data Changing provider 

Location of data and backups 
• Politically and 

environmentally stable 
regions? 

• Legal jurisdiction of data 
• How does the CSP know 

where the data is? 
• With other clients’ data? 

Technical glitches 
• What happens when the 

data cannot be accessed or 
retrieved from the cloud 
service provider due to 
technical or other 
difficulties? 

Unforeseen events 
• What happens when 

CSP is shut down? 
• How is operational 

change handled - CSP 
bankrupt, sold, merged 

• How is a disaster/ 
hacking managed? 

Protection and Security 
• Encrypted whilst stored? 
• Who controls the encryption 

keys? 
• Physical security 

Protection and Security 
• Encrypted in transfer? 
• Who controls the 

encryption keys? 

Updates 
• Can upgrades to 

software or other 
services be refused? 

Retention 
• What are the data retention 

policies? 

Subcontractors 
• Does the CSP use third 

party subcontractors? 

Portability 
• Can the data be easily 

relocated? 
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Among existing contracts for cloud-based services in 
Australia, many have problematic provisions:  
 
 Not addressing access to or deletion of data, on 

service termination or breach of contract 

 Limitation of liability for direct damages, 
exclusion of liability for indirect damages 

 Unilateral variation of terms and conditions 

 

What’s in the contract? 
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 Onus on the customer to ensure privacy rules 
are complied with 

 Onus on the customer to take security 
measures, with no mention of what would 
happen in the event of a security breach 

 No control over third parties who receive the 
personal information in the course of providing 
the service 

 

 

 

What’s in the contract? 
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Model contract 

New Zealand Cloud Computing Code of Practice 

Corporate Identity Service level agreement and support 

Ownership of Data Data breach notification 

Security Data transportability 

Data Location/Geographic Diversity Data formats 

Data Access and Use Business Continuity 

Back up and Maintenance Ownership of application 
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 APP 1: current and clear policy about management of 
personal information, including disclosures to 
overseas recipients and their location 

 APP 5: notice when personal information is collected, 
including if disclosed to overseas recipients and their 
location 

 APP 8 and section 16C: in some circumstances may 
be liable for breach of APP by overseas recipient 

 APP 11: destroy or de-identify personal information 

 

 

APPs and Cloud 
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10 Safeguards 
1. Read the contract and terms of service 
very closely and clarify any ambiguous 
provisions 

6. Find out where and how the data will 
be kept 
 

2. Add cloud computing to your 
outsourcing and/or offshoring risk 
management frameworks 

7. Find out the CSP’s arrangements with  
subcontractors 

3. Ensure you are not violating any law or 
policy by putting personal information in 
the cloud 

8. Determine liability and accountability 
– what happens when things go wrong? 
 

4. Don’t put anything in the cloud that 
you wouldn’t want a competitor or 
government to see 

9. Have back-ups  

5. Clarify the rights of access, correction 
and deletion 

10. Establish your own security measures 
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Data Breaches  
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Source:  Largest Incidents: http://datalossdb.org/ 
 

Data breaches are pervasive 
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 The average total cost per data breach in Australian 
organisations rose to $2.16 million in 2011 

 Having a data breach caused by a third party mistake 
cost on average 35% more per compromised record 

 Malicious and criminal attacks are the main cause and 
are also the most expensive, at $183 per record 

 Organisations with external consulting support reduced 
cost of data breach by up to $45 per record 

(2011 Cost of Data Breach Study: Australia, Ponemon Institute LLC (sponsor Symantec), March 2012) 

Impact of a data breach 
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Causes of data breach 

(Based on data breaches experienced by 22 Australian companies within 10 industry sectors in 
2011 – Cost of Data Breach Study: Australia, Ponemon Institute LLC (sponsor Symantec), March 
2012) 

Malicious or criminal attack (36%) 
• Hackers or criminal insiders (employees, contractors, cloud providers, business 

partners) typically cause the data breach 
• Viruses, malware, worms, trojans 
• SQL injection 
• Theft of data-bearing devices 
• Social engineering 

Negligence (32%) 
• Negligent employee or contractor 
• IT and business process failures 

System glitch (32%) 
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Internal Threats  

Reproduced with permission from Verizon:  Based on Verizon 2012 Data Breach 
Investigations Report 
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Data Breaches 

 

 

 

1. How will you 
know if there is a 
data breach? 

 2. What happens     
  when there is a   
  data breach? 

3. What resources    
exist to prevent  
and handle a data 
breach? 

 
4. What data 
breach response 
plans are in place?  
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1. How will you know if there is a data 
breach? 

 

 

 

  

Reproduced with permission from Verizon:  Based on Verizon 2012 Data Breach 
Investigations Report 

http://www.iispartners.com/


Building trust and innovative privacy solutions 

2. What happens when there is a data 
breach? 
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3. What resources exist to prevent and 
handle a data breach? 

 Steps you can take to minimise the likelihood of a 
data breach: 

• Privacy by design in business process and ICT 
• Privacy impact assessments 
• Privacy in risk management frameworks 
• Privacy skills development and training 

 Check whether your insurer covers the cost of 
dealing with a data breach and notification 

 Consider what your data breach response plan is 
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1. Contain the breach and do a preliminary 
assessment 

2. Appoint lead person to manage (internal and/or 
external) response team 

3. Evaluate the risks associated with the breach 

4. Consider breach notification 

5. Review the incident and take action to prevent 
future breaches 

 

 
 

4. What data breach response plans are 
in place? 
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 Data protection regulation increasing 

 Privacy risks of cloud  

 Safeguards  

 Data breach is expensive 

 How to respond to a data breach 

 

 
 

Conclusion 
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 Cloud Computing in 2013 - What legal commitments can you expect from your provider? Shelston IP, March 
2013                                                                                                                                
http://www.shelstonip.com/case_study.asp?cid=13 

 Privacy and Cloud Computing for Australian Government Agencies, February 2013 
http://agimo.gov.au/files/2013/02/privacy-and-cloud-computing-for-australian-government-agencies-
v1.1.pdf 

 Draft Report on Cloud Service Provider Certification Requirements for the Australian Government, Department 
of Finance and Deregulation, December 2012                                                                       
http://agimo.gov.au/files/2012/12/csp-assurance-requirements-v0.5.pdf 

 New Zealand Cloud Computing Code of Practice, Institute of IT Professionals New Zealand, June 2012  
http://www.nzcloudcode.org.nz/wp-content/uploads/2012/05/NZCloudCode.pdf 

 Data breach notification - A guide to handling personal information security breaches,  Office of the Australian 
Information Commissioner,  April 2012 
http://www.oaic.gov.au/publications/guidelines/privacy_guidance/Data_breach_notification_guide_April2012F
INAL.pdf 

 Privacy in the Cloud: Key Questions, by Annelies Moens, Australian Corporate Lawyers Association, March 2012 
Vol 22, Issue 1 

Further Information 
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 2011 Cost of Data Breach Study: Australia, Ponemon Institute LLC (sponsor Symantec), March 2012 
http://www.symantec.com/content/en/us/about/media/pdfs/b-ponemon-2011-cost-of-data-breach-australia-
us.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2012Mar_worldwide__CODB_Australia 

 2012 Data Breach Investigations Report, Verizon, 2012                                               
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf 

 Cloud Computing Contracts White Paper A Survey of Terms and Conditions, Truman Hoyle Lawyers, April 2011                                                                                                                                                  
http://www.itnews.com.au/pdf/Cloud-Computing-Contracts-White-Paper.pdf 

 Privacy in the Clouds: Risks to Privacy and Confidentiality from Cloud Computing, Prepared by Robert Gellman 
for the World Privacy Forum, February 2009                                                   
http://www.worldprivacyforum.org/pdf/WPF_Cloud_Privacy_Report.pdf 
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Questions? 
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