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Introduction

The digital economy has grown
exponentially in the recent decade, and
data has become one of the most
important resources in the world. Data
created, collected, or used in
organisational processes no longer only
serve as an enabler of products, but can
be the product itself to serve billions of
users worldwide [1].

Concurrently, the mainstream use of
cloud service providers has enabled
domestic organisations to have vast
amounts of their data handled and
stored offshore by a range of
companies. The situation becomes even
more complex for organisations collect
and handle data containing personal
information. Where such organisations
operate internationally, the storage of
personal information may not necessarily
be in the same location as the
individuals to whom it relates, leading to
questions of which privacy laws in what
jurisdiction(s) may apply.

Further, ensuring hosting arrangements
address matters relating to data
sovereignty, ownership structure,
liability, supply chain and transparency
arrangements (as well as requirements
set by organisations to reduce risks
pertaining to these matters) can be
challenging and limit commercial
opportunity.
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In this context, it is necessary for any
organisation to consider where their
data is stored, risks associated with that
data, who has access to it, the
contractual obligations associated with
data handling, what domestic and
international laws can be asserted over
it, and any relevant industry policies,
standards, and procedures that they
must demonstrate compliance with.

What is data sovereignty?

Data sovereignty refers to the
jurisdictional control or legal authority
that a State has to assert its rights or
control over data because of its physical
location of storage which is within their
jurisdictional boundaries. The concept
encompasses the notion of data
residency - which refers to the physical
location of where the data is stored.

Data sovereignty comes into play when
domestic data moves across
jurisdictional borders, including when it
is stored within another country’s or
state’s geography. The most common
way this occurs is when an organisation
uses a cloud service provider with data
centres outside of their geography.

Questions of data sovereignty also arise
in organisations that need to perform
cross-border data transfers.
Organisations that operate in different
jurisdictions, and transfer and store their
data across multiple jurisdictions, will
need to be especially cognisant of the
challenges to data sovereignty when
operating in an international landscape,
due to a high degree or variability in
compliance requirements.
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Data sharing vs. data localisation vs. data
access

Many countries and states have enacted
data sovereignty laws governing certain
types of personal or sensitive
information, as well as data which may
have national security implications.

Data sovereignty requirements can be
broadly split between three types of
rules:

® Rules that qualify how
organisations may share and store
domestic data offshore - data
sharing rules

e Rules that require that certain data
generated within a country’s
borders is stored within its
borders - data localisation, and

® Rules that enable governments (or
related departments and
agencies) to access an
organisation’s data - data access
rules.

Data sharing rules seek to understand
and mitigate the risks of sharing and
storing data offshore. Data localisation
rules aim to eliminate that risk by
ensuring that statutory protection is
preserved. It helps to make sure that
only one jurisdiction’s laws apply and
greatly reduces the exposure to adverse
data sovereignty risks - e.g.,
unauthorised foreign access to an
organisation’s data. Lastly, data access
rules permit the access of an
organisation’s data, often for national
security or law enforcement reasons.
Data access rules enabling ‘lawful’
access vary greatly between jurisdictions
which make them an important data
sovereignty consideration.
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The application of these rules depends
on the type and sensitivity of information
an organisation handles, the type of
activities an organisation conducts, and
the sector an organisation operates in.
Understanding the circumstances in
which they apply to your organisation is
an essential step of ensuring appropriate
measures to manage data sovereignty.

Why is data sovereignty important?

Data sovereignty plays an important part
in several domains [2]:

® Regulatory: Governments are
increasingly cognisant of the
protection of personal and
organisational data, as well as
maintaining control over data that
may have national security
implications. In Australia, several
data sovereignty laws impose
obligations on certain
organisations depending on the
type, sensitivity, and criticality of
information they handle, the type
of activity they conduct, and the
sector they operate in.
Organisations that transfer or
store their data offshore or to
other states may need to consider
these factors in ensuring
compliance with obligations
under the law.
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Loss of control: The act of
hosting data offshore poses risks
to how an organisation may
exercise control over its data.
Offshore cloud services are likely
subject to the laws of other
countries, where Nation States
may exercise covert data
collection without the
organisation’s knowledge and
amend their privacy laws without
the organisation’s notice. Further,
Australian-owned cloud service
providers operating overseas may
be subject to another
government'’s access to the data
they handle and store [3].

Storing data with a cloud service
provider introduces new threats
and increases the risk for the data
sent offshore to be accessed or
interfered with by foreign actors.
This may be a significant
consideration for organisations
who are concerned about data
sovereignty risks.

Privacy: Ensuring that personal
information is adequately
protected, including when shared
or disclosed to overseas or other
domestic jurisdictions, is required
by privacy law federally and in
most states and territories of
Australia [4]. It is important for
businesses transferring personal
information overseas to take
reasonable steps to ensure that
the information will be handled in
an appropriate and secure
manner consistent with the
Australian Privacy Principles
(APPs) or the relevant state or
territory counterpart.
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Data security: The Australian
Signals Directorate (ASD), which is
responsible for foreign signals
intelligence, supports the increase
in government and corporate
regulations to improve data and
system security, which will in turn
position Australia as an attractive
location for global and domestic
businesses that handle personal
or sensitive data.

Business continuity: An
organisation’s ability to access to
its data in the event of a disaster
or disruption is essential to
business continuity. If data is
stored in a different country, there
may be legal or technical
challenges to accessing itin a
timely manner. Some regulators,
such as the Australian Prudential
Regulatory Agency (APRA) have
required certain organisations,
such as major banks to
demonstrate they can bring
offshored operations back to
Australia in a crisis situation.

Trust: Considering the recent
wave of data breaches,
establishing and maintaining trust
among clients and the publicis a
critical requirement for
organisations conducting
business. This is particularly
important for entities entrusted
with sensitive client data or those
offering essential services. When
it comes to data security, opting
to store information offshore
increases the vulnerability. To
address this, organisations should
observe best practices to ensure
robust control over their offshore
data, as outlined below.
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Alternatively, keeping your data
within local borders may help to
minimise the risk of data
breaches. The latter approach
aligns more closely with
community sentiments, as
evidenced by the OAIC Australian
Community Attitudes to Privacy
Survey 2023 revealing that a
substantial majority of Australian
respondents (91%) expressed
their reluctance to have their data
sent overseas [5]. It's essential to
remember that it only takes a
single incident to shatter trust.

Data sovereignty best practices

Organisations looking to mitigate data
sovereignty risks should consider the
following best practices:

Understand your data flows

Firstly, organisations will need to have a
clear understanding of their data flows,
including where it is transferred,
processed, and stored. A particular
consideration is how data is handled and
stored by third party vendors, especially
if they provide cloud-based services or
are otherwise located offshore. This can
be achieved through a comprehensive
data audit, which will enable
organisations to identify potential data
sovereignty risks and the applicable data
protection laws and regulations.
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Understand your obligations

The regulatory landscape of data
sovereignty in Australia is murky. Laws
range in scope from privacy to critical
infrastructure to finance, to name a few.
There is no uniform application of to
whom these rules apply to; for example,
the APPs apply to any APP entity
handling personal information, while
critical infrastructure legislation imposes
positive obligations on responsible
entities of data storage and processing
facilities [6].

Further, as discussed in the “Data
sharing vs. data localisation vs. data
access” section, the requirements
imposed by data sovereignty rules can
vary from data sharing laws which permit
the cross-border movement of data once
certain requirements are meant, to data
localisation laws which require the data
to be hosted domestically.

Identifying the relevant data protection
laws and regulations is not only essential
to ensuring compliance, but also a
crucial step in understanding the options
your organisation has (what you can and
can't do) when it comes to optimal data
practices, especially when using cloud-
based software and services.

Lastly, organisations must stay up to date
with changes in data protection laws and
regulations in the countries where they
operate and adjust their data protection
policies and practices accordingly. This
includes being aware of changes in data
protection laws and that affect how data
is transferred, processed and stored,
and who may have access.
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Understanding the data sovereignty laws
can be a difficult task. We discuss some
of the key Australian requirements
below and in Appendix A.

Choose your cloud service provider
wisely

A main issue challenging data
sovereignty is the growing use of cloud
services. These services enable their
users to access a broad range of
functionalities without needing to worry
about the underlying infrastructure and
maintenance cost. When compared to
traditional IT infrastructure, cloud
computing services are often more
flexible, scalable, and cost-effective.
Unsurprisingly, over recent years, cloud
computing services have seen significant
growth and widespread adoption.

Organisations should prioritise cloud
service providers with data residency
options. If available, the option of storing
the information in Australia is a straight-
forward and reliable choice that
generally meets jurisdiction compliance
requirements. This proactive approach
to data localisation is a way of making
your data and storage more secure and
less likely to be subject to foreign
control or interference. If the
organisation must choose between
other jurisdictions, it should first
consider those with strong rule of law
and robust privacy regulatory practices
similar to Australia.
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For some services, there is no option to
choose where your data will be stored. If
the location where the data is being
stored seems appropriate for its use
case, then it might be worth considering
the services of other cloud providers,
where organisations may have a choice
to store their data in the region or
location of their choice - e.g., as with
Amazon Web Services, Google Cloud,
IBM Cloud, or Microsoft Azure.

APRA regulated entities will be subject
to certain outsourcing standards. APRA’s
own Information Paper: Outsourcing
involving cloud computing services
provides useful guidance on the risk
considerations organisation should
undertake such as security, governance,
strategy, contingency planning and
APRA access [7]. Similarly, the Office of
the Victorian Information Commissioner
has released their own risk assessment
guidance Cloud Computing in the
Victorian Public sector [8]. The document
also highlights the importance of record
keeping and ongoing assurance for
agencies utilising cloud computing.

Ultimately, every organisation needs to
ensure that the benefits of cloud
computing are be balanced with its risks.
It is necessary for organisations to
calculate the financial impact of
adopting cloud services from both
upfront costs to long-term ongoing
costs, while ensuring that data
localisation is supported to maintain
privacy compliance with the laws of the
jurisdictions in which the organisation
operates.
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Adopt robust data protection and
security measures

Regardless of location, organisations
must adopt robust data protection and
security measures to ensure security is
maintained and their data is protected
appropriately. These include:

* Implementing a data protection
policy, which aims to design,
implement, guide, monitor, and
manage security over an
organisation’s data

® Managing access controls,
including multifactor
authentication

® Implementing end-to-end
encryption

® Monitoring, to ensure that
sensitive and classified data is
protected from unauthorised
access, modification or use, and is
not leaking, and

® Assuring the required outcomes
via independent audits and/ or
separate security assessment of
third-party providers.
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Further considerations for global
organisations

There are additional considerations for
organisations that engage globally,
whether or not these organisations have
multiple offices around the world or
have their users located within one
region. Global organisations must
address, at a minimum, concerns with
data localisation, cross-border transfers
and government access as discussed
below.

Foreign data localisation requirements

The level of data localisation protection
varies from country to country, with
some requiring certain types of data to
be stored and processed within their
borders (even if the organisation may
not physically have a presence there).
This can have vast implications for any
international organisation that has its
users located in multiple countries, since
the requirements for handling of data
(particularly, personal information of its
users) can differ, and sometimes be
conflicting, depending on the
jurisdiction.

Cross-border data transfers

Ensuring the lawful and secure transfer
of data across international borders
remains a pressing concern, especially
where there are multiple regulations (of
variable levels of sophistication) to
comply with. Organisations engaging in
cross-border data transfers, including
those with global offices or who are
using cloud service providers, may
experience increased costs and
complexity in data management.
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Government surveillance and access

While governments have a legitimate
interest in national security and law
enforcement, it is essential to strike the
right balance between these interests
and the rights of individuals when faced
with handing personal information over
to authorities. Global organisations
should be informed of the data privacy
laws of the jurisdictions in which they
operate, as well relevant surveillance or
national security laws, particularly where
there is potential for government
authorities to access data with impunity.
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Key questions for boards and
executives

Data sovereignty is a prevalent and
growing concern for organisations in an
environment where there is increasing
reliance on global trade and use of
cloud services. The exposure of
organisations to third (and foreign)
parties means an introduction to new
threats and the risk of data (including
personal information) being exposed
and exploited.

Additional considerations that need to
be evaluated range from domestic data
localisation laws and requirements to
compliance with the data privacy laws of
foreign governments. Overall,
organisations must remain focused on
compliance with domestic and
international data privacy laws (as well as
best practice) to retain user trust.

The considerations include:

®* What data do we process and
what is its sensitivity or criticality?

®  What are the laws, regulations, or
industry standards we must
consider for this data?

® What are the company policies
and user obligations we must
meet as an organisation to handle
this data safely?

e \What measures have we taken to
comply and manage risk
associated with:

o Data security, such as having a
backup and disaster data
recovery plan

o Data access requests made by
government authorities or,
potentially, covert access

o Geopolitical events and
changing political climates?
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Key Australian laws affecting data
sovereignty

Privacy Act 1988 (the Privacy Act)

The Privacy Act allows organisations to
store personal information with a cloud
provider located in another State if
certain requirements are met. Two parts
of the Privacy Act apply:

e APP 8 - Cross-border disclosure
of personal information [9], and

e APP 11 - Security of personal
information, which requires
organisations and agencies to
take reasonable steps to protect
personal information [10].

Apart from the requirements from APP 8,
there are no general data sovereignty
requirements in the Privacy Act -
however, there are some requirements
for specific sectors [11]:

® Under section 20E of the Privacy
Act, credit providers who disclose
credit eligibility information to
offshore recipients without an
Australian link must satisfy
additional requirements, and

e Under section 77 of the My Health
Records Act 2012 (under the remit
of the OAIC), My Health Record
and associated information must
not be held, taken, processed, or
handled outside Australia. There
is an exception where such data is
non-personal or non-identifying
information.
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Telecommunications and Other
Legislation Amendment (Assistance and
Access) Act 2018 (aka TOLA)

TOLA is an overarching piece of
legislation which gives government
agencies the right of access to disrupt
systems which can compromise national
security.

Introduced in 2018, it provides
Australian state, territory and federal law
enforcement agencies with the ability to
demand that “designated
communications providers” create a
capability for law enforcement agencies
to intercept and monitor encrypted
communications. TOLA remains under
review and the Parliamentary Joint
Committee on Intelligence and Security
(PJCIS) has made recommendations to
amend the legislation [12].

Designated communications providers
are industry participants that might be
subject to these requests. The definition
is broad and includes [13]:

® Businesses who operate
messaging platforms (e.g., Apple,
Google, Reddit, Signal, X,
WhatsApp, etc)

e Phone and internet service
providers

e Technicians and retail repairers

® Developers of software used in
connection with certain
communication services

® Manufacturers of any component
used in telecommunication
equipment.

The implications of data sovereignty in australia and abroad 8/16



Appendix A

November 2023

The Act applies to any company that
develops, supplies, or updates software
in connection with a communication
service, and would apply to foreign
companies that provide that relevant
service.

The Director-General of Security, the
Director-General of the Australian Secret
Intelligence Service, the
Director-General of the Australian
Signals Directorate, or the chief officer of
an interception agency may give the
following types of requests to a
designated communications provider
[14]:

* A technical assistance request
(TAR) may ask the provider to
perform acts or do thingson a
voluntary basis that are directed
towards ensuring that the
provider is capable of helping
ASIO, ASIS, ASD, or an
interception agency in relation to
safeguarding national security, the
interests of Australia’s national
security and wellbeing, enforcing
criminal law, etc.

¢ A technical assistance notice
(TAN) may require the provider to
perform acts or do things that are
directed to towards helping ASIO
or any other agency in relation to
enforcing criminal law, so far as it
relates to serious Australian
offences, or assisting the
enforcement of criminal laws in
force in a foreign country, so far as
those laws relate to serious
foreign offences; or safeguarding
national security. This is a
compulsory request.
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¢ A technical capability notice
(TCN) may require the provider to
perform acts or do things directed
towards ensuring that the
provider is capable of helping
ASIO or an interception agency
for the same reasons as above.
This is a compulsory request
requiring the provider to build a
new capability for the agencies.
Once built, the agencies can seek
assistance with a TAN.

Surveillance Legislation Amendment
(Identify and Disrupt) Act 2021 [15]

The law amends the previous
Surveillance Devices Act 2004 (Cth) and
the Crimes Act 1914 (Cth) and
introduces new powers for the Australian
Federal Police (AFP) and the Australian
Criminal Intelligence Commission (ACIC)
to access and 'disrupt’ data held on
computers to combat online crime with
three new types of warrants:

¢ Data disruption warrant: Allows
agencies to access data held on a
computer. The law enforcement
agency can apply for the warrant if
it suspects on reasonable grounds
that offences of a particular kind
have been, are being, are about
to be, or are likely to be,
committed; and they involve data
held in a computer.
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e Account takeover warrant:
Authorises the AFP or the
Australian Crime Commission
(ACC) to take control of a holder's
online accounts if it suspects an
offense and need to take control
of the accounts in the course of
the investigation to obtain
evidence. This can be done
covertly and without consent.

¢ Network activity warrants:
Allows law enforcement agencies
to access networks to enable the
collection of intelligence that
relates to criminal networks of
individuals. The Digital Rights
Watch is especially concerned
that the definition used under this
power is particularly broad and
could “enable widespread
surveillance across social media
and messaging platforms” [16].

This relatively new law also permits law
enforcement officers to apply for a
warrant to require a specific person to
provide any information or assistance
that is considered necessary and
reasonable. Organisations that supply
data storage services or cloud services
could be required to assist officers in the
execution of these warrants. However, it
should be noted that the organisation
can object to disclosure if the
information could reveal vulnerabilities
in the organisation’s system and
technologies that could be used by
others [17].
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Security of Critical Infrastructure Act
2018 (SOCI Act)

The Security of Critical Infrastructure Act
2018 (the SOCI Act) and amendments
seek to manage the complex and
evolving national security risks of
sabotage, espionage, and coercion
posed by foreign involvement in
Australia's critical infrastructure. The Act
applies to 22 asset classes across 11
sectors. Data Storage or Processing is
one of the 11 sectors captured, with
Data Storage and Processing
Facilities/Technology being an
especially relevant asset. The other
sectors include: communications;
defence; energy; financial services and
markets; food and grocery; health care
and medical; higher education and
research; space technology; transport;
and water and sewerage [18].

The SOCI Act provides that, among
other things, "‘positive security
obligations’ (PSOs) can be ‘switched-on’
and adjusted with rules for the 22
specified asset classes. There are three
PSOs that can be ‘switched-on’:

1. Arequirement to provide
ownership and operational
information: Details of critical
assets to the Register of Critical
Infrastructure Assets.
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A requirement to report cyber

incidents: Responsible entities
must report cybersecurity
incidents to the Australian Signal
Directorate. Once an entity is
aware of a cyber incident, it must
be reported within 12 hours if
having a significant impact on the
availability of the asset, or 72
hours if having a relevant impact
on the availability, integrity,
reliability, or confidentiality of the
asset.

A requirement to maintain a

Critical Infrastructure Risk
Management Program: The
Department of Home Affairs
indicates that “risk management
program is designed to mitigate
risks/hazards that can cause an
impact on the functioning of
critical infrastructure. For
example, a terrorist attack on a
major liquid fuel pipeline or data
centre” [19]. The rules for the
responsible entities for critical
infrastructure assets are still being
designed but are likely to contain

the following requirements:

a. Cyber: Ensure the risk
management program
includes mitigations that
comply with specific standards
and ensure that their risk
management program
includes details of a risk-based
plan that outlines strategies
and security controls as to how
cyber and information security
threats are being mitigated.

The implications of data sovereignty in australia and abroad
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Personnel: Ensure the risk
management program
includes details of how the
entity implements appropriate
background checking of new
and ongoing employees,
contractors and
subcontractors, having regard
to specific standards, and
ensure the risk management
program includes details of
how the entity assesses and
manages the ongoing
suitability of its self-assessed
critical employees, contractors
and subcontractors.

Supply chain: Ensure the risk
management program
includes details of how the
entity complies with the
business continuity
components of specific
standards and demonstrate
how the risk management
program, as far as is
reasonably practical,
minimises and mitigates
relevant impacts to the asset
arising from the supply chain
[20].

Physical and natural: Ensure
the risk management program
includes details of how the
entity detects and controls
unauthorised access and
demonstrate in the risk
management program how it
conducts tests, as appropriate,
to ensure active security
measures are effective and
appropriate.
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Appendix B - Table of Australian laws, regulations, and guidance affecting data sovereignty

Relevant provision | Who Data Type | Data Residency | Requirement(s)

/ guidance

Privacy Act 1988 APP entity Personal Data sharing - Take reasonable steps to ensure that the overseas
(Cth) APP 8 - information = Can be recipient complies with APPs (satisfied with a
Cross-border transferred contractual agreement).
iscl f if
disclosure o overseas (i Exception if: reasonable belief of similar foreign legal
personal requirements . o
scheme; there is express consent from individual; or
information [21] met) . o
as authorised by law or agreement; special situation
(e.g., threat to life); or law enforcement.
Privacy Act 1988 APP entity Personal Data sharing - Take reasonable steps to ensure security of personal
(Cth) APP 11 - information Can be information.
S ity of I transferred . . —
ecurty of persona ransterre Offshore cloud services cited as a risk in cyber supply
information overseas (if

chain in the Australian Signals Directorate’s Australian

requirements Government Information Security Manual [22].

met)

Privacy Act 1988 Credit Credit Data sharing - Additional requirements apply before a credit

(Cth) s 20E providers information = Can be provider can disclose credit eligibility information to
transferred offshore recipients who do not have an Australian link.

overseas (if

requirements

met)
My Health Records My Health My Health  Data My Health system operators and related parties must
Act 2012 (Cth) s system Records localisation - not hold, take, process or handle My Health Records
77 operators and Cannot be outside Australia unless such information is
related parties transferred deidentified or non-personal.
overseas
NSW PIPP Act s NSW public Personal Data sharing - Additional requirements apply before a NSW entity
19(2) - sector agencies | information = Can be can disclose personal information to offshore
Transborder including transferred recipients.
disclosure government overseas (if
agencies, local requirements
councils, and met)

universities.
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Requirement(s)

Victoria PDP Act Victorian public = Personal Data sharing - Additional requirements apply before a Victorian
IPP 9 - sector agencies  information Can be entity can disclose personal information to offshore
Transborderdata  including transferred recipients.
flow Ministers, local overseas (if
councils, requirements
statutory met)
offices,
government
schools,
universities,
and TAFEs.
Electronic Electronic Any Data The ELNO must ensure that any computer
Conveyancing Lodgment computer localisation - infrastructure forming part of the ELNO System and in
National Law Network infrastructu |~ Cannot be which Land Information is entered, stored or
(NSW)s 22 Operator re forming | transferred processed is located within the Commonwealth of
(ELNO) the ELNO overseas Australia [23].
system
APRA CPS 231 APRA Any Data sharing - The entity must notify APRA before entering into a
regulated information  Can be material outsourcing agreement.
entities e et e The entity must consult with APRA before entering into
material overseas (if . . .
an off-shore outsourcing arrangement involving a
business requirements . . o
material business activity or a use of use of cloud
activities met) computing services involves heightened or extreme
inherent risks.
APRA may intervene and require the entity to make
other arrangements.
The entity must notify APRA as soon as the agreement
has been entered into, and no later than 20 days, with
a summary of the key risks and details of risk
minimisation strategies in place. The outsourcing
arrangement must also contain additional
requirements to address the potential concerns with
offshoring.
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Requirement(s)

APRA Information = APRA Any data Data sharing - Supports CPS 231 and provides resources for risk
Paper: Outsourcing  regulated used in Can be management considerations for cloud computing.
involving cloud entities utilising | cloud transferred Details the need to perform a materiality assessment,
computing services  cloud computing  overseas (if inherent risk assessment and offshoring assessment
. ) . when determining whether to consult APRA on cloud
computing services requirements
computing use.
met) P 9
Department of Service Sensitive Data A certified service provider must have its data centre
Home Affairs providers that and localisation - located within Australia [24]. Additional requirements
Hosting deliver hosting | classified Cannot be apply before a service provider can satisfy certification
Certification services to governmen  transferred requirements.
Framework sensitive t data overseas
government
data
Security of Critical | Entities Any Data sharing - The entity must detail a list of critical assets to the
Infrastructure responsible for | information = Can be Register of Critical Infrastructure Assets.
2018 (SOCI) Act critical that poses  transferred . N
The entity must report cybersecurity incidents to the
(Cth) and infrastructure a material overseas (if L L ) L
ASD within 12 hours of a significant impact, or within
Amendments risk requirements .
72 hours of relevant impact.
relating to met)
a critical A Risk Management Program needs to be established
infrastructu to mitigate risks/hazards that can have a functioning
re asset impact to critical infrastructure. This specifically
includes consideration of supply chains.
Surveillance Entities that Any Data access - Grants the AFP and the ACIC three new powers to
Devices Act 2004 operate online | information = gives data disrupt, collect, and take over data and accounts
(Cth) related to access to related to serious online crimes.
the warrant = government
agencies
Telecommunica- Designated Any Data access - Gives new powers to Australian law enforcement and
tions and Other communication | information = gives data security agencies to access encrypted
Legislation s providers that poses | access to communications and data for the purposes of
Amendment arisk to government investigating and preventing serious crimes and
(Assistance and national agencies threats to national security.
Access) Act 2018 .
security
(Cth) (aka TOLA)
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